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a b s t r a c t 

Monitoring the compliance of the execution of multi-party business processes is a complex and challeng- 

ing task: each actor only has the visibility of the portion of the process under its direct control, and the 

physical objects that belong to a party are often manipulated by other parties. Because of that, there is 

no guarantee that the process will be executed — and the objects be manipulated — as previously agreed 

by the parties. 

The problem is usually addressed through a centralized monitoring entity that collects information, 

sent by the involved parties, on when activities are executed and the artifacts are altered. This paper 

aims to tackle the problem in a different and innovative way: it proposes a decentralized solution based 

on the switch from control- to artifact-based monitoring, where the physical objects can monitor their 

own conditions and the activities in which they participate. 

To do so, the Internet of Things (IoT) paradigm is exploited by equipping physical objects with sensing 

hardware and software, turning them into smart objects. To instruct these smart objects, an approach to 

translate classical Business Process Model and Notation (BPMN) process models into a set of artifact- 

centric process models, rendered in Extended-GSM (E-GSM) (our extension of the Guard-Stage-Milestone 

(GSM) notation), is proposed. 

The paper presents the approach, based on model-based transformation, demonstrates its soundness 

and correctness, and introduces a prototype monitoring platform to assess and experiment the proposed 

solution. A simple case study in the domain of advanced logistics is used throughout the paper to exem- 

plify the different parts of the proposal. 

© 2018 Elsevier Ltd. All rights reserved. 

1

 

c  

c  

i  

n  

b  

c  

d  

f  

n  

t  

t  

g  

(

o  

f

 

i  

o  

l  

t  

a  

n  

i  

t  

p  

o

 

o  

h

0

. Introduction 

Modern organizations are more and more required to be-

ome open, reactive, and flexible entities able to satisfy the ever-

hanging needs of their customers. This is why they are redesign-

ng their internal structures and business processes to increase dy-

amism and be open to cooperate with new organizations. Many

usiness processes — once internal to single organizations — now

ross the boundaries of single organizations and require the coor-

ination among different, potentially changing actors. This trans-

ormation heavily impacts on how the process is executed. Orga-

ization no longer have full control on the whole process. Instead,

hey control only the portion of that process that is assigned to

hem. At the same time, the physical objects belonging to an or-

anization can now be manipulated by the other actors, and the
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wnership of these objects can change while the process is per-

ormed. 

To ensure that organizations coordinate properly, and that phys-

cal objects are correctly handled, the correctness and compliance

f these distributed processes has to be monitored. In particu-

ar, the execution order and the successful execution of the ac-

ivities composing the process have to be checked. To automate

nd keep track of business processes, organizations deploy Busi-

ess Process Management Systems (BPMSs). In fact, today’s BPMSs

nclude a monitoring module to oversee the execution of fully au-

omated business processes that can be confined within a single

arty. BPMSs also provide dashboards to inform the process owner

f the current status, bottlenecks, and possible alerts. 

Unfortunately, when moving to multi-party processes, the BPMS

f each organization can only manage the activities under its con-

rol, but it has no jurisdiction on the activities carried out by the

ther parties. Consequently, it can only monitor the process por-

ions carried out by the organization. This limitation is traditionally

ddressed by federating the BPMSs, or by deploying a centralized

https://doi.org/10.1016/j.is.2017.12.009
http://www.ScienceDirect.com
http://www.elsevier.com/locate/is
http://crossmark.crossref.org/dialog/?doi=10.1016/j.is.2017.12.009&domain=pdf
mailto:giovanni.meroni@polimi.it
mailto:luciano.baresi@polimi.it
mailto:montali@inf.unibz.it
mailto:pierluigi.plebani@polimi.it
https://doi.org/10.1016/j.is.2017.12.009


62 G. Meroni et al. / Information Systems 73 (2018) 61–78 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

t  

i  

p  

s  

i  

o  

i  

c  

t  

e  

i  

f  

i

 

c  

p  

c  

S  

t  

S  

m  

d  

s  

t

2

 

c  

o  

s  

s  

p  

s  

t  

f  

P  

d  

r  

i

 

i  

t  

o  

f  

s

 

t  

c  

b  

i  

i  

c  

o  

a  

s  

t  

e  

u  

b  

o

 

t  

c  

a  

T  
one. However, these solutions lack flexibility, as whenever a new

party is introduced, leaves, or the process changes, the underlying

infrastructure must be heavily reconfigured. 

When activities are automated, the BPMS is in charge of exe-

cuting them. Therefore, it exactly knows when such activities start

and when they finish, and which is their outcome. However, when

dealing with non-automated activities, a BPMS relies on human

operators to know about the outcome of such activities. As these

operators could forget to notify the events of interest, they could

make mistakes, or they could even intentionally postpone, fake, or

alter provided inputs, monitoring manual activities can be unreli-

able. This has an impact not only to the party in charge of execut-

ing these activities, but also to the other connected parties. 

To overcome these issues, this paper proposes a novel approach

to autonomously and continuously monitor multi-party business

processes in a distributed way. To this aim, we move the monitor-

ing tasks directly onto the artifacts, i.e., the physical objects that

participate in the process, which are equipped with sensors and

computing devices, thus becoming “smart”. 

By doing so, these smart objects can autonomously keep track

of all the activities in which they were involved, regardless of

the organization performing them. Additionally, smart objects can

track all the changes in their states, i.e., their conditions, through-

out the execution of the process. This way, a smart object can au-

tonomously monitor the compliance of the process it participates

in, as well as its own lifecycle, that is, the transitions from one

state to a new one that are expected to occur while the process

is executed. On this basis, the characterizing contributions of the

proposed solution are the following: 

• We combine control-flow analysis, as defined using Business

Process Model and Notation (BPMN), and artifact-centric anal-

ysis, as defined using Extended-GSM (E-GSM), our extended

version of the Guard-Stage-Milestone (GSM) notation [1] . The

user starts defining the multi-party process in BPMN, a widely

known process modeling language. Then, for each artifact, E-

GSM models suited to monitor the process and the lifecycle

of the artifact are semi-automatically derived from the BPMN

model. The combination of these two perspectives allows one

to predicate on both executions and involved artifacts. If we say

that an execution is compliant if it evolves through the foreseen

control flow, and an artifact is compliant if it evolves according

to its lifecycle, our solution can distinguish among (i) compliant

executions that produce compliant artifacts, (ii) non-compliant

executions that lead to compliant artifacts, and (iii) non com-

pliant executions that lead to non-compliant artifacts. 
• We adopt smart objects (a-la IoT) to transform artifacts into ac-

tive entities that can both enact the E-GSM models and com-

municate with the others. The former capability means that

each artifact (smart object) can: (i) infer its current state, (ii)

know the admissible next states, and (iii) know the order in

which the process’ activities should manage it. 
• We propose an innovative architecture for the distributed ex-

ecution and monitoring of multi-party processes that embed

the characteristics highlighted above. The proposed architec-

ture is based on the use of simple Single-board Computer (SBC)

boards, such as the Raspberry PI and the Intel Galileo, and ex-

ploits Node.js as implementation language. 

All the key features of the proposed solution are exemplified

through a (simplified without being trivial) real example process

borrowed from the domain of advanced logistics. The same process

is also used for accessing the solution. 

With respect to our previously published articles, this article

extends the E-GSM based process monitoring approach presented

in [2] by proposing a structured approach to instruct the mon-

itoring platform, and providing an implementation of the solu-
ion. It also extends the BPMN to E-GSM translation presented

n [3] and [4] by formalizing how to extract the portion of the

rocess relevant to each participating object, and to also repre-

ent in E-GSM the lifecycle of each object. Compared to the mon-

toring approach described in [5] and [6] , which focuses mostly

n runtime conformance checking, the main focus of this article

s on monitoring how physical objects are impacted by the pro-

ess execution. Therefore, it extends the approach to also monitor

he lifecycle of these objects, and to detect compliance violations

ven if they do not explicitly violate the control flow. The monitor-

ng architecture presented in this article differentiates from mArti-

act [7] by running directly on top of the smart objects participat-

ng in the process. 

The rest of the paper is organized as follows. Section 2 dis-

usses the limitations of current monitoring approaches and

resents the main elements of our solution by means of a con-

rete case study, then used consistently throughout the paper.

ection 3 describes the proposed extensions to the E-GSM nota-

ion, then exploited in Section 4 , which presents our approach.

ection 5 argues about the correctness of the automated transfor-

ation of BPMN models into E-GSM ones, while Section 6 intro-

uces the distributed architecture defined for supporting the pre-

ented process compliance monitoring solution. Section 7 analyzes

he state of the art and Section 8 concludes the paper. 

. Motivations 

Fig. 1 shows the BPMN representation of a real multi-party pro-

ess, taken from the logistics domain. It describes the initial phase

f a multimodal transport. At first, the Carrier , the entity respon-

ible for the physical shipment of the goods, collects an empty

hipping container from the warehouse of the Multimodal Trans-

ort Operator (MTO) , which is in charge of organizing the entire

hipment, and ships it to the Producer of the goods. In parallel,

he Producer prepares the goods and produces the documentation

or the shipment. Once the Carrier reaches the Producer ’s site, the

roducer loads the goods onto the container, verifies that all the

ocuments are correct and, if not, updates them. Finally, the Car-

ier starts the shipment. Both the MTO and the Producer verify the

dentity of the Carrier before granting it access to their sites. 

This BPMN model is treated as an agreement between the var-

ous organizations. Process portions carried out by each organiza-

ion (i.e., the ones inside the pools) are disclosed, and the other

rganizations agree on how the whole process is executed. There-

ore, no privacy restriction holds on this process model, which is

hared among the participating organizations. 

To know if this process is correctly executed, organizations have

o both monitor their internal activities (i.e., the ones under their

ontrol) and verify that their objects were correctly manipulated

y the other organizations. Since each party can already monitor

ts own process portions, the focus of this paper is on monitor-

ng the objects. To this aim, for each object (e.g., the goods, the

ontainer), it is necessary to monitor the activities involving that

bject. This way, it is possible to know the exact steps that caused

n object to be in its current conditions. It is worth noting that,

ince an object may be manipulated by organizations other than

he owner, monitoring only internal activities is not sufficient. For

xample, although it belongs to the MTO , the container is manip-

lated by both the Carrier and the Producer . Therefore, activities

elonging to other organizations, as long as they interact with the

bjects, should be monitored as well. 

Additionally, the conditions of the objects have to be also moni-

ored, and anomalies have to be promptly notified. For example, in

ase of drugs, the producer may want to be sure that the temper-

ture of the goods remains stable during the whole transportation.

hese objects (i.e., those that must be monitored) are rendered as
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Fig. 1. BPMN diagram of the running example (artifacts that should be monitored are highlighted). 
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1 We chose BPMN because it is the de-facto standard for imperative process mod- 

eling. However, our approach can also be applied to some extent to other impera- 

tive process models, such as Event-driven Process Chains (EPCs) or Unified Model- 

ing Language (UML) Activity Diagrams. 
rtifacts , while their conditions are discretized into a set of states .

or example, a container may be empty , at the wharehouse ,
nd unhooked , thus having state [empty,warehouse,unhooked] . The

tates that an artifact can assume at a certain point in time and the

ransitions from one state to another one represent the lifecycle of

hat artifact (i.e., how it can evolve while the process is executed). 

A comprehensive solution must be able to monitor both the ex-

cution of processes and the evolution of their artifacts, and to rea-

on on the mutual effects since a deviation in the execution may

ave no impact on the artifacts, and vice versa. 

.1. Imperative vs. declarative process models 

The vast majority of business processes is modeled by means of

mperative languages, like BPMN. These languages require the user

o model all the possible execution flows, and consider any other

nspecified flow as non-compliant (with the model). Such mod-

ls can then render standardized business processes properly and

uide the BPMS to enact the process. 

When a deviation in the process’ execution occurs (e.g., an ac-

ivity that is not supposed to be executed begins), a BPMS detects

 failure in the execution since it does not comply with the model

ny longer. The BPMS does not know how to continue the execu-

ion, and it can only stop it or continue with no guarantees. This

s not an issue when the process is managed by a single BPMS.

he BPMS autonomously decides when activities should be exe-

uted, and as such it knows when they were started or finished.

owever, when the process is executed by multiple parties, each

PMS needs explicit notifications to determine when activities out-

ide its jurisdiction are executed. When a process involves multiple

arties, and their BPMSs are not configured to exchange informa-

ion, or when one party does not have a BPMS, this information

s not available. Therefore, the monitoring either cannot take place

r is partial and inaccurate. In addition, the process may comprise

ctivities carried out by humans, who are also in charge of inform-
ng the BPMS about their execution. If they forget, or do not do it

ntentionally, the BPMS is not be able to know it. 

Conformance checking tools try to overcome these limitations

y inferring process models from execution traces, where BPMSs

ave clearly marked the beginning and end of each activity. These

odels are then compared against the original ones to identify

oth correct executions and deviations. Most of these tools work

ffline and thus can only perform post-mortem analysis, while it

ould be desirable that organizations were informed as soon as

iolations materialize to be able to take countermeasures. In ad-

ition, conformance checking tools can only know about activities

hose execution was recorded in the traces. Therefore, the prob-

em of identifying when activities start or end without relying on

xplicit notifications remains unsolved. 

The aforementioned issues do not apply to declarative languages

s they do not impose the complete identification of all the possi-

le execution flows, but they only require the identification of the

onditions that determine when an activity should be executed.

his way, it is possible to detect the execution of activities regard-

ess of the execution flow, and it is also possible to define un-

er which conditions an activity will be executed, thus not relying

olely on start and end notifications. However, [8] points out that

eclarative models are usually more complex to define and harder

o understand than imperative ones. This is why most of the exist-

ng process models have been defined using imperative languages,

ither to ease their documentation or to enable their execution by

eans of conventional BPMSs. 

To balance ease of design and effectiveness of monitoring, our

pproach includes: (i) an extension of the GSM notation [1] , called

-GSM, which augments the original notation with the control flow

efined in BPMN 

1 (see Section 3 ); (ii) a complete, tool-supported
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2 The interested reader can refer to [10] for a detailed presentation of the pro- 

posed notation. 
solution for translating a BPMN model into an E-GSM equivalent

specification (see Section 4 ). 

2.2. IoT as monitoring means 

The role of artifacts in multi-party business processes is

twofold. On the one hand, they define how an object, owned by

one party, should also be managed by other parties. On the other

hand, their state can suggest if an activity has started or finished.

For example, an empty container parked at the loading area (state

[empty,loading_area,hooked] in Fig. 1 ) suggests that the activity in

charge of picking up the container ( Pick up container ) has termi-

nated, while activity Go to producer is ready to start when con-

tainer has the same state as before and truck is in state [pro-

ducer,still] ). 

Nowadays, the IoT [9] provides readily-available solutions for

interacting with distributed objects remotely. In particular, the IoT

turns physical objects into smart objects, equipped with sensors,

SBCs, and network connectivity interfaces. This is why we argue

that the IoT can be used to “augment” the artifacts of interest, and

become able to trace and control how they evolve, that is, their

state. The sensing capabilities help collect all the information rele-

vant to the state of artifacts. The computational capabilities allow

one to run the monitoring solution directly onto the objects, thus

removing the bottleneck of centralized monitoring. Network con-

nectivity capabilities allow objects to communicate both with each

other in a peer-to-peer way and with the information systems of

involved parties to easily distribute state information. 

As result, instead of having a centralized entity in charge of

enabling the communication among the parties needed to moni-

tor the artifacts, we propose an approach where the monitoring

is directly performed on the artifact themselves, by turning them

into smart objects. The proposed approach (see Section 4 ) shows

how the E-GSM models that result from transforming the orig-

inal BPMN one are assigned to the smart objects. This requires

that each smart object be equipped with an E-GSM engine (see

Section 6 ) able to process the assigned model. The E-GSM engine

is then able to monitor the execution of the process, as well as the

lifecycle of the artifact. 

3. E-GSM 

We selected the GSM notation [1] as starting point for our solu-

tion since it natively provides constructs — Guards and Milestones

— to identify when a process portion, called Stage , should start

or end, respectively. Guards and Milestones are Event-Condition-

ction (ECA) rules that can predicate on control flow dependencies,

external events, or data. Therefore, GSM can use both the informa-

tion that is generated from inside the engine that runs the model

(e.g., execution state) and the one coming from the outside (e.g.,

sensor data) to infer when Stages are executed. Stages represent

the units of work that are carried out during the execution of a

process. Stages can be nested and, if a Stage has no nested ones,

it is atomic and represents a single task. As soon as one of the as-

sociated Guards is satisfied, a Stage is declared opened, that is, it

starts its execution. When one of its Milestones is met, the Stage

is declared closed, that is, its execution ends. 

However, GSM lacks constructs to define the expected execution

flow, which is required to model the execution order among ac-

tivities (i.e., Stages ) and thus to detect compliance violations. Also,

there is no way to detect if something goes wrong while execut-

ing a Stage . Our extension, called E-GSM [2] aims to cover these

limitations. Fig. 2 shows a graphical representation of the main el-
ments proposed by E-GSM that are relevant for the purposes of

his paper. 2 

While GSM only uses Guards to decorate a Stage , E-GSM distin-

uishes between Data Flow Guards and Process Flow Guards . The

ormer borrow their semantics from GSM Guards . The latter are

oolean expressions that predicate on the activation of Data Flow

uards and Milestones . As such, they allow one to define control

ow dependencies among Stages. Process Flow Guards are evalu-

ted when one of the Data Flow Guards associated with the same

tage is triggered, and before the Stage becomes opened, that is,

t starts executing. If the predicate is true, the Stage complies with

he expected execution, otherwise the activation of the Stage does

ot respect the execution flow. Note that Process Flow Guards dif-

er from Data Flow Guards as they do not cause a Stage to become

pened, and as such they do not force any execution flow. 

For example, to determine when the carrier starts going to

he producer based on the state of the container and the truck,

tage GoToProducer is decorated with a Data Flow Guard re-

uiring the truck to have state [mto,moving] and the container

empty,loading_area,hooked] . This way, when the truck and the

ontainer assume these states, GoToProducer is opened. On

he other hand, to indicate that the carrier should normally

tart going to the producer after the container has been picked

p, GoToProducer is decorated with a Process Flow Guard

equiring the achievement of one of the milestones of stage

ickUpContainer . This way, whenever GoToProducer starts,

he execution and completion of PickUpContainer is veri-

ed and, if PickUpContainer was not executed or completed,

oToProducer can be flagged as incorrectly executed. 

E-GSM also adds Fault Loggers , which are ECA rules that cause

he associated Stages to be declared faulty. In other words, they

efine when the execution of Stages should be considered irregu-

ar. The satisfaction of a Fault Logger does not imply the termina-

ion of the Stage , as the termination is only determined by Mile-

tones . 

For example, to determine when the producer stops verifying

he identity of the carrier, Stage VerifyIdentity is decorated

ith a Milestone requiring the authorization to have state [ap-

roved] . On the other hand, to determine if the verification was un-

uccessful, a Fault Logger predicating on the occurrence of event

nauthorized is added to VerifyIdentity . 
Finally, each Stage must be augmented with at least one Data

low Guard and one Milestone , and may have one or more Pro-

ess Flow Guards and Fault Loggers . 

The right portion of Fig. 2 sketches the lifecycle of an E-GSM

tage , that is, all the possible states that a stage may assume, orga-

ized around three main orthogonal execution perspectives: status,

utcome, and compliance: 

• The status is driven by Data Flow Guards and Milestones . Ini-

tially, every Stage is unopened . An unopened or closed Stage be-

comes opened once one of its Data Flow Guards is triggered

( S.DFG i ), if its parent Stage is opened . An opened Stage be-

comes closed if either one of its Milestones is achieved ( +S.M j ),
or its parent Stage becomes closed . 

• The outcome is driven by Fault Loggers . Initially, every Stage

is regular and becomes faulty when one of its Fault Loggers is

triggered ( S.FL l ). 
• The compliance is driven by Process Flow Guards . Initially, ev-

ery Stage is onTime . An onTime Stage becomes outOfOrder when

one of its Data Flow Guards is triggered, but none of its Pro-

cess Flow Guards holds ( S.DFG i and not(S.PFG k )). Once a Stage

S’ is declared outOfOrder , every other onTime Stage S that
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Fig. 2. E-GSM meta-model (bottom left), graphical representation (top left) and lifecycle of a Stage (right). 

Fig. 3. Overview of the transformation process. 
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should precede S’ ( S.M j or Active(S) ∈ S’.PFG k ) is declared

skipped . A skipped Stage becomes outOfOrder once one of its

Data Flow Guards is triggered ( S.DFG i ). 

. From a BPMN process to the monitored artifacts 

The proposed approach starts from a multi-party process mod-

led in BPMN and guides towards the definition of the E-GSM

odels used to oversee the execution of both the process and its
rtifacts. More precisely, as shown in Fig. 3 , the starting point is a

PMN collaboration diagram [11] , that specifies which portions of

he process are carried out by which organizations, and how these

rganizations coordinate with each other. Artifacts are included

n the BPMN collaboration diagram and represent resources that

re manipulated and exchanged by the parties. Since the whole

rocess has to be transparently shared among organizations, the

PMN collaboration diagram has to include all the activities inter-

cting with artifacts. 
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Besides monitoring their process portions, organizations may

be interested in knowing how an artifact is managed, and if its

state evolves as expected. We call these artifacts monitored arti-

fact s (mArtifacts hereafter). For each mArtifact, our solution re-

quires that: (i) the mArtifact-oriented view of the process (i.e., the

portion of the process relevant for that artifact) be extracted and,

based on that process view, the E-GSM models representing (ii)

the process model (i.e., the activities and their relationships) and

(iii) the lifecycle of the mArtifact (i.e., all the admissible states and

transitions) be generated. To monitor the mArtifact, smart objects

related to it embed an E-GSM engine fed with the two E-GSM pro-

cesses derived from the initial process. This way, the mArtifact can

autonomously monitor the correct execution of the process and the

evolution of its lifecycle. 

The transformations performed in these steps are described in

Sections 4.1, 4.2 , and 4.3 respectively. Since steps (ii) and (iii) do

not require human intervention, a dedicated tool 3 is in charge of

them. Finally, Section 6 gives details on the characteristics of the

E-GSM engine running on the smart object. 

4.1. Extraction of the mArtifact-oriented process view 

This step identifies the minimum set of information needed for

monitoring a mArtifact, thus it excludes all the activities that do

not affect or are not affected by the mArtifact. We start from a

BPMN collaboration diagram and the following assumptions: 

• Each artifact must be modeled in the process using BPMN data

objects. The different states that the artifact may assume when

the process is executed are expressed with the data state prop-

erty of data objects. 
• Each activity must have at least one input (output) data object.

The activity is supposed to start (finish) only when all its input

(output) data objects exist and are in the specified state. If an

activity has two input (output) data objects that refer to the

same artifact in different states, the artifact must assume one

of these states. 
• Data associations must not contradict the semantics of the con-

trol flow, as they are used to identify when activities start or

end. For example, two activities cannot share the same set of

data objects in the same data state as input if they belong to

a sequence. They would always be detected to be executed at

the same time, which would contradict the control flow. In con-

trast, if they were executed in parallel, they could share the

same inputs. 
• In case of parallel or inclusive branches, output data objects

that refer to the same artifact must only be associated with

activities that belong to the same branch. Otherwise, it would

not be possible, based only on the process model, to determine

which change in the state of the artifact occurs first. Therefore,

the behavior of the artifact would be non-deterministic. 

Given these hypotheses and a mArtifact, we derive a BPMN pro-

cess model where the activities are organized according to the

mArtifact’s standpoint. Fig. 4 shows the main steps to be per-

formed in order to obtain such a process view. This new represen-

tation will be the one monitored by the mArtifact. To derive this

process, only the BPMN elements directly related to the mArtifact

are considered. So, we: 

• Keep only those activities that act as inputs or outputs to the

mArtifact. 
• Maintain the events that refer to the mArtifact, as well as all

the events responsible for the collaboration among stakeholders
3 The translator is publicly available at https://bitbucket.org/polimiisgroup/ 

bpmn2egsm . 

t  

i  

t

(i.e., message events that have an inbound or outbound mes-

sage flow). 
• Keep those data objects that do not represent the mArtifact, but

that are inputs to (outputs from) the activities that refer to the

mArtifact. 

In addition, to ensure that the BPMN model representing the

Artifact view is well-formed and, except for the absence of activ-

ties and events not related to the mArtifact, dependencies among

ctivities are analogous to the ones in the original BPMN collabo-

ation diagram, we: 

• Replace the boundary blocking (non-blocking) events attached

to discarded activities with exclusive (inclusive) split gateways

with no branch condition. 
• Remove pools, as well as the control flow that directly connects

a message throw event to a message catch event, and replace

message flows with control flows. 
• Delete message throw (catch) events or replace them with par-

allel split (merge) gateways if they have multiple outbound (in-

bound) flows. 
• Add a generic start (end) event if the resulting model has no

start (end) event, and connect it to elements with only out-

bound (inbound) control flows. 

The result of this transformation is a process model for each

Artifact of interest that complies with a BPMN process diagram.

ote that this new model may not be well-structured. Remarkably,

hen message exchanges in the original BPMN collaboration dia-

ram are not synchronous (i.e., after sending a message the process

xecutes an activity instead of waiting for a response), the result-

ng process is always unstructured. In such a case, manual inter-

ention is required to make it well-structured. 

Example. Fig. 5 shows the process model obtained by ap-

lying these steps onto the process presented in Section 2 ,

here the shipping container and the truck are the mAr-

ifacts of interest. For the container, activities Go to MTO
ite , Prepare goods , Produce documents , and Verify
dentity have been removed since they do not use the

ontainer. Similarly, all timer and signal events have been re-

oved. Data objects Truck[carrier,moving] and Goods
unpacked,undamaged] have also been removed, since

one of the remaining activities uses them. Likewise, for the

ruck, activities Prepare goods , Produce documents , Load
oods , Verify identity , Check documents , and Update
ocuments , all timer and signal events, and data objects Goods
unpacked,undamaged] , Goods[packed,undamaged] ,
hipmentDocs[ready] , ShipmentDocs[complete] , and

hipmentDocs[incomplete] have been removed. 

.2. Generation of the E-GSM process model 

Due to the limitations of using imperative languages for moni-

oring purposes, as discussed in Section 2.1 , the derived mArtifact-

riented BPMN process view cannot be directly used to instrument

he monitoring platform. However, this view can be translated into

-GSM, which supports a higher level of flexibility than BPMN.

n particular, control flow dependencies, which are prescriptive in

PMN, are relaxed in the E-GSM model and used only to assess

ompliance. Similarly, data objects, which in BPMN are only used

or documentation, are used to define the conditions that deter-

ine the activation or termination of associated activities. It would

hen be impossible to use BPMN to achieve the same level of flex-

bility as the E-GSM model without adopting a new semantics for

he notation, and thus a new engine. 

To perform such a translation, the following rules are applied: 

https://bitbucket.org/polimiisgroup/bpmn2egsm
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Fig. 4. (Simplified) algorithm to produce, given a BPMN collaboration diagram and an artifact, the process view. 

Fig. 5. BPMN process model from the viewpoint of the container (top) and the truck (bottom). 

 

 

 

 

 

 

 

 

 

• We create an E-GSM Stage S for each BPMN activity A in the

model. 
• The ECA rule that defines the Data Flow Guard ( Milestone ) of S

is triggered when a change in the state of one of the artifacts Ar

associated with each input (output) data object of A occurs, and

Ar enters the current (leaves the previous) state. It will only be
fired if the state assumed by all artifacts Ar is the one indicated

by the input (output) data objects of A . 
• If the activity has a boundary event, we add a Fault Logger

triggered by the event, attach it to the Stage , and, if the bound-

ary event is interrupting, we define an additional Milestone

triggered by the event. 
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Fig. 6. (Simplified) ATL translation rule to derive from a BPMN Activity the corresponding E-GSM construct. 
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4 For the sake of clarity, in this paper we report only a simplified excerpt of 

the source code. A complete version is publicly available at https://bitbucket. 
• We create an E-GSM Stage S ′ for each BPMN start, end, or inter-

mediate event. The ECA rules that correspond to the Data Flow

Guard and Milestone of S ′ will be fired as soon as the event

occurs. 
• Finally, if the original process model is organized in nested

blocks, a new Stage is created and wraps the Stages derived

from the inner blocks. Control flow and exceptional flow pat-
terns are managed accordingly [10] . o

B

To formalize these rules, and, consequently, automate the trans-

ation, we adopted ATLAS Transformation Language (ATL) [12] .

ig. 6 shows an excerpt of the implemented translator, 4 related

o the transformation from a BPMN activity to the correspond-
rg/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/ 

PMN2GSM/BPMN2XGSM.atl . 

https://bitbucket.org/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/BPMN2GSM/BPMN2XGSM.atl
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5 The complete version of these translation rules is available at https://bitbucket. 

org/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/ 

FSM2GSM/fsm2egsm.atl . 
ng E-GSM constructs. In particular, rule activity2substage
s responsible for transforming each activity in the source

PMN process view into a Stage in the target E-GSM pro-

ess model. activity2substage also produces, for each ac-

ivity, a Process Flow Guard that is attached to the corre-

ponding Stage (the boolean expression associated to the Pro-

ess Flow Guard is determined by invoking the helper function

roducePFGExpression ). 
Lazy rules produceDFG , produceM and produceFL are also

efined to dynamically generate, respectively, Data Flow Guards,

ilestones , and Fault Loggers . When activity2substage is

riggered, produceDFG and produceM are invoked once, and

heir ECA is determined by the input and output data objects asso-

iated to the activity. Then, produceM is invoked as many times

s the number of interrupting boundary events associated to the

ctivity, and produceFL as the number of boundary events (both

nterrupting and non-interrupting), and their ECA predicates on the

ccurrence of the boundary event. 

Example. Fig. 7 shows the E-GSM process model derived from

he mArtifact-oriented process view of the container (see top

f Fig. 5 ). StartShipment.DFG1 is triggered whenever ar-

ifacts Truck or Container , respectively, enter a new state

which is represented by truck e or container e ). Furthermore,

tartShipment.DFG1 requires that Truck and Container 
re in states [producer,moving] and [full,shipping,hooked] , respec-

ively. StartShipment.M1 , on the other hand, is triggered

henever the truck leaves the current state ( truck l ), and requires

hat Truck be in state [highway,moving] . 

This E-GSM process model allows one to detect con-

rol flow violations. For example, if we assumed that

nce the goods are loaded in the container, the carrier

eaved the producer’s site without waiting for the ship-

ent documents to be checked, StartShipment would

ecome outOfOrder (being StartShipment.DFG1 trig- 

ered before StartShipment.PFG1 becomes active) and

oop would become skipped (being Loop.M1 required in

tartShipment.PFG1 ). Since these Stages are not onTime ,

 compliance violation is detected and, given the model, we can

nderstand that StartShipment was executed before Loop . 

.3. Generation of the E-GSM lifecycle model 

The E-GSM process model derived in Section 4.2 does not con-

ider the lifecycle of the mArtifact, and this limits the possibility of

onitoring its compliance. For example, still referring to the pro-

ess presented in Section 2 , let assume that, while reaching the

roducer’s site, instead of having an empty container, the container

s used for an unauthorized shipment. In this case, no compliance

iolation is detected, since all activities are executed in the right

rder, even if the container was not handled as expected: instead

f being filled once, it has been filled somewhere, then emptied

efore reaching the producer, and finally filled again at the pro-

ucer’s premises. 

To identify when the mArtifact is not handled as defined in

he model, its lifecycle is taken into account. Starting from the

Artifact-oriented process model ( Section 4.1 ), we produce a finite

tate machine that considers all the possible states that the mAr-

ifact can assume, along with admissible transitions, (see left side

f Fig. 8 ). Such a state machine is obtained by adopting the ap-

roach in [13] , without labeling transitions as we are not interested

n identifying the activities responsible for causing them to fire. 

For the container, there is a single initial state,

empty,warehouse,unhooked] . This means that the process should

tart with an empty container that resides in the MTO warehouse

nd is not hooked to any means of transport. The two final states,

empty,shipping,hooked] and [full,shipping,hooked] , correspond to
he process that terminates with a container that is either empty

r full, outside the MTO site, and hooked to a means of transport.

ransitions among states allow the container to evolve linearly, as

he container is supposed not to enter a state it had left previ-

usly. Similarly, for the truck, there is only a single initial state,

carrier,moving] , indicating that the process should start when the

ruck is at the carrier’s site, and is moving. The two final states,

producer,still] and [inland_terminal,moving] , are expected to be

eached when the process ends with the truck either still at the

roducer’s site, or moving to an inland terminal. The evolution of

he truck has a cyclic portion, since it is possible to move from

tate [mto,still] to [mto,moving] and vice versa. 

To monitor the lifecycle of the mArtifact, E-GSM is again

dopted to model the admissible state transitions. To this aim, the

nite state machine is translated to E-GSM as follows: 

• Each state is translated into a Stage S whose Data Flow Guard

( Milestone ) is triggered when the mArtifact assumes the state

represented (a state different from the one represented) by that

Stage . 
• The Process Flow Guard of each Stage S requires that at least

one of the Stages that represent the states that directly precede

the one represented by S be opened (i.e., active). If S represents

the initial state, its Process Flow Guard requires that no Stage

be active. 
• A Stage named Error is introduced to identify when the ar-

tifact is in a state not included in the state machine. The con-

dition on its Data Flow Guard ( Milestone ) is triggered when

the mArtifact assumes a state not defined in the finite state

machine. The condition on its Process Flow Guard is never

satisfied (thus always raising a compliance violation whenever

the mArtifact assumes this state). 
• A Stage named Final is introduced to identify which Stages

represent a final state. The condition on its Data Flow Guard

( Milestone ) requires that at least one (none) of the Stages that

are translated from final states be active. This way, it is possible

to know when the lifecycle of the mArtifact is concluded: when

the mArtifact reaches a final state, the corresponding Stage be-

comes active, together with Final . 

To automatically derive the E-GSM lifecycle model, ATL was

dopted again. In particular, Fig. 9 shows a simplified version of

he ATL translation rules to derive from the finite state machine

btained from [13] the corresponding E-GSM constructs. 5 Rule

tate2substage is responsible for transforming each stage in

he source finite state machine into a Stage in the target E-GSM

ifecycle model. state2substage also produces, for each Stage ,

ne Process Flow Guard , one Data Flow Guard , and one Mile-

tone , that are attached to the corresponding Stage . The ECA of

he Data Flow Guard and the Milestone is triggered, respectively,

hen the artifact assumes the state, and when it assumes a dif-

erent state. The boolean expression of the Process Flow Guard

s determined by the helper function producePFGExpression ,
hich identifies the predecessor of the state and builds the expres-

ion accordingly. Finally, rule fsm2stage is responsible for pro-

ucing the Final and Error Stages , and their associated Process

low Guard, Data Flow Guard , and Milestone . 

Data Flow Guards and Milestones allow us to keep track of the

urrent state of the mArtifact: when the mArtifact is in a specific

tate, the corresponding Stage is opened and the other ones, but

inal , closed. When the mArtifact changes state, the Data Flow

uard attached to the Stage that represents the new state is trig-

ered, and the corresponding Stage is opened. At the same time,

https://bitbucket.org/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/FSM2GSM/fsm2egsm.atl
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Fig. 7. E-GSM process model of the container (top). For the sake of clarity, Stages inside Seq2 are shown separately (bottom). 
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the Milestone attached to the Stage that represents the previous

state is achieved, and the corresponding Stage closed. When an

admissible state change occurs, both the Data Flow Guard and the

Process Flow Guard of the Stage that represents the new state are

expected to be triggered. On the other hand, when a non admissi-

ble state change occurs, the condition on the Process Flow Guard

is not fulfilled, and therefore only the Data Flow Guard is trig-

gered. 

Example. The right portion of Fig. 8 shows the E-GSM lifecy-

cle model of the container (top), and of the truck (bottom). For

the container, the Data Flow Guard of Stage Final requires that

Stages ESH or FSH be active, since these Stages are obtained from

states [empty,shipping,hooked] and [full,shipping,hooked] , which are
nal. For the same reason, its Milestone requires that both

e not active. The Process Flow Guard of Stage ELU requires

hat Stage EWU be active, since the container is expected to

nter state [empty,loading_area,unhooked] only if it exits state

empty,warehouse,unhooked] , as there is only one transition be-

ween these two states in the state machine. On the other hand,

he Process Flow Guard of Stage EWU requires that none of

he other Stages be active, since state [empty,warehouse,unhooked]

hould be the initial state. For the truck, the Process Flow Guard

f Stage MS requires that either Stage CM or MM be active. This

ay, the truck is expected to enter state [mto,still] only if it exits

ither state [carrier, moving] or [mto, moving] , the latter allowing

he cyclic behavior in the lifecycle of the truck. 
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Fig. 8. Finite State Machine (left) and E-GSM model (right) representing the lifecycle of the container (top) and the truck (bottom). 
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. Correctness of the translation 

The transformation from BPMN to E-GSM presented in

ections 4.2 and 4.3 must be correct . To this end, we first need

o precisely define what to we mean by “correctness”. Intuitively,

n our setting correctness captures that, given a BPMN model and

 process execution trace, the trace deviates from the model if and

nly if the E-GSM translation detects so. Since our framework is

eant to be used at runtime, we also require this to be prompt,

hat is, the deviation is detected when it actually occurs. More

pecifically, let: (i) B be the input BPMN process model of in-

erest, obtained as a result of the methodological step shown in

ection 4.1 , and obeying to the well-structuredeness assumptions

entioned before; (ii) G P B be the E-GSM process model encoding

he control-flow of B for monitoring purposes, i.e., the result of the

ethodological step discussed in Section 4.2 ; (iii) G A B be the E-GSM

odel encoding the lifecycle of the mArtifact, i.e., the result of the

ethodological step discussed in Section 4.3 . Correctness asserts

hat for every (possibly partial) execution trace over the tasks and

vents of B: 

• If the trace conforms to B, then none of the Stages of G P B are

outOfOrder (cf. Fig. 2 ); conversely, if the trace contains a devia-

tion, then such a deviation is recognized by G P B , i.e., G P B has at

least one outOfOrder, opened Stage when the deviation actually

occurs. Since this property must hold for every trace, then it

must hold also for the minimal, deviating trace. This property

is called the control flow alignment between G P B and B. 
• By projecting away Data Flow Guards in G A B (i.e., by keeping

Process Flow Guards only), G A has an evolution from one Stage
B 
to another if and only if there exists a corresponding transi-

tion in the lifecycle of the mArtifactthat is induced by B. This

is called the lifecycle alignment between B and G A B . 

The formal proof showing that our translation mechanism is in-

eed correct is given in [14] . In this section we report a relevant

xcerpt where a high-level discussion of the proof is presented. 

.1. Trace conformance 

Before proving that the translation preserves control flow and

ifecycle alignment, we need to define what does it mean for a

race to conform to (and deviate from) the BPMN model B, consid-

ring in particular the control-flow constraints present in B. Typ-

cally, conformance is tackled by transforming the process model

f interest into a formal behavioral model (such as a workflow

et [15] ), then checking whether a complete trace can be replayed

n the model starting from its initial state, executing all tasks in

he order they are present in the trace, finally reaching the ending

tate of the process in a clean way (see, e.g., [16] ). This straightfor-

ardly extends to partial traces, by simply checking whether the

iven partial trace is a prefix of a complete, conforming trace. 

In our context, we do not involve further translation mecha-

isms. Instead, we directly provide a formal definition of confor-

ance, exploiting the fact that B is well-structured. This definition

beys to three important properties: 

• It is modularly defined over the different types of blocks that

may be employed to structure B, and allows one to assess con-

formance by simultaneous induction on the length of the trace

and on the sub-block relation of B. 
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Fig. 9. (Simplified) ATL translation rules to derive from a finite state machine the E-GSM lifecycle model. 

 

 

 

 

 

 

 

 

• It is also applicable to E-GSM, thus providing the basis for com-

paring B and G P B in terms of control flow alignment; 
• It is fully compatible with the standard definition of confor-

mance over workflow nets, in the sense that a trace conforms

to B according to our definition if and only if it is the prefix
of a trace leading from the input to the output place of the

workflow net that encodes B. The encoding is the one obtained

using standard translation mechanisms (see, e.g., [17] , noticing

that since B is well-structured, the obtained Petri net is indeed

a workflow net). 
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Fig. 10. Block structure of the Seq2 fragment of the BPMN model in Fig. 5 and of its corresponding E-GSM translation in Fig. 7 . 

 

p  

b  

i  

p  

d  

a  

t  

t  

b  

t  

t  

t  

c  

t  

i  

d  

t  

t  

o  

t  

c  

s  

e  

B  

B  

o  

p  

i  

b  

t  

a

5

 

t  

p

a  

g  

G  

s  

m  

t  

a  

w  

i  

t  

s  

S

 

 

 

 

 

r  

a  

s

5

 

s  

d  

s  

c  

m

 

t  

a  

c  

e

i  

o  

c  

t  

s  

T  

r  

c  

r  

t  

v  

s  

t  

l

6

 

i  

s  

t  

r  

s  

t  

a  
To define conformance, we start by noting that no block is re-

eated twice in B. This guarantees that tasks/events are unam-

iguous, and at the same time ensures that no block directly or

ndirectly embeds itself (see the left part of Fig. 10 for an exam-

le). As a consequence, we get that the sub-block relation in B in-

uces a tree-structure, rooted in the top-level, end-to-end process,

nd whose leaves are atomic tasks and events. We call such a tree

he process tree of B. On top of this structure, a notion of execu-

ion state is introduced, so as to keep track of the currently active

locks, and of those that can be activated next. The initial execu-

ion state declares that the top process block is active, and that

he start event can be activated next. When the start event occurs,

he immediately consequent block can be activated next. Given the

urrent activation state, a new activation state is computed when

he next execution step is performed, i.e., an event occurs, a task

s started, or a task is completed. How the new state is computed

epends on the specific types of the active blocks, and is done in

wo phases. In the first phase, it is checked whether the execu-

ion step is accepted by B in the current activation state. The start

f a task or the occurrence of an event are accepted only if that

ask/event can be activated next. The completion of a task is ac-

epted instead only if that task is currently active. If the execution

tep is not accepted, then a deviation occurs. If it is accepted, the

xecution step is enforced, leading to update the current state of

, by deactivating active blocks, and by making new blocks active.

oth the “check” and the “update” phases depend on the semantics

f active blocks and of those that can be activated next. For exam-

le, a sequence block containing two tasks is managed by ensur-

ng that: (i) the first task can be activated as soon as the sequence

lock is activated, (ii) the second task can be activated as soon as

he first task is completed, (iii) the sequence block is deactivated

s soon as the second task is completed. 

.2. Control flow alignment 

Given the key notion of acceptance of an execution step, and

hat of activation of a block (both sketched in Section 5.1 ), it is

ossible to derive a direct, modular correspondence between B
nd G P B . More specifically, the translation procedure (cf. Section 4.2 )

uarantees that the process tree of B is modularly mirrored in

 

P 
B , in the sense that the sub-stage relation of G P B reconstructs the

tructure of B. The correspondence is not direct, as single, inter-

ediate stages may be inserted in G P B so as to handle the execu-

ion semantics of their corresponding blocks in B. See Fig. 10 for

n example. Thanks to the fact that the translation is modular

.r.t. the blocks of B, and so is the notion of conformance sketched

n Section 5.1 , we then proceed by induction on the structure of

he process tree. In particular, we show that, given an execution

tate s where all active blocks in B correspond to opened, onTime

tages in G P , and given an execution step t : 
B 
• if t is considered as a deviation by B in s , then the execution

of t in s causes a Stage of G P B to become outOfOrder ; 
• if t is accepted by B in s , then the new execution state s ′ result-

ing from the execution of t in s is such that a block b is active

in s ′ if and only if the corresponding Stage in G P B is opened and

onTime . 

The combination of these two properties implies that G P B cor-

ectly monitors the control flow of B, promptly detecting a devi-

tion when the currently processed execution step is indeed con-

idered so by B. 

.3. Lifecycle alignment 

Lifecycle alignment amounts to checking whether G A B is con-

tructed by properly incorporating the mArtifact transitions in-

uced by B. However, G A B contains Data Flow Guards that are not

ynthesized from B, but are used to actually monitor the physi-

al reality and obtain the mArtifact state accordingly. Hence, align-

ent is circumscribed to Process Flow Guards . 

It is immediate to see that G A B is such that each possible mAr-

ifact state corresponds to a Stage , and that at each moment one

nd only one of such Stages is opened . We say that mArtifact may

hange from state s 1 to state s 2 according to G A B if G A B foresees an ex-

cution step that is applicable when the Stage corresponding to s 1 
s opened , and whose effect is to close that Stage while simultane-

usly opening the Stage that corresponds to s 2 . In this light, life-

ycle alignment amounts to checking that, for every pair of mAr-

ifact states s 1 and s 2 , the mArtifact may change from state s 1 to

tate s 2 according to G A B if and only if B foresees such a transition.

his property, in turn, is proven in two steps. In the first step, we

ely on the correctness of the method proposed in [13] , which en-

odes the state-transitions of the input BPMN model B into a cor-

esponding state machine M . In the second step, we reformulate

he lifecycle alignment by considering the explicit description pro-

ided by M instead of the implicit one obtained from B. It is then

traightforward to see that this reformulation: (i) faithfully encodes

he behavior of M ; (i) produces exactly G A B from B. Correctness of

ifecycle then follows directly. 

. Implementation 

Fig. 11 presents the architecture of the monitoring solution we

mplemented to assess the effectiveness of our approach. For the

ake of clarity, the figure only shows three (out of five) of the mAr-

ifacts included in our running example, but it is only a matter of

eplicating elements. Each mArtifact is monitored by a dedicated

mart object, which embeds the components in the gray box (bot-

om part of the figure). Before the process starts, the owner of the

rtifact instructs the smart object with the E-GSM models derived
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Fig. 11. Infrastructure of our IoT-based monitoring platform. 
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in Section 4 . Then, by querying the smart object, the owner can be

aware of violations in the process or the lifecycle and, in case, take

countermeasures. It is worth noting that, if the ownership of the

smart object changes, thanks to the monitoring solution the new

owner can be aware of the history of the mArtifact. 

6.1. Architecture 

The On-board Sensors Gateway is responsible for periodically

collecting the values coming from the sensors attached to the mAr-

tifact and transforming them into messages. 6 These messages feed

the Event Processor , which is a rule engine that transforms the

values from sensors into the states that the mArtifact may as-

sume (e.g., geographical coordinates can help infer the state of

the Truck). This component, given the complexity of required rules

and the computational power of the smart object, can either ex-

ecute locally or outsource the computation to a full-fledged Com-

plex Event Processor (CEP) [18] ) that runs on a dedicated server

or in the cloud. 7 As soon as the mArtifact changes state, the Event

Processor produces two events to indicate that the mArtifact has

left the old state and entered the new one. 

The different mArtifacts involved in the same inter-

organizational process must evolve in a coordinated way, and

the correct monitoring of the process requires that mArtifacts ex-

change information about their states. For this reason, the events

produced by the Event Processor are sent to the Events Router 8 to

inform the other mArtifacts about state changes, and be informed

by them. The Events Router must be configured to know the smart

objects it is supposed to communicate with. 

The Events Router then feeds the E-GSM Engine 9 with the actual

state changes of the mArtifact. The engine hosts the two E-GSM
6 Sampling time and type of interaction (pull/push) can be configured given the 

types of the attached sensors. 
7 Our prototype adopts the WSO2 CEP running on the GIoTTO cloud platform 

( http://www.almaviva.it/EN/OurOffering/Information _ Technology/Pagine/giotto. 

aspx ). 
8 Source code of the Events Router is available at https://bitbucket.org/ 

polimiisgroup/eventsrouter . 
9 Source code of the E-GSM Engine is available at https://bitbucket.org/ 

polimiisgroup/egsmengine . 

j  

B  

s  

p

odels derived according to our methodology and checks whether

he mArtifact embodied by the smart object complies with both

he control and data flows defined in the original BPMN process

odel. The E-GSM Engine also provides a simple Graphical User

nterface (GUI), which allows the owner of the mArtifact to check

he evolution of the process and the artifact. 

These components are deployed on the different smart objects,

hich then interact through the usual communication means (WiFi

r 4G networks). The whole platform is based on the Node.js

untime environment 10 to support resource-constrained devices.

ode.js eases the execution of hardware and operating system-

gnostic JavaScript code, is available for most hardware and soft-

are platforms, and is optimized for systems low on CPU power

nd RAM. The communication among smart objects is based on

essage Queue Telemetry Transport (MQTT) 11 , which is optimized

or low-bandwidth and resource-constrained environments. In ad-

ition, to allow the software modules to communicate with each

ther and with the parties, we exposed them as Representational

tate Transfer (REST) services. 

.2. E-GSM monitoring platform in action 

To test our solution, we used several process models taken from

he logistics domain, which were validated by domain experts. To

imulate sensor values, as well as external events, we built a web-

ased test interface. 12 This interface allows one to manually define

he values that the On-board Sensors Gateway should receive (upper

art of the screen), and also to interact with the BPMN represen-

ation of the process. 13 Changes in the state of the artifacts can be

eported to the monitoring solution (by clicking on the data ob-

ects), as well as events coming from the parties (by clicking on

PMN start, end or intermediate events). This way, we can demon-

trate that, given proper inputs, the implemented architecture can
10 See https://nodejs.org . 
11 See http://mqtt.org . 
12 Source code of the test interface is available at https://bitbucket.org/ 

olimiisgroup/testclient . 
13 Rendered through the bpmn.js library ( https://bpmn.io/toolkit/bpmn-js ). 

http://www.almaviva.it/EN/OurOffering/Information_Technology/Pagine/giotto.aspx
https://bitbucket.org/polimiisgroup/eventsrouter
https://bitbucket.org/polimiisgroup/egsmengine
https://nodejs.org
http://mqtt.org
https://bitbucket.org/polimiisgroup/testclient
https://bpmn.io/toolkit/bpmn-js
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onitor the execution of the process and the lifecycle of artifacts

ccording to our approach. 

We assumed that a container is mimicked by a smart object

quipped with an Radio Frequency Identification (RFID) scanner to

dentify its position on the MTO premises, scales to detect the load

eight, and a switch that closes once the container is hooked to a

eans of transport. Similarly, we assume that a truck is a smart

bject equipped with a GPS receiver to identify if it is moving and,

f so, its geographical position. Such smart objects can then be used

o monitor the portion of the process described in Section 2 rele-

ant for a container and a truck. To do so, for both of them, we

ed their E-GSM engine with the models derived according to our

ethodology, and provided the Event Processor with the rules to

erive their state based on sensed data. For example, we infer state

empty,loading_area,unhooked] if the RFID scanner detects the tag

hat identifies the loading area, the scales detect a weight lower

han 5 kg and the hooking switch is open. Finally, we instructed

heir Events Router to listen to the events coming from each other,

lus the ones coming from other artifacts involved in the process

i.e., the goods, the shipment documents, etc.). 

These experimental, instrumented container and truck allowed

s to assess how our solution can be used to assess the compliance

f process executions. For example, suppose that the container has

 defective hooking mechanism, and it detaches from the truck af-

er being loaded. 

Before the container detaches, in the E-GSM process

odel of the container, Start , ProvideContainer and

ickUpContainer are closed. On the other hand, in the E-

SM lifecycle model of the container, EWU and ELU are closed,

hile ELH is opened. When the container detaches, its Event

rocessor detects that the hooking switch opens, so it infers

hat the container is in state [empty,loading_area,unhooked]

nd emits a new event. The Events Router of the container

aptures this event and forwards it to the E-GSM engine of

he container, that detects a violation both in the control

ow and in the lifecycle. In the E-GSM process model, event

empty,loading_area,unhooked] triggers PickUpContainer.DFG1 , 
hich causes PickUpContainer to be opened a second

ime. However, being PickUpContainer.PFG1 not active,

ickUpContainer becomes outOfOrder . In the E-GSM lifecycle

odel, on the other hand, event [empty,loading_area,unhooked]

riggers ELH.M1 and ELU.DFG1 , causing ELH to close and

LU to reopen. However, being ELU.PFG1 not active, a non

dmissible transition in the lifecycle of the container (from

empty,loading_area,hooked] to [empty,loading_area,unhooked] ) is 

etected. 

The Events Router of the container also propagates the event to

he other smart objects. The Events Router of the truck then re-

eives the event, and forwards it to the E-GSM engine of the truck,

hat detects a violation only in the control flow. Similarly to the

ontainer, in the E-GSM process model, PickUpContainer be-

omes outOfOrder , since it is executed twice. On the other hand,

eing the truck compliant with its lifecycle, no compliance viola-

ion is detected in its E-GSM lifecycle model. 

Fig. 12 shows the interface reporting the status of the smart

evice related to the container according to the described sce-

ario. In the upper window, Stages are represented with differ-

nt colors with respect to their status, whereas in the lower win-

ow the detail of the Stage is reported. As shown, the process cor-

ectly started and the container provisioning occurred as expected.

ifferently from the expected behavior, the PickUpContainer
tage is highlighted as non correctly executed (i.e., outOfOrder )

nd the details of the involved Data Flow Guards , Process Flow

uards , and Milestones are reported. 
d  

b  
. Related work 

Traditionally, to monitor multi-party business processes, com-

itments have been used. Commitments are formal contracts that

pecify how the interactions between the organization and the ser-

ice provider should be performed [19] . However, their main focus

s on the outcome of the process portions carried out by the or-

anizations. Consequently, their granularity is coarser than the one

f our approach, which is capable of detecting violations at the ac-

ivity level. 

To provide a more fine-grained monitoring, Baouab et al.

20] and Berry and Milosevic [21] propose solutions that moni-

or the choreography. However, these solutions are limited to the

essages exchanged among the organizations. Therefore, to mon-

tor a process at the activity level, they require the modeler to

efine message exchanges before and after each activity is ex-

cuted. Other solutions targeting multi-party business processes,

uch as [22] and [23] , monitor the compliance only at design time,

ut offer no direct support for monitoring the execution. To mon-

tor multi-party business processes at the activity level, Kikuchi

t al. [24] proposes a framework that collect and distributes pro-

ess logs generated by Web Services Business Process Execution

anguage (WS-BPEL) process engines. However, by expecting all ac-

ivities to be automated (i.e., invoked web services) and by requir-

ng links to be established among all the involved organizations,

his solutions presents the same limitations as the traditional ap-

roaches described in Section 1 . 

According to Ly et al. [25] , compliance monitoring approaches

hat analyze both the execution flow and managed data are able

o continuously monitor a process even when violations are de-

ected, and can also discriminate compliance violations according

o the impact on the execution. For example, one can think of ECE

ules [26] , BPath [27] , Mobucon EC [28] , and SeaFlows [29] . Since

CE rules are not specifically tailored to business processes, they

o not explicitly support the lifecycle of data artifacts or control

ow constraints. BPath, which was conceived to monitor the ex-

cution of workflow-like service compositions, do not deal with

he problem of determining when activities are executed as the

ifecycle is captured by the connected service. Mobucon EC and

eaFlows describe compliance rules with very powerful yet com-

lex languages, Event Calculus and Compliance Rule Graphs re-

pectively, but they do not offer advanced mechanisms to deter-

ine the degree of compliance of process instances. All these so-

utions require that compliance rules be defined by hand, and none

f them offers mechanisms to derive such rules from the process

odel. 

To detect the execution order of activities without relying on

xplicit messages, Baumgraß et al. [30] proposes the integration of

 CEP and a BPMN engine to detect when activities are executed

ased on external events. BPMN is extended with Process Event

onitoring Points (PEMPs) to identify which events produced by

he CEP engine determine the activation or termination of activ-

ties, gateways, and events. Bülow et al. [31] proposes an archi-

ecture that implements this solution, while [32] presents an ap-

roach that relies on external data to identify when activities, an-

otated with attributes that have to be monitored, are incorrectly

xecuted. 

About the usage of artifact-centric process models and the rela-

ion with imperative languages, Köpke and Su [33] proposes trans-

ormation rules that transform a BPMN process model into a GSM

quivalent enriched with additional Stages that group activities ac-

ording to business goals. While our work borrowed from these

ules the idea of transforming blocks into nested Stages, the way

xpressions on Guards and Milestones are derived is completely

ifferent from the one presented in these articles. The main reason

ehind such a discrepancy is that our E-GSM model is monitoring-
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Fig. 12. Screenshot of the monitoring solution. 
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oriented, rather than execution-oriented. Therefore, our E-GSM

model must not allow to detect only the executions performed ex-

actly as defined in the BPMN model, but potentially every possible

execution. 

Eshuis and Van Gorp [34] defines a semi-automated approach

to transform a process modeled using UML Activity Diagrams into

a GSM model that captures the lifecycle of each involved artifact.

Similarly, Kumaran et al. [35] , Meyer and Weske [36] and Eid-

Sabbagh et al. [13] propose a language-agnostic algorithm to de-

rive the lifecycle of artifacts based on an imperative process model.

This is possible as long as each activity has input and output infor-

mation entities explicitly defined in the model. Our work differen-

tiates from the one presented in these articles, which use control

flow information to model the interactions among data artifacts,

by keeping such information in the target process model to assess

compliance. 

Popova and Dumas [37] defines a translator from Petri Nets to

GSM. The main purpose of that translator is to transform the out-

come of process mining algorithms, which is often represented as

a Petri Net, to a GSM model. This way, process mining techniques

can be used to identify business artifacts that the translator repre-

sents in a language that is easier to understand by domain experts

than Petri Nets. 
To ease the definition of GSM models, Eshuis et al. [38] pro-

oses to start modeling the process with Dynamic Condition Re-

ponse (DCR) graphs, and then translate them into GSM. While

CR graphs allow to model the process in a completely graphical

ay, they are still way more complex to understand than impera-

ive languages (as mentioned in [8] ). 

Concerning the usage of GSM to monitor multi-party pro-

esses, Meijler et al. [39] proposes a collaboration hub running

 GSM engine to facilitate the coordination of logistics processes.

ith respect to our work, information on the execution of ac-

ivities must be explicitly notified to the hub either by interact-

ng with its interface or via web service calls. Gnimpieba et al.

40] overcomes this limitation by adopting the IoT paradigm: they

ake advantage of Guards and Milestones to identify when Stages

re being executed by predicating on sensor data coming from

mart objects. However, with respect to our work, they lack a

ethodology to ease the definition of the GSM model. Further-

ore, they do not decouple the process model from the rules to

nfer the state of an artifact based from sensor data. Finally, they

se the IoT paradigm only to collect and forward sensor data to

 centralized GSM engine. All these solutions require the parties

o rely on a single entity who owns the monitoring infrastructure,

hus not allowing to independently check the process compliance.
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lso, they lack mechanisms to detect deviations in the execution

f the process with respect to the model. 

As for the integration of both an activity-centric and a data-

entric perspectives in business processes, Künzle and Reichert

41] and Meyer et al. [42] propose to use information about the

rocess control flow to define how data should be manipulated.

oth approaches use such information in a prescriptive way, and

ssume that the process respects the execution order of activities.

-GSM, in contrast, does not enforce any predefined flow and uses

ontrol flow information only to detect compliance violations. 

. Conclusions 

This paper explains how monitoring multi-party business pro-

esses is a challenging activity: needs for coordination among the

nvolved BPMSs, limited visibility on the whole process by the dif-

erent parties, differences in monitoring artifacts and control flows

re some of the aspects that traditional monitoring solutions are

ot able to cope with. Moreover, when physical objects are ex-

hanged by the parties, monitoring these objects adds new chal-

enges. 

The proposed approach shows how a proper mix between im-

erative languages, used to easily model the process, and declar-

tive languages, used to configure a monitoring system, and the

doption of the IoT paradigm can overcome these limitations. In

articular, starting from a multi-party process defined using BPMN,

he paper proposed a methodology to translate this process to the

-GSM notation. Smart objects are properly instrumented with the

ode needed to monitor different portions of the public process

hared by the parties. As each smart object is referring to one of

he physical artifacts involved in the multi-party process, it will

eep the owner of the artifact informed about the progression of

ts state and how the process is evolving. Correctness of the trans-

ormation from BPMN to E-GSM has been proved, thus guarantee-

ng that a violation is promptly detected by the E-GSM engine if

nd only if the last processed execution step deviates from the in-

ut BPMN model. 

Currently, the proposed approach requires organizations to

ransparently share among the other participants how their pro-

ess portions are performed. Additionally, smart objects exchange

nformation on their state to the other ones participating in the

ame execution. This does not allow organizations to keep part of

heir process private: either they share this information, or the pri-

ate portion is omitted from the BPMN collaboration diagram and,

onsequently, it cannot be monitored with our approach. To ad-

ress these issues, future work will focus on integrating our ap-

roach with security and privacy frameworks. 

Future work will also concentrate on categorizing violations

ith respect to their impact on the execution, and on using such a

lassification to determine the overall health of process instances.

inally, we aim to extend the methodology considering costs, and

calability issues which may become important when a process in-

olves numerous artifacts or a given artifact has to deal with nu-

erous events. 
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