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Monitoring the compliance of the execution of multi-party business processes is a complex and challeng-
ing task: each actor only has the visibility of the portion of the process under its direct control, and the
physical objects that belong to a party are often manipulated by other parties. Because of that, there is
no guarantee that the process will be executed — and the objects be manipulated — as previously agreed
by the parties.

The problem is usually addressed through a centralized monitoring entity that collects information,
sent by the involved parties, on when activities are executed and the artifacts are altered. This paper
aims to tackle the problem in a different and innovative way: it proposes a decentralized solution based
on the switch from control- to artifact-based monitoring, where the physical objects can monitor their
own conditions and the activities in which they participate.

To do so, the Internet of Things (IoT) paradigm is exploited by equipping physical objects with sensing
hardware and software, turning them into smart objects. To instruct these smart objects, an approach to
translate classical Business Process Model and Notation (BPMN) process models into a set of artifact-
centric process models, rendered in Extended-GSM (E-GSM) (our extension of the Guard-Stage-Milestone
(GSM) notation), is proposed.

The paper presents the approach, based on model-based transformation, demonstrates its soundness
and correctness, and introduces a prototype monitoring platform to assess and experiment the proposed
solution. A simple case study in the domain of advanced logistics is used throughout the paper to exem-

plify the different parts of the proposal.

© 2018 Elsevier Ltd. All rights reserved.

1. Introduction

Modern organizations are more and more required to be-
come open, reactive, and flexible entities able to satisfy the ever-
changing needs of their customers. This is why they are redesign-
ing their internal structures and business processes to increase dy-
namism and be open to cooperate with new organizations. Many
business processes — once internal to single organizations — now
cross the boundaries of single organizations and require the coor-
dination among different, potentially changing actors. This trans-
formation heavily impacts on how the process is executed. Orga-
nization no longer have full control on the whole process. Instead,
they control only the portion of that process that is assigned to
them. At the same time, the physical objects belonging to an or-
ganization can now be manipulated by the other actors, and the
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ownership of these objects can change while the process is per-
formed.

To ensure that organizations coordinate properly, and that phys-
ical objects are correctly handled, the correctness and compliance
of these distributed processes has to be monitored. In particu-
lar, the execution order and the successful execution of the ac-
tivities composing the process have to be checked. To automate
and keep track of business processes, organizations deploy Busi-
ness Process Management Systems (BPMSs). In fact, today’s BPMSs
include a monitoring module to oversee the execution of fully au-
tomated business processes that can be confined within a single
party. BPMSs also provide dashboards to inform the process owner
of the current status, bottlenecks, and possible alerts.

Unfortunately, when moving to multi-party processes, the BPMS
of each organization can only manage the activities under its con-
trol, but it has no jurisdiction on the activities carried out by the
other parties. Consequently, it can only monitor the process por-
tions carried out by the organization. This limitation is traditionally
addressed by federating the BPMSs, or by deploying a centralized
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one. However, these solutions lack flexibility, as whenever a new
party is introduced, leaves, or the process changes, the underlying
infrastructure must be heavily reconfigured.

When activities are automated, the BPMS is in charge of exe-
cuting them. Therefore, it exactly knows when such activities start
and when they finish, and which is their outcome. However, when
dealing with non-automated activities, a BPMS relies on human
operators to know about the outcome of such activities. As these
operators could forget to notify the events of interest, they could
make mistakes, or they could even intentionally postpone, fake, or
alter provided inputs, monitoring manual activities can be unreli-
able. This has an impact not only to the party in charge of execut-
ing these activities, but also to the other connected parties.

To overcome these issues, this paper proposes a novel approach
to autonomously and continuously monitor multi-party business
processes in a distributed way. To this aim, we move the monitor-
ing tasks directly onto the artifacts, i.e., the physical objects that
participate in the process, which are equipped with sensors and
computing devices, thus becoming “smart”.

By doing so, these smart objects can autonomously keep track
of all the activities in which they were involved, regardless of
the organization performing them. Additionally, smart objects can
track all the changes in their states, i.e., their conditions, through-
out the execution of the process. This way, a smart object can au-
tonomously monitor the compliance of the process it participates
in, as well as its own lifecycle, that is, the transitions from one
state to a new one that are expected to occur while the process
is executed. On this basis, the characterizing contributions of the
proposed solution are the following:

e We combine control-flow analysis, as defined using Business
Process Model and Notation (BPMN), and artifact-centric anal-
ysis, as defined using Extended-GSM (E-GSM), our extended
version of the Guard-Stage-Milestone (GSM) notation [1]. The
user starts defining the multi-party process in BPMN, a widely
known process modeling language. Then, for each artifact, E-
GSM models suited to monitor the process and the lifecycle
of the artifact are semi-automatically derived from the BPMN
model. The combination of these two perspectives allows one
to predicate on both executions and involved artifacts. If we say
that an execution is compliant if it evolves through the foreseen
control flow, and an artifact is compliant if it evolves according
to its lifecycle, our solution can distinguish among (i) compliant
executions that produce compliant artifacts, (ii) non-compliant
executions that lead to compliant artifacts, and (iii) non com-
pliant executions that lead to non-compliant artifacts.

We adopt smart objects (a-la IoT) to transform artifacts into ac-
tive entities that can both enact the E-GSM models and com-
municate with the others. The former capability means that
each artifact (smart object) can: (i) infer its current state, (ii)
know the admissible next states, and (iii) know the order in
which the process’ activities should manage it.

We propose an innovative architecture for the distributed ex-
ecution and monitoring of multi-party processes that embed
the characteristics highlighted above. The proposed architec-
ture is based on the use of simple Single-board Computer (SBC)
boards, such as the Raspberry PI and the Intel Galileo, and ex-
ploits Node. js as implementation language.

All the key features of the proposed solution are exemplified
through a (simplified without being trivial) real example process
borrowed from the domain of advanced logistics. The same process
is also used for accessing the solution.

With respect to our previously published articles, this article
extends the E-GSM based process monitoring approach presented
in [2] by proposing a structured approach to instruct the mon-
itoring platform, and providing an implementation of the solu-

tion. It also extends the BPMN to E-GSM translation presented
in [3] and [4] by formalizing how to extract the portion of the
process relevant to each participating object, and to also repre-
sent in E-GSM the lifecycle of each object. Compared to the mon-
itoring approach described in [5] and [6], which focuses mostly
on runtime conformance checking, the main focus of this article
is on monitoring how physical objects are impacted by the pro-
cess execution. Therefore, it extends the approach to also monitor
the lifecycle of these objects, and to detect compliance violations
even if they do not explicitly violate the control flow. The monitor-
ing architecture presented in this article differentiates from mArti-
fact [7] by running directly on top of the smart objects participat-
ing in the process.

The rest of the paper is organized as follows. Section 2 dis-
cusses the limitations of current monitoring approaches and
presents the main elements of our solution by means of a con-
crete case study, then used consistently throughout the paper.
Section 3 describes the proposed extensions to the E-GSM nota-
tion, then exploited in Section 4, which presents our approach.
Section 5 argues about the correctness of the automated transfor-
mation of BPMN models into E-GSM ones, while Section 6 intro-
duces the distributed architecture defined for supporting the pre-
sented process compliance monitoring solution. Section 7 analyzes
the state of the art and Section 8 concludes the paper.

2. Motivations

Fig. 1 shows the BPMN representation of a real multi-party pro-
cess, taken from the logistics domain. It describes the initial phase
of a multimodal transport. At first, the Carrier, the entity respon-
sible for the physical shipment of the goods, collects an empty
shipping container from the warehouse of the Multimodal Trans-
port Operator (MTO), which is in charge of organizing the entire
shipment, and ships it to the Producer of the goods. In parallel,
the Producer prepares the goods and produces the documentation
for the shipment. Once the Carrier reaches the Producer’s site, the
Producer loads the goods onto the container, verifies that all the
documents are correct and, if not, updates them. Finally, the Car-
rier starts the shipment. Both the MTO and the Producer verify the
identity of the Carrier before granting it access to their sites.

This BPMN model is treated as an agreement between the var-
ious organizations. Process portions carried out by each organiza-
tion (i.e., the ones inside the pools) are disclosed, and the other
organizations agree on how the whole process is executed. There-
fore, no privacy restriction holds on this process model, which is
shared among the participating organizations.

To know if this process is correctly executed, organizations have
to both monitor their internal activities (i.e., the ones under their
control) and verify that their objects were correctly manipulated
by the other organizations. Since each party can already monitor
its own process portions, the focus of this paper is on monitor-
ing the objects. To this aim, for each object (e.g., the goods, the
container), it is necessary to monitor the activities involving that
object. This way, it is possible to know the exact steps that caused
an object to be in its current conditions. It is worth noting that,
since an object may be manipulated by organizations other than
the owner, monitoring only internal activities is not sufficient. For
example, although it belongs to the MTO, the container is manip-
ulated by both the Carrier and the Producer. Therefore, activities
belonging to other organizations, as long as they interact with the
objects, should be monitored as well.

Additionally, the conditions of the objects have to be also moni-
tored, and anomalies have to be promptly notified. For example, in
case of drugs, the producer may want to be sure that the temper-
ature of the goods remains stable during the whole transportation.
These objects (i.e., those that must be monitored) are rendered as
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Fig. 1. BPMN diagram of the running example (artifacts that should be monitored are highlighted).

artifacts, while their conditions are discretized into a set of states.
For example, a container may be empty, at the wharehouse,
and unhooked, thus having state [empty,warehouse,unhooked]. The
states that an artifact can assume at a certain point in time and the
transitions from one state to another one represent the lifecycle of
that artifact (i.e., how it can evolve while the process is executed).

A comprehensive solution must be able to monitor both the ex-
ecution of processes and the evolution of their artifacts, and to rea-
son on the mutual effects since a deviation in the execution may
have no impact on the artifacts, and vice versa.

2.1. Imperative vs. declarative process models

The vast majority of business processes is modeled by means of
imperative languages, like BPMN. These languages require the user
to model all the possible execution flows, and consider any other
unspecified flow as non-compliant (with the model). Such mod-
els can then render standardized business processes properly and
guide the BPMS to enact the process.

When a deviation in the process’ execution occurs (e.g., an ac-
tivity that is not supposed to be executed begins), a BPMS detects
a failure in the execution since it does not comply with the model
any longer. The BPMS does not know how to continue the execu-
tion, and it can only stop it or continue with no guarantees. This
is not an issue when the process is managed by a single BPMS.
The BPMS autonomously decides when activities should be exe-
cuted, and as such it knows when they were started or finished.
However, when the process is executed by multiple parties, each
BPMS needs explicit notifications to determine when activities out-
side its jurisdiction are executed. When a process involves multiple
parties, and their BPMSs are not configured to exchange informa-
tion, or when one party does not have a BPMS, this information
is not available. Therefore, the monitoring either cannot take place
or is partial and inaccurate. In addition, the process may comprise
activities carried out by humans, who are also in charge of inform-

ing the BPMS about their execution. If they forget, or do not do it
intentionally, the BPMS is not be able to know it.

Conformance checking tools try to overcome these limitations
by inferring process models from execution traces, where BPMSs
have clearly marked the beginning and end of each activity. These
models are then compared against the original ones to identify
both correct executions and deviations. Most of these tools work
offline and thus can only perform post-mortem analysis, while it
would be desirable that organizations were informed as soon as
violations materialize to be able to take countermeasures. In ad-
dition, conformance checking tools can only know about activities
whose execution was recorded in the traces. Therefore, the prob-
lem of identifying when activities start or end without relying on
explicit notifications remains unsolved.

The aforementioned issues do not apply to declarative languages
as they do not impose the complete identification of all the possi-
ble execution flows, but they only require the identification of the
conditions that determine when an activity should be executed.
This way, it is possible to detect the execution of activities regard-
less of the execution flow, and it is also possible to define un-
der which conditions an activity will be executed, thus not relying
solely on start and end notifications. However, [8] points out that
declarative models are usually more complex to define and harder
to understand than imperative ones. This is why most of the exist-
ing process models have been defined using imperative languages,
either to ease their documentation or to enable their execution by
means of conventional BPMSs.

To balance ease of design and effectiveness of monitoring, our
approach includes: (i) an extension of the GSM notation [1], called
E-GSM, which augments the original notation with the control flow
defined in BPMN! (see Section 3); (ii) a complete, tool-supported

T We chose BPMN because it is the de-facto standard for imperative process mod-
eling. However, our approach can also be applied to some extent to other impera-
tive process models, such as Event-driven Process Chains (EPCs) or Unified Model-
ing Language (UML) Activity Diagrams.
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solution for translating a BPMN model into an E-GSM equivalent
specification (see Section 4).

2.2. IoT as monitoring means

The role of artifacts in multi-party business processes is
twofold. On the one hand, they define how an object, owned by
one party, should also be managed by other parties. On the other
hand, their state can suggest if an activity has started or finished.
For example, an empty container parked at the loading area (state
[empty,loading_area,hooked] in Fig. 1) suggests that the activity in
charge of picking up the container (Pick up container) has termi-
nated, while activity Go to producer is ready to start when con-
tainer has the same state as before and truck is in state [pro-
ducer,still]).

Nowadays, the IoT [9] provides readily-available solutions for
interacting with distributed objects remotely. In particular, the IoT
turns physical objects into smart objects, equipped with sensors,
SBCs, and network connectivity interfaces. This is why we argue
that the IoT can be used to “augment” the artifacts of interest, and
become able to trace and control how they evolve, that is, their
state. The sensing capabilities help collect all the information rele-
vant to the state of artifacts. The computational capabilities allow
one to run the monitoring solution directly onto the objects, thus
removing the bottleneck of centralized monitoring. Network con-
nectivity capabilities allow objects to communicate both with each
other in a peer-to-peer way and with the information systems of
involved parties to easily distribute state information.

As result, instead of having a centralized entity in charge of
enabling the communication among the parties needed to moni-
tor the artifacts, we propose an approach where the monitoring
is directly performed on the artifact themselves, by turning them
into smart objects. The proposed approach (see Section 4) shows
how the E-GSM models that result from transforming the orig-
inal BPMN one are assigned to the smart objects. This requires
that each smart object be equipped with an E-GSM engine (see
Section 6) able to process the assigned model. The E-GSM engine
is then able to monitor the execution of the process, as well as the
lifecycle of the artifact.

3. E-GSM

We selected the GSM notation [1] as starting point for our solu-
tion since it natively provides constructs — Guards and Milestones
— to identify when a process portion, called Stage, should start
or end, respectively. Guards and Milestones are Event-Condition-
Action (ECA) rules that can predicate on control flow dependencies,
external events, or data. Therefore, GSM can use both the informa-
tion that is generated from inside the engine that runs the model
(e.g., execution state) and the one coming from the outside (e.g.,
sensor data) to infer when Stages are executed. Stages represent
the units of work that are carried out during the execution of a
process. Stages can be nested and, if a Stage has no nested ones,
it is atomic and represents a single task. As soon as one of the as-
sociated Guards is satisfied, a Stage is declared opened, that is, it
starts its execution. When one of its Milestones is met, the Stage
is declared closed, that is, its execution ends.

However, GSM lacks constructs to define the expected execution
flow, which is required to model the execution order among ac-
tivities (i.e., Stages) and thus to detect compliance violations. Also,
there is no way to detect if something goes wrong while execut-
ing a Stage. Our extension, called E-GSM [2] aims to cover these
limitations. Fig. 2 shows a graphical representation of the main el-

ements proposed by E-GSM that are relevant for the purposes of
this paper.?

While GSM only uses Guards to decorate a Stage, E-GSM distin-
guishes between Data Flow Guards and Process Flow Guards. The
former borrow their semantics from GSM Guards. The latter are
boolean expressions that predicate on the activation of Data Flow
Guards and Milestones. As such, they allow one to define control
flow dependencies among Stages. Process Flow Guards are evalu-
ated when one of the Data Flow Guards associated with the same
Stage is triggered, and before the Stage becomes opened, that is,
it starts executing. If the predicate is true, the Stage complies with
the expected execution, otherwise the activation of the Stage does
not respect the execution flow. Note that Process Flow Guards dif-
fer from Data Flow Guards as they do not cause a Stage to become
opened, and as such they do not force any execution flow.

For example, to determine when the carrier starts going to
the producer based on the state of the container and the truck,
Stage GoToProducer is decorated with a Data Flow Guard re-
quiring the truck to have state [mto,moving] and the container
[empty,loading_area,hooked]. This way, when the truck and the
container assume these states, GoToProducer is opened. On
the other hand, to indicate that the carrier should normally
start going to the producer after the container has been picked
up, GoToProducer is decorated with a Process Flow Guard
requiring the achievement of one of the milestones of stage
PickUpContainer. This way, whenever GoToProducer starts,
the execution and completion of PickUpContainer is veri-
fied and, if PickUpContainer was not executed or completed,
GoToProducer can be flagged as incorrectly executed.

E-GSM also adds Fault Loggers, which are ECA rules that cause
the associated Stages to be declared faulty. In other words, they
define when the execution of Stages should be considered irregu-
lar. The satisfaction of a Fault Logger does not imply the termina-
tion of the Stage, as the termination is only determined by Mile-
stones.

For example, to determine when the producer stops verifying
the identity of the carrier, Stage VerifyIdentity is decorated
with a Milestone requiring the authorization to have state [ap-
proved]. On the other hand, to determine if the verification was un-
successful, a Fault Logger predicating on the occurrence of event
unauthorized is added to VerifyIdentity.

Finally, each Stage must be augmented with at least one Data
Flow Guard and one Milestone, and may have one or more Pro-
cess Flow Guards and Fault Loggers.

The right portion of Fig. 2 sketches the lifecycle of an E-GSM
Stage, that is, all the possible states that a stage may assume, orga-
nized around three main orthogonal execution perspectives: status,
outcome, and compliance:

o The status is driven by Data Flow Guards and Milestones. Ini-
tially, every Stage is unopened. An unopened or closed Stage be-
comes opened once one of its Data Flow Guards is triggered
(S.DFG;), if its parent Stage is opened. An opened Stage be-
comes closed if either one of its Milestones is achieved (+S.1;),
or its parent Stage becomes closed.

o The outcome is driven by Fault Loggers. Initially, every Stage
is regular and becomes faulty when one of its Fault Loggers is
triggered (S.FL)).

o The compliance is driven by Process Flow Guards. Initially, ev-
ery Stage is onTime. An onTime Stage becomes outOfOrder when
one of its Data Flow Guards is triggered, but none of its Pro-
cess Flow Guards holds (S .DFG; and not(S.PFGy)). Once a Stage
S’ is declared outOfOrder, every other onTime Stage S that

2 The interested reader can refer to [10] for a detailed presentation of the pro-
posed notation.
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should precede S’ (S.M; or Active(S) € S.PFGy) is declared
skipped. A skipped Stage becomes outOfOrder once one of its
Data Flow Guards is triggered (S.DFG;).

4. From a BPMN process to the monitored artifacts

The proposed approach starts from a multi-party process mod-
eled in BPMN and guides towards the definition of the E-GSM
models used to oversee the execution of both the process and its

artifacts. More precisely, as shown in Fig. 3, the starting point is a
BPMN collaboration diagram [11], that specifies which portions of
the process are carried out by which organizations, and how these
organizations coordinate with each other. Artifacts are included
in the BPMN collaboration diagram and represent resources that
are manipulated and exchanged by the parties. Since the whole
process has to be transparently shared among organizations, the
BPMN collaboration diagram has to include all the activities inter-
acting with artifacts.
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Besides monitoring their process portions, organizations may
be interested in knowing how an artifact is managed, and if its
state evolves as expected. We call these artifacts monitored arti-
facts (mArtifacts hereafter). For each mArtifact, our solution re-
quires that: (i) the mArtifact-oriented view of the process (i.e., the
portion of the process relevant for that artifact) be extracted and,
based on that process view, the E-GSM models representing (ii)
the process model (i.e., the activities and their relationships) and
(iii) the lifecycle of the mArtifact (i.e., all the admissible states and
transitions) be generated. To monitor the mArtifact, smart objects
related to it embed an E-GSM engine fed with the two E-GSM pro-
cesses derived from the initial process. This way, the mArtifact can
autonomously monitor the correct execution of the process and the
evolution of its lifecycle.

The transformations performed in these steps are described in
Sections 4.1, 4.2, and 4.3 respectively. Since steps (ii) and (iii) do
not require human intervention, a dedicated tool® is in charge of
them. Finally, Section 6 gives details on the characteristics of the
E-GSM engine running on the smart object.

4.1. Extraction of the mArtifact-oriented process view

This step identifies the minimum set of information needed for
monitoring a mArtifact, thus it excludes all the activities that do
not affect or are not affected by the mArtifact. We start from a
BPMN collaboration diagram and the following assumptions:

e Each artifact must be modeled in the process using BPMN data
objects. The different states that the artifact may assume when
the process is executed are expressed with the data state prop-
erty of data objects.

Each activity must have at least one input (output) data object.
The activity is supposed to start (finish) only when all its input
(output) data objects exist and are in the specified state. If an
activity has two input (output) data objects that refer to the
same artifact in different states, the artifact must assume one
of these states.

Data associations must not contradict the semantics of the con-
trol flow, as they are used to identify when activities start or
end. For example, two activities cannot share the same set of
data objects in the same data state as input if they belong to
a sequence. They would always be detected to be executed at
the same time, which would contradict the control flow. In con-
trast, if they were executed in parallel, they could share the
same inputs.

In case of parallel or inclusive branches, output data objects
that refer to the same artifact must only be associated with
activities that belong to the same branch. Otherwise, it would
not be possible, based only on the process model, to determine
which change in the state of the artifact occurs first. Therefore,
the behavior of the artifact would be non-deterministic.

Given these hypotheses and a mArtifact, we derive a BPMN pro-
cess model where the activities are organized according to the
mArtifact’s standpoint. Fig. 4 shows the main steps to be per-
formed in order to obtain such a process view. This new represen-
tation will be the one monitored by the mArtifact. To derive this
process, only the BPMN elements directly related to the mArtifact
are considered. So, we:

* Keep only those activities that act as inputs or outputs to the
mArtifact.

e Maintain the events that refer to the mArtifact, as well as all
the events responsible for the collaboration among stakeholders

3 The translator is publicly available at https://bitbucket.org/polimiisgroup/
bpmn2egsm.

(i.e., message events that have an inbound or outbound mes-
sage flow).

o Keep those data objects that do not represent the mArtifact, but
that are inputs to (outputs from) the activities that refer to the
mArtifact.

In addition, to ensure that the BPMN model representing the
mArtifact view is well-formed and, except for the absence of activ-
ities and events not related to the mArtifact, dependencies among
activities are analogous to the ones in the original BPMN collabo-
ration diagram, we:

Replace the boundary blocking (non-blocking) events attached
to discarded activities with exclusive (inclusive) split gateways
with no branch condition.

Remove pools, as well as the control flow that directly connects
a message throw event to a message catch event, and replace
message flows with control flows.

Delete message throw (catch) events or replace them with par-
allel split (merge) gateways if they have multiple outbound (in-
bound) flows.

Add a generic start (end) event if the resulting model has no
start (end) event, and connect it to elements with only out-
bound (inbound) control flows.

The result of this transformation is a process model for each
mArtifact of interest that complies with a BPMN process diagram.
Note that this new model may not be well-structured. Remarkably,
when message exchanges in the original BPMN collaboration dia-
gram are not synchronous (i.e., after sending a message the process
executes an activity instead of waiting for a response), the result-
ing process is always unstructured. In such a case, manual inter-
vention is required to make it well-structured.

Example. Fig. 5 shows the process model obtained by ap-
plying these steps onto the process presented in Section 2,
where the shipping container and the truck are the mAr-
tifacts of interest. For the container, activities Go to MTO
site, Prepare goods, Produce documents, and Verify
identity have been removed since they do not use the
container. Similarly, all timer and signal events have been re-
moved. Data objects Truck[carrier,moving] and Goods
[unpacked,undamaged] have also been removed, since
none of the remaining activities uses them. Likewise, for the
truck, activities Prepare goods, Produce documents, Load
goods, Verify identity, Check documents, and Update
documents, all timer and signal events, and data objects Goods
[unpacked,undamaged], Goods [packed,undamaged],
ShipmentDocs [ready], ShipmentDocs[complete], and
ShipmentDocs [incomplete] have been removed.

4.2. Generation of the E-GSM process model

Due to the limitations of using imperative languages for moni-
toring purposes, as discussed in Section 2.1, the derived mArtifact-
oriented BPMN process view cannot be directly used to instrument
the monitoring platform. However, this view can be translated into
E-GSM, which supports a higher level of flexibility than BPMN.
In particular, control flow dependencies, which are prescriptive in
BPMN, are relaxed in the E-GSM model and used only to assess
compliance. Similarly, data objects, which in BPMN are only used
for documentation, are used to define the conditions that deter-
mine the activation or termination of associated activities. It would
then be impossible to use BPMN to achieve the same level of flex-
ibility as the E-GSM model without adopting a new semantics for
the notation, and thus a new engine.

To perform such a translation, the following rules are applied:
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1: function PRODUCEPROCESSVIEW (collaborationDiagram,artifact)
2: processView = copy(collaborationDiagram); > duplicate the source BPMN model
3: for all i=1: processView.elements.count do > examine each element in the source BPMN model
4: keep = false;
5: if processView.elements.get(i).type == ’Activity’ or processView.elements.get(i).type == 'Event’ then
6: if processView.elements.get(i).inputDataObjects.contains(artifact) or pro-
cessView.elements.get(i).outputDataObjects.contains(artifact) then > element references the
artifact
7: keep = true;
8: end if
9: if processView.elements.get(i).type == ’StartEvent’ or processView.elements.get(i).type == "EndEvent’
or processView.elements.get(i).type == ’IntermediateEvent’ then
10: if processView.elements.get(i).messageTo != null or processView.elements.get(i).messageFrom != null
then > element is not responsible for the collaboration
11: keep = true;
12: end if
13: end if
14: end if
15: if keep == false then > make discarded element an orphan
16: BPMNModel.elements.get(i).predecessor.successor = BPMNModel.elements.get(i).successor;
17: BPMNModel.elements.get(i).successor.predecessor = BPMNModel.elements.get(i).predecessor;
18: BPMNModel.elements.get(i).predecessor = null;
19: BPMNModel.elements.get(i).successor = null;
20: end if
21: end for
22: removePools(processView); > remove pools from process model
23: removeOrphans(processView); > remove discarded elements (i.e., orphans)
24: makeWellformed(processView); > make target model well-formed (if not already so)
25: return processView;

26: end function

Fig. 4. (Simplified) algorithm to produce, given a BPMN collaboration diagram and an artifact, the process view.
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Fig. 5. BPMN process model from the viewpoint of the container (top) and the truck (bottom).
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e We create an E-GSM Stage S for each BPMN activity A in the
model.

o The ECA rule that defines the Data Flow Guard (Milestone) of S
is triggered when a change in the state of one of the artifacts Ar
associated with each input (output) data object of A occurs, and
Ar enters the current (leaves the previous) state. It will only be

fired if the state assumed by all artifacts Ar is the one indicated
by the input (output) data objects of A.

o If the activity has a boundary event, we add a Fault Logger
triggered by the event, attach it to the Stage, and, if the bound-
ary event is interrupting, we define an additional Milestone
triggered by the event.
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lazy rule produceDFG {

from expr: String, stage: String
to rel: XGSM!DataFlowGuardType (
id <- stage + ’_dfgl’,
expression <- expr )}
lazy rule produceM {
from expr: String, stage: String
to res: XGSM!MilestoneType (
id <- stage + ’_ml’,
expression <- expr )}
lazy rule produceFL {
from expr: String, stage: String
to rel: XGSM!FaultLoggerType (
id <- stage + ’_f1l1’,

expression <- expr )}

rule activity2substage {
from s: BPMN!Activity
to
tpfg: EGSM!ProcessFlowGuardType (
id <- s.id + ’_pfg’,

expression <- s.producePFGExpression() ),

tss: EGSM!SubStageType (
id <- s.id,
processFlowGuard <- tpfg

dataFlowGuard <- OrderedSet{produceDFG(s.id,
-> iterate (g;
ret -> including(g.sourceRef.name+’_e’)) +

self .datalnputAssociations
OrderedSet{} |
-> including (’ (’+

-> iterate(f; ret:

’ony’ + ’or’.concatStrings(
ret: OrderedSet(String) =
‘uif? + ret

’or’.concatStrings(self.datalnputAssociations
OrderedSet (String) =

OrderedSet{} |

if (f.sourceRef.name=e.sourceRef.name) then
ret -> including(f.sourceRef.name+ ’[’ +

f.sourceRef.dataState.name +

else
ret
endif

D)) o+ )2 ),

milestone <- OrderedSet{produceM(s.id,

self.dataOutputAssociations
OrderedSet{} | ret
-> including (’ (°+

-> iterate(f; ret:

-> iterate (g;
-> including(g.targetRef .name+’_17)) +
’or’.concatStrings (self.dataOutputAssociations
OrderedSet (String) =

1)

’ony’ + ’or’.concatStrings(
ret: OrderedSet (String) =

Tuify’ + ret

OrderedSet{} |

if (f.targetRef.name=e.targetRef.name) then
ret -> including(f.targetRef.name + ’[’ +

f.targetRef.dataState.name +

else

ret

endif
)) + ) )}

-> collect(b | produceM(s.id +

faultLogger <- s.boundaryEventRefs
produceFL(s.id + ’_

collect (e |

’1)

-> including(s.getBlockingBoundaryEvents ()
_’ + b.id,

+ b.id)))),

‘ony,’
->
+ e.id

,ony’ + e.id))

Fig. 6. (Simplified) ATL translation rule to derive from a BPMN Activity the corresponding E-GSM construct.

e We create an E-GSM Stage S’ for each BPMN start, end, or inter-
mediate event. The ECA rules that correspond to the Data Flow
Guard and Milestone of S’ will be fired as soon as the event
occurs.

e Finally, if the original process model is organized in nested
blocks, a new Stage is created and wraps the Stages derived
from the inner blocks. Control flow and exceptional flow pat-
terns are managed accordingly [10].

To formalize these rules, and, consequently, automate the trans-
lation, we adopted ATLAS Transformation Language (ATL) [12].
Fig. 6 shows an excerpt of the implemented translator,* related
to the transformation from a BPMN activity to the correspond-

4 For the sake of clarity, in this paper we report only a simplified excerpt of
the source code. A complete version is publicly available at https://bitbucket.
org/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/
BPMN2GSM/BPMN2XGSM.atl.
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ing E-GSM constructs. In particular, rule activity2substage
is responsible for transforming each activity in the source
BPMN process view into a Stage in the target E-GSM pro-
cess model. activity2substage also produces, for each ac-
tivity, a Process Flow Guard that is attached to the corre-
sponding Stage (the boolean expression associated to the Pro-
cess Flow Guard is determined by invoking the helper function
producePFGExpression).

Lazy rules produceDFG, produceM and produceFL are also
defined to dynamically generate, respectively, Data Flow Guards,
Milestones, and Fault Loggers. When activity2substage is
triggered, produceDFG and produceM are invoked once, and
their ECA is determined by the input and output data objects asso-
ciated to the activity. Then, produceM is invoked as many times
as the number of interrupting boundary events associated to the
activity, and produceFL as the number of boundary events (both
interrupting and non-interrupting), and their ECA predicates on the
occurrence of the boundary event.

Example. Fig. 7 shows the E-GSM process model derived from
the mArtifact-oriented process view of the container (see top
of Fig. 5). StartShipment.DFG1 is triggered whenever ar-
tifacts Truck or Container, respectively, enter a new state
(which is represented by truck® or container®). Furthermore,
StartShipment.DFG1 requires that Truck and Container
are in states [producer,moving] and [full,shippinghooked], respec-
tively. StartShipment.M1, on the other hand, is triggered
whenever the truck leaves the current state (truck!), and requires
that Truck be in state [highway,moving].

This E-GSM process model allows one to detect con-
trol flow violations. For example, if we assumed that
once the goods are loaded in the container, the carrier
leaved the producer’s site without waiting for the ship-
ment documents to be checked, StartShipment would
become outOfOrder (being StartShipment.DFG1  trig-
gered before StartShipment.PFG1 becomes active) and
Loop would become skipped (being Loop.M1 required in
StartShipment.PFG1). Since these Stages are not onTime,
a compliance violation is detected and, given the model, we can
understand that StartShipment was executed before Loop.

4.3. Generation of the E-GSM lifecycle model

The E-GSM process model derived in Section 4.2 does not con-
sider the lifecycle of the mArtifact, and this limits the possibility of
monitoring its compliance. For example, still referring to the pro-
cess presented in Section 2, let assume that, while reaching the
producer’s site, instead of having an empty container, the container
is used for an unauthorized shipment. In this case, no compliance
violation is detected, since all activities are executed in the right
order, even if the container was not handled as expected: instead
of being filled once, it has been filled somewhere, then emptied
before reaching the producer, and finally filled again at the pro-
ducer’s premises.

To identify when the mArtifact is not handled as defined in
the model, its lifecycle is taken into account. Starting from the
mArtifact-oriented process model (Section 4.1), we produce a finite
state machine that considers all the possible states that the mAr-
tifact can assume, along with admissible transitions, (see left side
of Fig. 8). Such a state machine is obtained by adopting the ap-
proach in [13], without labeling transitions as we are not interested
in identifying the activities responsible for causing them to fire.

For the container, there is a single initial state,
[empty,warehouse,unhooked]. This means that the process should
start with an empty container that resides in the MTO warehouse
and is not hooked to any means of transport. The two final states,
[empty,shipping,hooked] and [full,shippinghooked], correspond to

the process that terminates with a container that is either empty
or full, outside the MTO site, and hooked to a means of transport.
Transitions among states allow the container to evolve linearly, as
the container is supposed not to enter a state it had left previ-
ously. Similarly, for the truck, there is only a single initial state,
[carrier,moving], indicating that the process should start when the
truck is at the carrier’s site, and is moving. The two final states,
[producer,still] and [inland_terminal,moving], are expected to be
reached when the process ends with the truck either still at the
producer’s site, or moving to an inland terminal. The evolution of
the truck has a cyclic portion, since it is possible to move from
state [mto,still] to [mto,moving] and vice versa.

To monitor the lifecycle of the mArtifact, E-GSM is again
adopted to model the admissible state transitions. To this aim, the
finite state machine is translated to E-GSM as follows:

o Each state is translated into a Stage S whose Data Flow Guard
(Milestone) is triggered when the mArtifact assumes the state
represented (a state different from the one represented) by that
Stage.

The Process Flow Guard of each Stage S requires that at least
one of the Stages that represent the states that directly precede
the one represented by S be opened (i.e., active). If S represents
the initial state, its Process Flow Guard requires that no Stage
be active.

A Stage named Error is introduced to identify when the ar-
tifact is in a state not included in the state machine. The con-
dition on its Data Flow Guard (Milestone) is triggered when
the mArtifact assumes a state not defined in the finite state
machine. The condition on its Process Flow Guard is never
satisfied (thus always raising a compliance violation whenever
the mArtifact assumes this state).

A Stage named Final is introduced to identify which Stages
represent a final state. The condition on its Data Flow Guard
(Milestone) requires that at least one (none) of the Stages that
are translated from final states be active. This way, it is possible
to know when the lifecycle of the mArtifact is concluded: when
the mArtifact reaches a final state, the corresponding Stage be-
comes active, together with Final.

To automatically derive the E-GSM lifecycle model, ATL was
adopted again. In particular, Fig. 9 shows a simplified version of
the ATL translation rules to derive from the finite state machine
obtained from [13] the corresponding E-GSM constructs.” Rule
state2substage is responsible for transforming each stage in
the source finite state machine into a Stage in the target E-GSM
lifecycle model. state2substage also produces, for each Stage,
one Process Flow Guard, one Data Flow Guard, and one Mile-
stone, that are attached to the corresponding Stage. The ECA of
the Data Flow Guard and the Milestone is triggered, respectively,
when the artifact assumes the state, and when it assumes a dif-
ferent state. The boolean expression of the Process Flow Guard
is determined by the helper function producePFGExpression,
which identifies the predecessor of the state and builds the expres-
sion accordingly. Finally, rule £sm2stage is responsible for pro-
ducing the Final and Error Stages, and their associated Process
Flow Guard, Data Flow Guard, and Milestone.

Data Flow Guards and Milestones allow us to keep track of the
current state of the mArtifact: when the mArtifact is in a specific
state, the corresponding Stage is opened and the other ones, but
Final, closed. When the mArtifact changes state, the Data Flow
Guard attached to the Stage that represents the new state is trig-
gered, and the corresponding Stage is opened. At the same time,

5 The complete version of these translation rules is available at https://bitbucket.
org/polimiisgroup/bpmn2egsm/src/206dd0270c4f32a7997d847356b0397fb283aac4/
FSM2GSM/fsm2egsm.atl.
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Container

DFGL: if true and not
Seql.M1

DFG2: on (container_e
and truck_e) if
container[e,w,u] and
truck[m,m]

DFG3: on (container_e or
truck_e) if
container[e,l,u] and
truck[m,s]

DFG4: on (container_e or
truck_e) if
container[e,|,h] and
truck[m,m]

DFG5: on (container_e
or truck_e) if
container[e,s,h] and
truck[p,s]

DFG6: on
(authorization_e or
goods_e or container_e)
if authorization[a] and
goods[p,u] and
container[e,s,g]

DFG7: on (container_e
or docs_e) if
containerl[f,s,h] and
docs[r]

DFG8: on (container_e
or docs_e if
container[f,s,h] and
docsli]

DFG9: on (container_e
or truck_e) if
containerl[f,s,h] and
truck[p,m]

DFG1: on (authorization_e or
goods_e or container_e)

if authorization[a] and
D/goods[p,u] and container[e,s,g]
DFG2: on (container_e or docs_e)
if containerlf,s,h] and docs[r]
DFG3: on (container_e or docs_e
? if containerlf,s,h] and docsli]
FG4: on (container_e or truck_e)
if container(f,s,h] and truck[p,m]
DFGS5: Verifyld.M1 and not

D EExc.M1

2

Seql
DFG1: if true and

not Start.M1 0

PFG1: not Start.M1

M1: if true and not
Start.M1
Start

M1: if Start.M1 and
ProvideContainer.M1
and
PickUpContaner.M1
and GoToProducer.M1|
and Verifyld.M1 and
EExc.M1 and End.M1

DFG1: on (container_e and truck_e) if
container[e,w,u] and truck[m,m]

PFG1: Start.M1 and not
ProvideContainer.M1

M1: on container_l if
container[e,l,u]

<> Provide '
<P>Container

DFG1: on (container_e or truck_e) if
containerle,l,u] and truck[m,s]
PFG1: ProvideContainer.M1

and not PickUpContainer.M1

M1: on container_| if
container(e,l,h]

<P>Container
DFG1: on (container_e or truck_e) if

M1: on (container_l or truck_l) j
container[e,|,h] and truck[m,m] o GoTo ( - N if

container[e,s,h] and truck[p,s]
PFG1: PickUpContainer.M1 0 Producer

and not GoToProducer.M1

DFG1: on (container_e or truck_e)
if container[e,s,h] and truck[p,s]

M1: on authorization_| if
authorization[a]

Me: on exception if
exeption.id=unauthorized
FL1: on exception if
exeption.id=unauthorized

PFG1: GoToProducer.M1 and
not (Verifyld.M1 or
Verifyld.Me)

<>
Verifyld '
N A

EExc

DFG1: on (authorization_e or goods_e

or container_e) if authorization[a] and Seq? M1: if GoToWH.M1 and .
goods[p,u] and containerle,s,g] 0 a ‘ LoadGoods.M1 and M1: if
. " Loop.M1 and ((Seq2.M1 and
DFG2: on (container_e or docs_e) N N
) . o StartShipment.M1 not Verifyld.Me)
if containerlf,s,h] and docs[r] or (Empty.M1
DFG3: on (container_e or docs_e if and :
container(f,s,h] and docs[i] Q Verifyld.Me))
DFG4: on (container_e or truck_e) and not
if container][f,s,h] and truck[p,m] Q (Active(Seq2) or
FG1: not Verifyld.Me and not Seq2.M1 0 Active(
and not Active(PickUpFailure) Empty))
DFG1: if Verifyld.Me and not Empty.M1 M1: if Verifyld.Me
and not Active(Seq2) 0 ‘ and not Empty.M1

. and not Active(Seq2)
PFG1: Verifyld.Me and not Empty.M1

and not Active(Seq2)

Empty
<>

DFG1: if EExc.M1 and not End.M1 Q ‘ M1 if EExc.M1 and not End.M1
End

PFG1: EExc.M1 and not End.M1

/
<

Seq2
DFG1: on (authorization_e or goods_e or container_e) M1: on container_| if
if authorization[a] and goods|p,u] and container(e,s,g] @ ‘ container(f,s,h]
LoadGoods
PFG1: not
LoadGoods.M1
Loop
DFG1: on Ite

DFG1: on (container_e or

docs_e) if container[f,s,h] . 5 N M1: on
and docs[r] Fiocs_e) if docs_e) if container[f,s,h] 0 M1: on docs_| if +Ite.r ML
' i container][f,s,h] and docs[r] CheckDoc (docs(c] or docsi])| M1: if CheckDoc.M1 ’
DFG2: on (container_e or and docs[r] 61 Check and docslc] and not
docs_e if container(f,s,h] DFG2: PFG1: not CheckDoc.M1 N
and docs[i] DFG2: on DFG1: on eor Active(UpdateDoc)
(container_e or B N
N docs_e if container[f,s,h] B
PFG1: LoadGoods.M1 docs_e if and docsfi] Q ' M1: on docs_L if M2: if
and not container[f,s,r!] PFG1: CheckDoc.M1 and UpdateDoc docs[r] CheckDoc.M1 and
Loop.M1 and docs[i] docsli] and not 0 UpdateDoc.M1.M1

container_e or

DFG1: on _eor

UpdateDoc.M1 and docs[i]

DFG1: on (container_e or truck_e)
if container[f,s,h] and truck[p,m]
PFG1: Loop.M1 and not
StartShipment.M1

M1: on truck_l if
truck[i,m]

Shipment

Fig. 7. E-GSM process model of the container (top). For the sake of clarity, Stages inside Seq2 are shown separately (bottom).

the Milestone attached to the Stage that represents the previous
state is achieved, and the corresponding Stage closed. When an
admissible state change occurs, both the Data Flow Guard and the
Process Flow Guard of the Stage that represents the new state are
expected to be triggered. On the other hand, when a non admissi-
ble state change occurs, the condition on the Process Flow Guard
is not fulfilled, and therefore only the Data Flow Guard is trig-
gered.

Example. The right portion of Fig. 8 shows the E-GSM lifecy-
cle model of the container (top), and of the truck (bottom). For
the container, the Data Flow Guard of Stage Final requires that
Stages ESH or FSH be active, since these Stages are obtained from
states [empty,shippinghooked] and [full,shippinghooked], which are

final. For the same reason, its Milestone requires that both
be not active. The Process Flow Guard of Stage ELU requires
that Stage EWU be active, since the container is expected to
enter state [empty,loading_area,unhooked] only if it exits state
[empty,warehouse,unhooked], as there is only one transition be-
tween these two states in the state machine. On the other hand,
the Process Flow Guard of Stage EWU requires that none of
the other Stages be active, since state [empty,warehouse,unhooked]
should be the initial state. For the truck, the Process Flow Guard
of Stage MS requires that either Stage CM or MM be active. This
way, the truck is expected to enter state [mto,still] only if it exits
either state [carrier, moving] or [mto, moving], the latter allowing
the cyclic behavior in the lifecycle of the truck.
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Container

EWU
[empty,
warehouse,
unhooked]

ELU
[empty,

( [empty,warehouse,unhooked] O DFG1: on container_l if

container[e,w,u]

L PFG1: not (Active(ELU) or
Active(ELH) or Active (ESH) or

([emptv,loading_area,unhooked]] Adivel)(l’::(si'-ll? g;?:%ﬂ‘{:?rﬁg}o'i)i}

container[e,l,u]

<

PFGL: Active(Ewy) P>

<

PFGL: Active(ELU) P

unhooked]

ELH
[empty,

( [empty,loading_area,hooked] ]

!

( [empty,shipping,hooked]

C

( [full,shipping,hooked]

DFG1: on container_l if
container[e,l,h]

hooked]

O

— 1

M1:on
container_e if not
container[e,w,u]

M1:on
container_e if not

- container[e,l,u]
loading_area,

Ml:on  DEG1: if Active(ESH) or M1: if not
container_e if not Active(FSH) O . (Active(ESH) or
container[e,l,h] Final Active(FSH))

loading_area,
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Fig. 8. Finite State Machine (left) and E-GSM model (right) representing the lifecycle of the container (top) and the truck (bottom).

5. Correctness of the translation

The transformation from BPMN to E-GSM presented in
Sections 4.2 and 4.3 must be correct. To this end, we first need
to precisely define what to we mean by “correctness”. Intuitively,
in our setting correctness captures that, given a BPMN model and
a process execution trace, the trace deviates from the model if and
only if the E-GSM translation detects so. Since our framework is
meant to be used at runtime, we also require this to be prompt,
that is, the deviation is detected when it actually occurs. More
specifically, let: (i) B be the input BPMN process model of in-
terest, obtained as a result of the methodological step shown in
Section 4.1, and obeying to the well-structuredeness assumptions
mentioned before; (ii) G5 be the E-GSM process model encoding
the control-flow of B for monitoring purposes, i.e., the result of the
methodological step discussed in Section 4.2; (iii) gg be the E-GSM
model encoding the lifecycle of the mArtifact, i.e., the result of the
methodological step discussed in Section 4.3. Correctness asserts
that for every (possibly partial) execution trace over the tasks and
events of B:

o If the trace conforms to B, then none of the Stages of Gf are
outOfOrder (cf. Fig. 2); conversely, if the trace contains a devia-
tion, then such a deviation is recognized by gg, ie., gg has at
least one outOfOrder, opened Stage when the deviation actually
occurs. Since this property must hold for every trace, then it
must hold also for the minimal, deviating trace. This property
is called the control flow alignment between gg and B.

e By projecting away Data Flow Guards in gg‘ (i.e., by keeping
Process Flow Guards only), gg has an evolution from one Stage

to another if and only if there exists a corresponding transi-
tion in the lifecycle of the mArtifactthat is induced by B. This
is called the lifecycle alignment between B and gg.

The formal proof showing that our translation mechanism is in-
deed correct is given in [14]. In this section we report a relevant
excerpt where a high-level discussion of the proof is presented.

5.1. Trace conformance

Before proving that the translation preserves control flow and
lifecycle alignment, we need to define what does it mean for a
trace to conform to (and deviate from) the BPMN model B, consid-
ering in particular the control-flow constraints present in B. Typ-
ically, conformance is tackled by transforming the process model
of interest into a formal behavioral model (such as a workflow
net [15]), then checking whether a complete trace can be replayed
in the model starting from its initial state, executing all tasks in
the order they are present in the trace, finally reaching the ending
state of the process in a clean way (see, e.g., [16]). This straightfor-
wardly extends to partial traces, by simply checking whether the
given partial trace is a prefix of a complete, conforming trace.

In our context, we do not involve further translation mecha-
nisms. Instead, we directly provide a formal definition of confor-
mance, exploiting the fact that B is well-structured. This definition
obeys to three important properties:

e It is modularly defined over the different types of blocks that
may be employed to structure B, and allows one to assess con-
formance by simultaneous induction on the length of the trace
and on the sub-block relation of 3.
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rule fsm2stage {
from m: UML!StateMachine
to
tfdfg: EGSM!DataFlowGuardType (id <- °’Final_dfgl’,
expression <- ’ony’ + m.name + P _1l,if (0 +
’or’.concatStrings(m.getFinalStates ()
-> collect(s | ’Active(’ + s.name + ’)’)) + ’)’),
tfm: EGSM!MilestoneType (id <- ’Final_mil’,
expression <- ’ony’ + m.name + ’_ejifnot,(’ +
’or’.concatStrings(m.getFinalStates ()
-> collect(s | ’Active(’ + s.name + ’)’)) + ’)’),
tfs: EGSM!SubStageType (id <- ’Final’,
dataFlowGuard <- OrderedSet{tfdfg},
milestone <- OrderedSet{tfm}),
tedfg: EGSM!DataFlowGuardType (id <- ’Error_dfgl’,

expression <- ’ony’ + m.name + ’_1,if_not,(’> +
’or’.concatStrings(m.getAllStates ()
-> collect(s | m.name + ’[’ + s.name + ’]7 )) + ’)7’),

tepfg: EGSM!DataFlowGuardType (id <- ’Error_pfgl’, expression <- ’false’),
tem: EGSM!MilestoneType (id <- ’Error_mil’,
expression <- ’on,’ + m.name + ’_eyif,(’> +
’or’.concatStrings(m.getAllStates ()
-> collect(s | m.name + ’[’ + s.name + ’]’ )) + ’)°’),
tes: EGSM!SubStageType (id <- ’Error’,
dataFlowGuard <- OrderedSet{tedfg},
processFlowGuard <- OrderedSet{tepfg},
milestone <- OrderedSet{tem})}

rule state2substage {
from s: UML!State
to
tpfg: EGSM!ProcessFlowGuardType (id <- s.name + ’_pfgl’,
expression <- s.producePFGExpression()),
tdfg: EGSM!DataFlowGuardType (id <- s.name + ’_dfgl’,
expression <- ’ony’ + s.getParentStateMachine ().name + ’>_1,if, > +
s.getParentStateMachine () .name + ’[’ s.name + ]’ ),
tm: EGSM!MilestoneType (id <- s.name + ’_mil’,
expression <- ’ony’ + s.getParentStateMachine ().name + ’_eyif_ not,’ +
s.getParentStateMachine () .name + ’[’ s.name + ]’ ),
ts: EGSM!SubStageType (id <- s.name,
dataFlowGuard <- OrderedSet{tdfg},
milestone <- OrderedSet{tm},
processFlowGuard <- OrderedSet{tpfgl})}

helper context UML!State def: producePFGExpression(): String =
’or’.concatStrings (self.getPredecessor () -> collect(t | ’Active(’ + t.name
+ ?)?) -> including(
if (self.isInitialState()) then
OrderedSet{ ’not_ (’ +
or’.concatStrings ((self.getParentStateMachine ().getAllStates ()
-> excluding(self) -> collect(s | ’Active(’ + s.name + ’)’))
-> including(’Active (Error)’)) + ’)’ }
else
OrderedSet{}
endif ) -> flatten());

Fig. 9. (Simplified) ATL translation rules to derive from a finite state machine the E-GSM lifecycle model.

o It is also applicable to E-GSM, thus providing the basis for com- of a trace leading from the input to the output place of the
paring B and g%, in terms of control flow alignment; workflow net that encodes B. The encoding is the one obtained
e It is fully compatible with the standard definition of confor- using standard translation mechanisms (see, e.g., [17], noticing
mance over workflow nets, in the sense that a trace conforms that since B is well-structured, the obtained Petri net is indeed

to B according to our definition if and only if it is the prefix a workflow net).
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Fig. 10. Block structure of the Seq2 fragment of the BPMN model in Fig. 5 and of its corresponding E-GSM translation in Fig. 7.

To define conformance, we start by noting that no block is re-
peated twice in B. This guarantees that tasks/events are unam-
biguous, and at the same time ensures that no block directly or
indirectly embeds itself (see the left part of Fig. 10 for an exam-
ple). As a consequence, we get that the sub-block relation in B in-
duces a tree-structure, rooted in the top-level, end-to-end process,
and whose leaves are atomic tasks and events. We call such a tree
the process tree of B. On top of this structure, a notion of execu-
tion state is introduced, so as to keep track of the currently active
blocks, and of those that can be activated next. The initial execu-
tion state declares that the top process block is active, and that
the start event can be activated next. When the start event occurs,
the immediately consequent block can be activated next. Given the
current activation state, a new activation state is computed when
the next execution step is performed, i.e., an event occurs, a task
is started, or a task is completed. How the new state is computed
depends on the specific types of the active blocks, and is done in
two phases. In the first phase, it is checked whether the execu-
tion step is accepted by B in the current activation state. The start
of a task or the occurrence of an event are accepted only if that
task/event can be activated next. The completion of a task is ac-
cepted instead only if that task is currently active. If the execution
step is not accepted, then a deviation occurs. If it is accepted, the
execution step is enforced, leading to update the current state of
B, by deactivating active blocks, and by making new blocks active.
Both the “check” and the “update” phases depend on the semantics
of active blocks and of those that can be activated next. For exam-
ple, a sequence block containing two tasks is managed by ensur-
ing that: (i) the first task can be activated as soon as the sequence
block is activated, (ii) the second task can be activated as soon as
the first task is completed, (iii) the sequence block is deactivated
as soon as the second task is completed.

5.2. Control flow alignment

Given the key notion of acceptance of an execution step, and
that of activation of a block (both sketched in Section 5.1), it is
possible to derive a direct, modular correspondence between B
and G%. More specifically, the translation procedure (cf. Section 4.2)
guarantees that the process tree of B is modularly mirrored in
gg, in the sense that the sub-stage relation of gg reconstructs the
structure of B. The correspondence is not direct, as single, inter-
mediate stages may be inserted in G§ so as to handle the execu-
tion semantics of their corresponding blocks in B. See Fig. 10 for
an example. Thanks to the fact that the translation is modular
w.r.t. the blocks of B, and so is the notion of conformance sketched
in Section 5.1, we then proceed by induction on the structure of
the process tree. In particular, we show that, given an execution
state s where all active blocks in B correspond to opened, onTime
Stages in gg, and given an execution step t:

o if t is considered as a deviation by B in s, then the execution
of t in s causes a Stage of gg to become outOfOrder;

e if t is accepted by B in s, then the new execution state s’ result-
ing from the execution of t in s is such that a block b is active
in s’ if and only if the corresponding Stage in gg is opened and
onTime.

The combination of these two properties implies that gg cor-
rectly monitors the control flow of B, promptly detecting a devi-
ation when the currently processed execution step is indeed con-
sidered so by B.

5.3. Lifecycle alignment

Lifecycle alignment amounts to checking whether g4 is con-
structed by properly incorporating the mArtifact transitions in-
duced by B. However, gg‘ contains Data Flow Guards that are not
synthesized from B, but are used to actually monitor the physi-
cal reality and obtain the mArtifact state accordingly. Hence, align-
ment is circumscribed to Process Flow Guards.

It is immediate to see that G4 is such that each possible mAr-
tifact state corresponds to a Stage, and that at each moment one
and only one of such Stages is opened. We say that mArtifact may
change from state s; to state s, according to G4 if G4 foresees an ex-
ecution step that is applicable when the Stage corresponding to s;
is opened, and whose effect is to close that Stage while simultane-
ously opening the Stage that corresponds to s,. In this light, life-
cycle alignment amounts to checking that, for every pair of mAr-
tifact states s; and s, the mArtifact may change from state s; to
state s, according to gg‘ if and only if B foresees such a transition.
This property, in turn, is proven in two steps. In the first step, we
rely on the correctness of the method proposed in [13], which en-
codes the state-transitions of the input BPMN model B into a cor-
responding state machine M. In the second step, we reformulate
the lifecycle alignment by considering the explicit description pro-
vided by M instead of the implicit one obtained from B. It is then
straightforward to see that this reformulation: (i) faithfully encodes
the behavior of M; (i) produces exactly G4 from B. Correctness of
lifecycle then follows directly.

6. Implementation

Fig. 11 presents the architecture of the monitoring solution we
implemented to assess the effectiveness of our approach. For the
sake of clarity, the figure only shows three (out of five) of the mAr-
tifacts included in our running example, but it is only a matter of
replicating elements. Each mArtifact is monitored by a dedicated
smart object, which embeds the components in the gray box (bot-
tom part of the figure). Before the process starts, the owner of the
artifact instructs the smart object with the E-GSM models derived
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Fig. 11. Infrastructure of our IoT-based monitoring platform.

in Section 4. Then, by querying the smart object, the owner can be
aware of violations in the process or the lifecycle and, in case, take
countermeasures. It is worth noting that, if the ownership of the
smart object changes, thanks to the monitoring solution the new
owner can be aware of the history of the mArtifact.

6.1. Architecture

The On-board Sensors Gateway is responsible for periodically
collecting the values coming from the sensors attached to the mAr-
tifact and transforming them into messages.® These messages feed
the Event Processor, which is a rule engine that transforms the
values from sensors into the states that the mArtifact may as-
sume (e.g., geographical coordinates can help infer the state of
the Truck). This component, given the complexity of required rules
and the computational power of the smart object, can either ex-
ecute locally or outsource the computation to a full-fledged Com-
plex Event Processor (CEP) [18]) that runs on a dedicated server
or in the cloud.” As soon as the mArtifact changes state, the Event
Processor produces two events to indicate that the mArtifact has
left the old state and entered the new one.

The different mArtifacts involved in the same inter-
organizational process must evolve in a coordinated way, and
the correct monitoring of the process requires that mArtifacts ex-
change information about their states. For this reason, the events
produced by the Event Processor are sent to the Events Router® to
inform the other mArtifacts about state changes, and be informed
by them. The Events Router must be configured to know the smart
objects it is supposed to communicate with.

The Events Router then feeds the E-GSM Engine® with the actual
state changes of the mArtifact. The engine hosts the two E-GSM

6 Sampling time and type of interaction (pull/push) can be configured given the
types of the attached sensors.

7 Our prototype adopts the WS02 CEP running on the GIoTTO cloud platform
(http://www.almaviva.it/EN/OurOffering/Information_Technology/Pagine/giotto.
aspx).

8 Source code of the Events Router is available at https://bitbucket.org/
polimiisgroup/eventsrouter.

9 Source code of the E-GSM Engine is available at https://bitbucket.org/
polimiisgroup/egsmengine.

models derived according to our methodology and checks whether
the mArtifact embodied by the smart object complies with both
the control and data flows defined in the original BPMN process
model. The E-GSM Engine also provides a simple Graphical User
Interface (GUI), which allows the owner of the mArtifact to check
the evolution of the process and the artifact.

These components are deployed on the different smart objects,
which then interact through the usual communication means (WiFi
or 4G networks). The whole platform is based on the Node.js
runtime environment'® to support resource-constrained devices.
Node.js eases the execution of hardware and operating system-
agnostic JavaScript code, is available for most hardware and soft-
ware platforms, and is optimized for systems low on CPU power
and RAM. The communication among smart objects is based on
Message Queue Telemetry Transport (MQTT)!!, which is optimized
for low-bandwidth and resource-constrained environments. In ad-
dition, to allow the software modules to communicate with each
other and with the parties, we exposed them as Representational
State Transfer (REST) services.

6.2. E-GSM monitoring platform in action

To test our solution, we used several process models taken from
the logistics domain, which were validated by domain experts. To
simulate sensor values, as well as external events, we built a web-
based test interface.'? This interface allows one to manually define
the values that the On-board Sensors Gateway should receive (upper
part of the screen), and also to interact with the BPMN represen-
tation of the process.”> Changes in the state of the artifacts can be
reported to the monitoring solution (by clicking on the data ob-
jects), as well as events coming from the parties (by clicking on
BPMN start, end or intermediate events). This way, we can demon-
strate that, given proper inputs, the implemented architecture can

10 See https://nodejs.org.

11 See http://mqtt.org.

12 Source code of the test interface is available at https://bitbucket.org/
polimiisgroup/testclient.

13 Rendered through the bpmn,js library (https://bpmn.io/toolkit/bpmn-js).
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monitor the execution of the process and the lifecycle of artifacts
according to our approach.

We assumed that a container is mimicked by a smart object
equipped with an Radio Frequency Identification (RFID) scanner to
identify its position on the MTO premises, scales to detect the load
weight, and a switch that closes once the container is hooked to a
means of transport. Similarly, we assume that a truck is a smart
object equipped with a GPS receiver to identify if it is moving and,
if so, its geographical position. Such smart objects can then be used
to monitor the portion of the process described in Section 2 rele-
vant for a container and a truck. To do so, for both of them, we
fed their E-GSM engine with the models derived according to our
methodology, and provided the Event Processor with the rules to
derive their state based on sensed data. For example, we infer state
[empty,loading_area,unhooked] if the RFID scanner detects the tag
that identifies the loading area, the scales detect a weight lower
than 5kg and the hooking switch is open. Finally, we instructed
their Events Router to listen to the events coming from each other,
plus the ones coming from other artifacts involved in the process
(i.e., the goods, the shipment documents, etc.).

These experimental, instrumented container and truck allowed
us to assess how our solution can be used to assess the compliance
of process executions. For example, suppose that the container has
a defective hooking mechanism, and it detaches from the truck af-
ter being loaded.

Before the container detaches, in the E-GSM process
model of the container, Start, ProvideContainer and
PickUpContainer are closed. On the other hand, in the E-
GSM lifecycle model of the container, EWU and ELU are closed,
while ELH is opened. When the container detaches, its Event
Processor detects that the hooking switch opens, so it infers
that the container is in state [empty,loading_area,unhooked]
and emits a new event. The Events Router of the container
captures this event and forwards it to the E-GSM engine of
the container, that detects a violation both in the control
flow and in the lifecycle. In the E-GSM process model, event
[empty,loading_area,unhooked] triggers PickUpContainer .DFG1,
which causes PickUpContainer to be opened a second
time. However, being PickUpContainer.PFG1l not active,
PickUpContainer becomes outOfOrder. In the E-GSM lifecycle
model, on the other hand, event [emptyloading_area,unhooked]
triggers ELH.M1 and ELU.DFG1, causing ELH to close and
ELU to reopen. However, being ELU.PFG1 not active, a non
admissible transition in the lifecycle of the container (from
[empty,loading_area,hooked] to [empty,loading_area,unhooked]) is
detected.

The Events Router of the container also propagates the event to
the other smart objects. The Events Router of the truck then re-
ceives the event, and forwards it to the E-GSM engine of the truck,
that detects a violation only in the control flow. Similarly to the
container, in the E-GSM process model, PickUpContainer be-
comes outOfOrder, since it is executed twice. On the other hand,
being the truck compliant with its lifecycle, no compliance viola-
tion is detected in its E-GSM lifecycle model.

Fig. 12 shows the interface reporting the status of the smart
device related to the container according to the described sce-
nario. In the upper window, Stages are represented with differ-
ent colors with respect to their status, whereas in the lower win-
dow the detail of the Stage is reported. As shown, the process cor-
rectly started and the container provisioning occurred as expected.
Differently from the expected behavior, the PickUpContainer
Stage is highlighted as non correctly executed (i.e., outOfOrder)
and the details of the involved Data Flow Guards, Process Flow
Guards, and Milestones are reported.

7. Related work

Traditionally, to monitor multi-party business processes, com-
mitments have been used. Commitments are formal contracts that
specify how the interactions between the organization and the ser-
vice provider should be performed [19]. However, their main focus
is on the outcome of the process portions carried out by the or-
ganizations. Consequently, their granularity is coarser than the one
of our approach, which is capable of detecting violations at the ac-
tivity level.

To provide a more fine-grained monitoring, Baouab et al.
[20] and Berry and Milosevic [21] propose solutions that moni-
tor the choreography. However, these solutions are limited to the
messages exchanged among the organizations. Therefore, to mon-
itor a process at the activity level, they require the modeler to
define message exchanges before and after each activity is ex-
ecuted. Other solutions targeting multi-party business processes,
such as [22] and [23], monitor the compliance only at design time,
but offer no direct support for monitoring the execution. To mon-
itor multi-party business processes at the activity level, Kikuchi
et al. [24] proposes a framework that collect and distributes pro-
cess logs generated by Web Services Business Process Execution
Language (WS-BPEL) process engines. However, by expecting all ac-
tivities to be automated (i.e., invoked web services) and by requir-
ing links to be established among all the involved organizations,
this solutions presents the same limitations as the traditional ap-
proaches described in Section 1.

According to Ly et al. [25], compliance monitoring approaches
that analyze both the execution flow and managed data are able
to continuously monitor a process even when violations are de-
tected, and can also discriminate compliance violations according
to the impact on the execution. For example, one can think of ECE
Rules [26], BPath [27], Mobucon EC [28], and SeaFlows [29]. Since
ECE rules are not specifically tailored to business processes, they
do not explicitly support the lifecycle of data artifacts or control
flow constraints. BPath, which was conceived to monitor the ex-
ecution of workflow-like service compositions, do not deal with
the problem of determining when activities are executed as the
lifecycle is captured by the connected service. Mobucon EC and
SeaFlows describe compliance rules with very powerful yet com-
plex languages, Event Calculus and Compliance Rule Graphs re-
spectively, but they do not offer advanced mechanisms to deter-
mine the degree of compliance of process instances. All these so-
lutions require that compliance rules be defined by hand, and none
of them offers mechanisms to derive such rules from the process
model.

To detect the execution order of activities without relying on
explicit messages, Baumgraf$ et al. [30]| proposes the integration of
a CEP and a BPMN engine to detect when activities are executed
based on external events. BPMN is extended with Process Event
Monitoring Points (PEMPs) to identify which events produced by
the CEP engine determine the activation or termination of activ-
ities, gateways, and events. Biilow et al. [31] proposes an archi-
tecture that implements this solution, while [32] presents an ap-
proach that relies on external data to identify when activities, an-
notated with attributes that have to be monitored, are incorrectly
executed.

About the usage of artifact-centric process models and the rela-
tion with imperative languages, Képke and Su [33] proposes trans-
formation rules that transform a BPMN process model into a GSM
equivalent enriched with additional Stages that group activities ac-
cording to business goals. While our work borrowed from these
rules the idea of transforming blocks into nested Stages, the way
expressions on Guards and Milestones are derived is completely
different from the one presented in these articles. The main reason
behind such a discrepancy is that our E-GSM model is monitoring-
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[Data guard: PickUpContainer_dfg1

Sentry: ((GSM.isinfoModel("Container","status","EmptyL oading_areaUnhooked"))) &&
{((GSM.isinfoModel("Truck" "status","MtoSHill')}) && GSM.isEventOccurring("Container_e")

entry: ((GSM.isinfoModel("Container","status","EmptyLoading_areaUnhooked"))) &&
((GSM.isInfoModel("Truck","status","MtoStill"))) && GSM.isEventOccurring("Truck_e")

Process guard: PickUpContainer_pfg

entry: |(GSM.isMilestoneAchieved("PickUpContainer_m1")) && (GSM.isMilestoneAchieved("ProvideContainer_m1"))

Fig. 12. Screenshot of the monitoring solution.
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oriented, rather than execution-oriented. Therefore, our E-GSM
model must not allow to detect only the executions performed ex-
actly as defined in the BPMN model, but potentially every possible
execution.

Eshuis and Van Gorp [34] defines a semi-automated approach
to transform a process modeled using UML Activity Diagrams into
a GSM model that captures the lifecycle of each involved artifact.
Similarly, Kumaran et al. [35], Meyer and Weske [36] and Eid-
Sabbagh et al. [13] propose a language-agnostic algorithm to de-
rive the lifecycle of artifacts based on an imperative process model.
This is possible as long as each activity has input and output infor-
mation entities explicitly defined in the model. Our work differen-
tiates from the one presented in these articles, which use control
flow information to model the interactions among data artifacts,
by keeping such information in the target process model to assess
compliance.

Popova and Dumas [37] defines a translator from Petri Nets to
GSM. The main purpose of that translator is to transform the out-
come of process mining algorithms, which is often represented as
a Petri Net, to a GSM model. This way, process mining techniques
can be used to identify business artifacts that the translator repre-
sents in a language that is easier to understand by domain experts
than Petri Nets.

To ease the definition of GSM models, Eshuis et al. [38] pro-
poses to start modeling the process with Dynamic Condition Re-
sponse (DCR) graphs, and then translate them into GSM. While
DCR graphs allow to model the process in a completely graphical
way, they are still way more complex to understand than impera-
tive languages (as mentioned in [8]).

Concerning the usage of GSM to monitor multi-party pro-
cesses, Meijler et al. [39] proposes a collaboration hub running
a GSM engine to facilitate the coordination of logistics processes.
With respect to our work, information on the execution of ac-
tivities must be explicitly notified to the hub either by interact-
ing with its interface or via web service calls. Gnimpieba et al.
[40] overcomes this limitation by adopting the IoT paradigm: they
take advantage of Guards and Milestones to identify when Stages
are being executed by predicating on sensor data coming from
smart objects. However, with respect to our work, they lack a
methodology to ease the definition of the GSM model. Further-
more, they do not decouple the process model from the rules to
infer the state of an artifact based from sensor data. Finally, they
use the IoT paradigm only to collect and forward sensor data to
a centralized GSM engine. All these solutions require the parties
to rely on a single entity who owns the monitoring infrastructure,
thus not allowing to independently check the process compliance.
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Also, they lack mechanisms to detect deviations in the execution
of the process with respect to the model.

As for the integration of both an activity-centric and a data-
centric perspectives in business processes, Kiinzle and Reichert
[41] and Meyer et al. [42] propose to use information about the
process control flow to define how data should be manipulated.
Both approaches use such information in a prescriptive way, and
assume that the process respects the execution order of activities.
E-GSM, in contrast, does not enforce any predefined flow and uses
control flow information only to detect compliance violations.

8. Conclusions

This paper explains how monitoring multi-party business pro-
cesses is a challenging activity: needs for coordination among the
involved BPMSs, limited visibility on the whole process by the dif-
ferent parties, differences in monitoring artifacts and control flows
are some of the aspects that traditional monitoring solutions are
not able to cope with. Moreover, when physical objects are ex-
changed by the parties, monitoring these objects adds new chal-
lenges.

The proposed approach shows how a proper mix between im-
perative languages, used to easily model the process, and declar-
ative languages, used to configure a monitoring system, and the
adoption of the IoT paradigm can overcome these limitations. In
particular, starting from a multi-party process defined using BPMN,
the paper proposed a methodology to translate this process to the
E-GSM notation. Smart objects are properly instrumented with the
code needed to monitor different portions of the public process
shared by the parties. As each smart object is referring to one of
the physical artifacts involved in the multi-party process, it will
keep the owner of the artifact informed about the progression of
its state and how the process is evolving. Correctness of the trans-
formation from BPMN to E-GSM has been proved, thus guarantee-
ing that a violation is promptly detected by the E-GSM engine if
and only if the last processed execution step deviates from the in-
put BPMN model.

Currently, the proposed approach requires organizations to
transparently share among the other participants how their pro-
cess portions are performed. Additionally, smart objects exchange
information on their state to the other ones participating in the
same execution. This does not allow organizations to keep part of
their process private: either they share this information, or the pri-
vate portion is omitted from the BPMN collaboration diagram and,
consequently, it cannot be monitored with our approach. To ad-
dress these issues, future work will focus on integrating our ap-
proach with security and privacy frameworks.

Future work will also concentrate on categorizing violations
with respect to their impact on the execution, and on using such a
classification to determine the overall health of process instances.
Finally, we aim to extend the methodology considering costs, and
scalability issues which may become important when a process in-
volves numerous artifacts or a given artifact has to deal with nu-
merous events.
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