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Abstract. Many emerging applications in Business Process Manage-
ment, Clinical Guidelines, Service-Oriented and Multi-Agent Systems,
are characterized by distribution, complex interaction and coordina-
tion dynamics. Such domains, apparently unrelated, all ask for a suit-
able tradeoff between flexibility and regulation. In this light, compliance
checking emerged as an effective way to understand whether an observed
course of interaction agrees with what is expected by a model of the sys-
tem. In this paper, we single out a non exhaustive list of desiderata and
challenges for compliance checking applied at runtime. We then argue
that methods, tools and techniques of Computational Logic, and Abduc-
tive Reasoning in particular, can be fruitfully exploited to tackle all such
challenges in a formally grounded, computationally effective way.

Keywords: Compliance monitoring + Abductive logic programming -
Business Process Management - Multi-agent Systems

1 Introduction

Many real world scenarios in the context of the new digital revolution, such
as Business Process Management (BPM), e-Health, Web-Services, Multi Agent
Systems, Self Adaptive Systems, and Internet of Things and People, require
interaction among different entities such as sensors, smart objects, human
users, (soft-)bots and APIs. Traces of these interactions can be conceived as
streams of data, such as transactional records, logs of process activities, mes-
sages produced by multiple, possibly heterogeneous and autonomous sources,
and recorded as ordered sets of events. Such data represent a footprint of reality,
and their processing provides the basis to understand the relationship between
the expected and experienced courses of interaction.

In this light, among the many types of data analysis, of particular interest
is compliance checking, which compares models and observed events in order
to detect possible discrepancies or deviations. Compliance may be assessed at
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different stages of the lifecycle of a system. In general, though, compliance of
complex interacting system cannot be guaranteed by design, nor completely
assessed through static verification techniques. On the one hand, it is in fact
rarely the case that all interacting components are controlled by a single, cen-
tralized orchestrator (think about a service company interacting with external
suppliers). On the other hand, compliance typically requires to analyze data
that are only available while the system runs (think about a regulation impos-
ing that two tasks have to be executed by the same person). This is why we focus
on runtime compliance checking, that is, on the problem of assessing compliance
of partial, evolving courses of execution.

A plethora of desirable features have been identified in the literature as key
towards effective compliance checking. First and foremost, complex scenarios
cannot be described by complete and detailed models of interaction. Instead,
they call for models that reflect adaptivity to change, and that are able to deal
with incomplete information, i.e., models that enjoy flexibility. At the same time,
interaction has to be disciplined by expressing that the involved entities are
expected to behave in agreement with regulations, norms, business rules, pro-
tocols and time constraints. This calls for models that incorporate the notion
of regulation. Beside seeking a suitable tradeoff between flexibility and regula-
tion, other fundamental features have been identified, including support to open
and closed models, clear semantics, data and time constraints, and incomplete
information.

In this paper, we single out a non exhaustive list of desiderata and chal-
lenges for compliance checking applied at runtime. We then show that knowl-
edge representation and reasoning in Artificial Intelligence, and in particular
Computational Logic methods based on abduction [32,34], constitute a formally
grounded, computationally effective framework to model such complex systems,
and provide compliance monitoring facilities. We ground the discussion on the
the SCIFF Abductive Framework [6], on the one hand showing how SCIFF
integrity constraints capture flexible, expressive interactions models, and on the
other hand discussing how the SCIFF abductive proof procedure provides an
effective computational mechanism to monitor compliance at runtime.

2 Desired Features for Compliance Frameworks

In compliance checking (see the Process Mining Manifesto [2]) a model describing
the dynamics of a system is compared with the events related to its concrete
executions, to check if the event traces agree with the model’s prescriptions.

In an organizational setting, the model is typically constituted by a business
process, and its execution traces contain events marking the execution of tasks.
Similar abstractions can be found in a plethora of other domains. In multiagent
systems, models correspond to interaction protocols, while events are the mes-
sages/utterances exchanged by the agents. In healthcare, medical guidelines and
clinical pathways play the role of models, while events are represented by the
actions performed by the involved healthcare practitioners. In service-oriented
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computing, dynamic models of interest are orchestrations/choreographies, while
events correspond to service invocations. Finally, in an IoT setting events emerge
from sensor and device data, while models aim at guaranteeing global properties
that the overall systems should exhibit.

In all these complex scenarios, compliance violations and deviations from
what is expected by the model usually require to promptly act, so as to bring
the system back within the boundaries defined by the model, plan compensating
activities, and/or determine sanctions. This, in turn, calls for runtime compliance
checking (or compliance monitoring), in which compliance is assessed over finite,
evolving event traces, as defined in [42]. As extensively argued in the literature
(see, e.g., [2,42,48]), compliance monitoring poses a number of challenges. We
recap some of the most important ones in the remainder of this section.

Trade-off between Flexibility and Compliance to Regulation. Complex
scenarios usually cannot be represented by complete and detailed models of
interaction, and demands a high level of flexibility to promptly adapt to change.
At the same time, interactions must be disciplined so as to ensure that involved
entities comply with external regulations, norms, business rules, data and time
constraints. In [2] four dimensions are identified, relatively to mining in gen-
eral, and compliance in particular: (a) fitness, (b) simplicity, (¢) precision, and
(d) generalization. Balancing between such quality dimensions is challenging and
highly influences the compliance monitoring quality too. Discrepancies may be
interpreted as errors in the observed, or vice-versa as an inadequacy of the model
in describing reality (or a combination thereof).

Another approach to tackle flexibility comes from the defeasible interpreta-
tion of constraints and norms [28,43]. Requirements can vary from rigid con-
straints (prescriptions) to soft rules (recommendations). This leads to a non-
crisp interpretation of the compliance check, since violation of soft-constraints
does not imply non-compliance of the whole, and some constraints may over-
ride/defeat other constraints. This is subject of discussion, as pointed out in
[20], that advocates the importance of a crisp compliance check: rather than
considering violable constraints, new (better) requirements should be elicited.

Real applications often call for exceptions and peculiar situations that could
not be directly incorporated in the model without undermining its understand-
ability, nor be ignored. Borrowing a solution from the Object Oriented Program-
ming, we could say that violations should be treated as exceptions, i.e., first class
objects/events. Adaptation mechanisms to violations should be supported in the
model, and the compliance checking task should take them into account as well.

Open vs Closed Interaction Models. In compliance checking, the model
plays a fundamental role in describing the coordination of activities, in terms
of required and/or forbidden interactions. Traditionally, procedural models have
been adopted for explicitly enumerating strict compliance requirements (e.g.,
BPMN [31] and Yawl [3] for Business Process, AUML [9] for agents, GLARE
[54] for Careflows). Procedural specifications are interpreted as “closed” models,
i.e., what is not explicitly cited in the model is forbidden. This is contrasted by
declarative, constraint-based models, which adopt an “open” approach, which
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supports all courses of execution that satisfy a given set of constraints, com-
pactly and implicitly describing a variety of behaviours. This approach has been
proven especially suitable in all those complex scenarios where high flexibility
and adaptation are needed, i.e., where procedural approaches would become
“spaghetti-like”. Notable examples of declarative, open models are the ConDec
language for business process management [49], the CLIMB approach to inter-
action [44], and social commitments in open multiagent systems [51,52,55]).
Similar positions can be recognized in the area of programming languages, when
Kowalski advocated the need for declarative languages (and for logic program-
ming in particular) in its seminal work “Algorithm = Logic + Control” [35].

Comprehensive Formal Semantics. To a large extent, compliance checking
techniques come with ad-hoc implementations that are not backed up by a formal
semantics. This poses a twofold problem. First, how compliance is verified is not
precisely described, raising concerns about the interpretation of the compliance
results. Second, it is not possible to assess the generality of the approach, i.e.,
if it could be used to deal with compliance in different stages of the system
lifecycle, or to solve other problems related to compliance.

E.g., compliance is tightly related to model consistency (“Does the model
allows any interaction at all?”), so as to understand whether the model used
to assess compliance is faulty. At runtime, compliance could be instrumental
to prediction/recommendation (“Given a not-yet completed interaction, what
about its possible future courses? What to do next so as to remain compliant?”).

Beyond Control Flow. Control-flow aspects (i.e., dynamic constraints among
tasks such as sequencing, alternatives, parallel executions [4]) have been exten-
sively studied in the past, also in the context of compliance [50]. However, it is
often advocated that more “semantic” constraints shall be considered as well. In
[29,43], semantic constraints/rules focus not only on the control flow dimension,
but also tackle the data associated to the execution of tasks. The same happens
in [41], where structural, data-aware and temporal compliance is tackled. Notice
that time-related aspects (such as deadlines, duration constraints, delays, etc.)
can be considered a special case data-aware constraints, with the obvious differ-
ence that the temporal domain comes with its own specific axioms/properties
(e.g., that time flows only forward). Interestingly, approaches coming from the
area of computational logic proved particularly useful in the combination of such
different ingredients, not only to handle compliance monitoring [45,46], but also
to deal with other forms of reasoning and verification [27,53].

Mixing Procedural and Declarative Aspects. Works like [29,43] argue
that properties related to data and time do not always fit well with control
flow modelling. Consider the following general rule applied in medicine: “Do not
administer a certain drug if the patient is allergic to any of its components”.
This rule applies to each step in a process execution, and would not be well
captured in the control flow description of the process. Generally speaking, this
is the problem of suitably mixing procedural and declarative knowledge, and it
emerges also in the legal setting when it comes to so-called regulatory compliance
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[10]. Logic-based frameworks, such as [12,28,29], show that these two seemingly
contrasting approaches can be captured in a coherent and unified way.

Missing Information. Information about the model and the execution can be
incomplete; some events can be missing (or not observable) or described in a
partial and/or noisy, and/or uncertain way. Hence, the degree of discrepancy
between the interaction model and the execution becomes hard to be evaluated,
and compliance checking can be a difficult hard task.

Also temporal information might be affected by incompleteness, with conse-
quences like, for example, being difficult to predict the duration of the tasks, as
well as to check inter-tasks temporal constraints. In [21], for example, an ad-hoc
algorithm is proposed to ensure dynamic controllability of a workflow (i.e., there
exists at least one way to ensure the compliance of a workflow, independently of
some task and their unknown duration).

Extraction of Meaningful Events. Complex systems can provide a huge
number of low-level, meaningless information. Two issues emerge here. The
first concerns the conceptual granularity of such events: quite often, meaningful
events (w.r.t. compliance) are not traceable, but need to be derived by properly
aggregating the low-level, recorded data. This problem is connected to the more
general problem of activity/event recognition (cf., e.g., [8]). The second issue
concerns the manipulation of large-scale streams of low-level events, which falls
under the umbrella of complex event processing [40].

Scalability of Compliance Monitoring. Issues arise when compliance needs
to be assessed on large systems generating “big event data”. In [1], van der Aalst
argues that scalability issues can be tamed through horizontal and/or vertical
partitioning, so as to distribute the compliance monitoring task over a network
of nodes (e.g. multi-core systems, grid infrastructures, or cloud environments).

3 Abductive Logic Programming in Action

We now introduce the paradigm of abductive logic programming, and show how
it can be used to reason on compliance, obtaining a general, coherent framework
in which all aspects mentioned in Sect. 2 can be suitably tackled.

3.1 Abductive Logic Programming

Abduction is a non-monotonic reasoning process, where facts are observed, and
hypotheses are made to explain the observed facts [33]. Given a Logic Program
P and an observation G (the goal), deductive reasoning tries to prove that G is a
logic consequence of P. However, this might not be possible due to some missing
knowledge in P. Abduction tackles this issue by looking for a set A of hypotheses
such that (P U A) logically entails the goal. An abductive framework provides
the reasoning tool for formulating such hypotheses.

Typically, not all configurations of hypotheses make sense. To declaratively
capture how hypotheses relate to each other, integrity constraints are employed.



8 F. Chesani et al.

A typical integrity constraint (IC) is a denial, expressing that two explanations
are mutually exclusive. Given a set ZC of integrity constraints, an abductive
explanation A must be such that (P U A) logical entails all ICs present in ZC.

Abductive Logic Programs (ALP) have been formalized in [32]. There, an
ALP is defined as a triple (KB, A, ZC), where: (i) KB is a logic program, (ii) A is
a set of abducible predicates, and (%) ZC a set of ICs. Given a goal G, abductive
reasoning looks for a set of literals A C A such that they entail G UZC. The
integration of constraint solving (ACLP) [22,32] enhances the practical utility of
ALP by enriching the representation of the problem domain, and by empowering
the computation of abductive explanations.

3.2 The SCIFF Framework

SCIFF [6] is a ACLP framework that extends Fung and Kowalski’s IFF proof-
procedure for ALP [26] towards compliance checking. Conceptually, this is done
by introducing two types of special predicates, happened events and expectations.

A happened event, denoted by H(Ev,T'), captures the idea that event Ev
occurs at timestamp T. Fwv is a logical term, and consequently may refer to a
complex description of the event and its data. For example, fact

H(administer_drug(p42, paracetamol, mg, 500), 45).

indicates that at time 45, 500 mg of paracetamol have been given to the patient
p42. A finite set of facts denoting happened events constitutes a trace.
Expectations capture the expected behaviour, and come with a positive or a
negative flavour. A positive expectation E(Ev, T) states that event Fv is expected
to happen at time 7. Variables employed therein are quantified existentially.
A negative expectation EN(Ev,T) states that event Ev is expected not to hap-
pen at time 7. Variables employed therein are quantified universally. For example

E(administer_drug(p34, paracetamol, mg, 1000),T1) ATy < 78
A EN(administer_drug(p67, paracetamol, mg, Q), Tz).

models that two expectations are in place. First, patient p34 is expected to
receive 1g of paracetamol within the deadline of 78. Second, patient p67 is
expected to not receive any quantity of paracetamol at any time.

In SCIFF, models are specified through three components: (i) a knowledge
base KB, i.e. a set of (backward) rules head < body; (ii) a set ZC of ICs, each of
which is a (forward) rule of the form body — head; and (iii) a goal G (as in logic
programming). The integrity constraints can be considered as reactive rules, i.e.,
when the body becomes true (because of the occurrence of the involved events),
then the rule “fires” and the expectations in the head are generated. E.g., IC

H(temperature(P, Temp),Ty) N Temp > 38 —
E(administer_drug(P, paracetamol,mg, 1000), To) ATy > Th ATy < T1 + 10.

states that if a patient P is detected to have the temperature at a time 7}, then
it is expected that P is given 1g paracetamol, within ten time units after 77.
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Intuitively, SCIFF defines compliance as a sort of “hypothesis” confirmation
relating happened events and expectations: a trace is compliant with a SCIFF
specification if all expectations generated by combining the trace with the ICs
are confirmed, i.e., for every positive expectation (E) there is a corresponding
happened event (H) in the trace, and if for every negative expectation (EN)
there is no corresponding happened event (H) in the trace. The correspondence
between events and expectations is grounded on the notion of wunification in
Logic Programming [38]. Finally, SCIFF is inherently “open”: everything that
is not explicitly forbidden is indeed allowed. The interested reader might refer
to [6] for a comprehensive description of the SCIFF Framework.

3.3 On the Suitability of SCIFF to Monitor Compliance

We now go through the different desired features for compliance frameworks
discussed in Sect. 2, and argue how they can be tackled using SCIFF.

Formal Semantics, Flexibility, Open/Closed Models. Being SCIFF
grounded on ALP, it natively comes with a formal declarative semantics, and
with a corresponding (sound and complete) proof procedure to generate and con-
firm expectations. Furthermore, the notion of expectation confirmation briefly
recalled in Sect. 3.2 allows us to lift the semantics of ALP to handle (runtime
and offline) compliance [44]. Other reasoning tasks, such as model consistency
and prediction/recommendation, can be supported as well (see our preliminary
works in [14,15]). The definition of compliance rules in terms of logic-based
specifications also allowed us to learn rules from traces, by realizing a form of
discriminative mining through inductive logic programming techniques [16].

Notice that a number of concrete, end-user oriented languages for interac-
tion/process modeling can be translated into SCIFF, and consequently directly
inherit such compliance-related functionalities. E.g., we translated into SCIFF
the constraint-based service interaction language DecSerFlow [47], and the
AUML language for multiagent interaction protocols [5].

Notably, DecSerFlow and AUML are radically different in the way they app-
roach interaction models, since they respectively adopt an open and closed app-
roach to interaction. In Sect. 3.2, we argued that SCIFF adopts an open app-
roach, so one might wonder how is it possible to capture closed models in SCIFF.
We show this versatility by considering the sequencing between two events a and
b, that is, the compliance rule indicating that whenever a occurs, then b should
occur afterwards. In an open setting, any other event may happen before, during
and after the sequence. The SCIFF formalization of this open interpretation is
constituted by the IC:

H(a,T,) > E(b,T) ATy, > T,.

What if, instead, one would prefer a closed interpretation of the sequence, that
a and b should occur next to each other? This could be declaratively captured
by suitably exploiting temporal constraints, negative expectations, and logic
programming variables in the following two ICs:
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H(a,T,) — E(b,Ty) ATy > Ty NEN(X, T,) AT, < T, < T
H(b,Ty) — E(a, T,) ATy > Ty NEN(X, Ty) AT, < Ty < T

The first IC models again the sequence, but it also forbids the occurrence of any
event between a and b. The second IC instead completes the notion of “chaining”
between a and b, indicating that if b occurs, a should have occurred previously.
This modelling technique can be tuned so as to capture hybrid models com-
bining openness and closeness. Finally, a generalized notion of closeness may
also be realized by revisiting the declarative semantics of compliance provided
by SCIFF, in particular expressing that a trace is compliant if and only if for
every happened events there is a corresponding expectation, and vice-versa.

Beyond Control Flow. Since SCIFF is based on (constraint) logic program-
ming, it inherits the expressive power needed to capture background, domain
knowledge in the form of a knowledge base. In addition, events may be repre-
sented using complex, structured terms involving data, and data-aware con-
straints are seamlessly supported as constraints over variables used inside
such terms. As shown above, special variables are used to explicitly denote
timestamps, consequently allowing one to specify both qualitative (e.g., response,
precedence, sequencing) and quantitative (e.g., delays, deadlines) temporal con-
ditions by means of constraints involving such special variables.

Mixing Procedural and Declarative Aspects. SCIFF naturally lends itself
to model declarative compliance rules, but procedural flow constructs can be
captured as well [15,17]. Unfortunately, a direct combination of declarative and
procedural specifications is not always satisfactory, since the two may impose
conflicting requirements. For example, in the healthcare domain procedural
guidelines are used to indicate a default treatment, and subtly interact with
the background medical knowledge used to avoid harmful situations. E.g., a
guideline for treating pneumonia may prescribe the administration of penicillin,
which would conflict with the general clinical practice if the patient is allergic to
penicillin. The conflict is resolved, in this case, by administering a different drug
with equivalent effects. The mindful reader might object that this interaction
can be tackled by explicitly incorporating alternative choices within the guide-
line. However, this approach would hinder the readability of the guideline, and
may become unmanageable in general, since it requires to foresee, at modelling
time, all possible subtle interactions between these two sources of knowledge.

A suitable way to manage this types of conflict while retaining understand-
ability and flexibility is an open challenge. In [11] we separated the representation
of the guideline and the basic medical knowledge, and assumed a user-defined
priority of the medical knowledge with respect to the guideline prescriptions.
This solution is peculiar to the medical field, and cannot be directly generalized.
Relevant directions of research in this respect are approaches that assign differ-
ent weights to rules, like defeasible logic, default logic, and variants of preference
logic [7,30].

Missing Information. In a number of applications the collection of event data
is far from being precise and complete: some events may not be monitorable, or
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may be monitored by error-prone systems, thus producing incomplete, corrupted
and/or noisy traces. Such common situations require to suitably revise the notion
of compliance, so as to distinguish noncompliant traces from traces that, due to
logging issues, appear to be noncompliant. Thanks to its abductive semantics,
SCIFF naturally lends itself to deal with this setting, as shown in [14,15]. There,
a novel approach to compliance is presented, where beside yes/no answer, also
the concept of weak compliance is explored. The idea is that a trace with missing
information might be weak compliant with respect to a SCIFF specification, if it
is possible to make a set of consistent hypotheses about the missing information.
This approach simultaneously accounts for missing events, events with missing
data (e.g., a logged event without the indication of “who” generated it), and
events with missing time. Intuitively, missing events are handled by allowing
SCIFF to hypothesise the occurrence of expected events, and to assess weak
compliance by checking whether the overall set of formulated hypotheses is con-
sistent. Traces with incomplete information are instead dealt with by allowing
the happened events contained therein to include variables, and letting SCIFF
formulating hypotheses on the values that such variables may take.

Of course, the problem of incomplete information in compliance may be tack-
led with other techniques, such as planning [25], and would also benefit from
techniques that are able to tame uncertainty, such as fuzzy set theory, proba-
bilistic reasoning, evolutionary computing, and machine learning.

Extraction of Meaningful Events. A well-established approach to complex
event/activity recognition and processing in a declarative setting is that of the
Event Calculus (EC) [36]. EC is a powerful logic-based framework to reason on
the effects that events have on the “state” of the world. On the one hand, this
mechanism can be used to infer high-level events from low level samples [8]. On
the other hand, it can be exploited to reason on the effects that events have on
the normative state of business interactions, which in turn can be used to relate
compliance at the level of events with compliance at the level of contracts and
commitments [19,55].

Notably, in [18] it has been shown that the EC can be formalized in SCIFF,
with a twofold advantage. From the semantical point of view, event-based and
state-based specifications are reconciled in a single logical framework. From the
operational point of view, the SCIFF proof procedure provides a very effective
form of runtime reactive reasoning for the EC, which is quite unique in the
literature.

Scalability of Compliance Monitoring. The expressiveness of SCIFF, and
the sophistication of its proof procedure, make it sensible to performance and
scalability issues. An open challenge concerns the exploitation of modern paral-
lelization and distribution architectures so as to improve the efficiency of com-
pliance monitoring in SCIFF.

Interesting insights towards this goal come from the BPM field, where [1]
has proposed an approach based on horizontal and vertical partitioning, to
split traces and models and decompose the evaluation of compliance accord-
ingly. Specifically, vertical partition assumes the existence of a special data slot,
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called case identifier, that is attached to all happened events and that is used
to correlate and group them into different traces depending on the case. As an
example, consider a loan management process: while the information system
used to handle loans would log all events about all requested loans, such events
may be separated into different traces on the basis of the loan identifier. This
impacts on compliance, as each trace can be combined with the regulatory model
of interest independently form the other traces, paving the way towards a direct
parallelization /distribution of compliance monitoring.

In horizontal partitioning the regulatory model and the monitored traces
are decomposed into sub-models and sub-traces, on the basis of the relevance
of events to the different sub-models. This technique is effective if the overall
framework guarantees some compositionality property, that is, if compliance of
a trace with a regulatory model can be simply derived by checking compliance of
its sub-traces with the corresponding sub-models. In general, the determination
of sub-models and sub-traces so as to preserve compositionality is a difficult
task, especially in the case of procedural models, while logic-based approaches
naturally lend themselves to be decomposed.

Vertical and horizontal partitioning techniques have been reconstructed
within SCIFF in [39], paving the way towards compliance monitoring via Map-
Reduce. A similar approach has been investigated in [13], for the context of
multiagent systems.

4 Conclusions

In this overview paper, we have introduced the important problem of compliance
checking, focusing in particular on runtime compliance monitoring in the con-
text of several application domains. We have argued that abductive reasoning,
and in particular the SCIFF abductive logic programming framework, provides
a comprehensive and rich approach to model sophisticated, flexible regulatory
specifications, and to operationally monitor compliance. We have also outlined
a number of challenges, how they can be tackled in SCIFF, and how they open
interesting lines of research for the future.

It is worth recalling that checking compliance in SCIFF amounts to formulate
hypotheses and abductive explanations that provide very valuable insights to
human stakeholders. In this respect, this approach is fully in line with the recent
debate on Al as “artificial” vs “augmented” intelligence.

Two additional open challenges are worth to be mentioned when it comes to
aiding humans in compliance assessment. A first crucial challenge concerns how
to aggregate and combine multiple alternative hypotheses formulated by SCIFF
when monitoring compliance, so as to obtain a sort of integrated, compact expla-
nation for the essential causes for noncompliance. Specifically, we are interested
in understanding whether it is possible, in the context of compliance, to recon-
struct a notion similar to that of event structure [23], which has been advocated
as a unifying representation formalism for processing models and traces.

A second important challenge is how to exploit the formal foundations pro-
vided by SCIFF so as to go beyond compliance checking. As witnessed by recent
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works [24,37], there is a great interest towards more advanced techniques to esti-
mate the “distance” between a regulatory model and a monitored trace, possibly
also indicating how to realign/repair the trace and/or the model so as to restore
compliance.
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