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Abstract

Although stemming from very different research areas, Multi-
Agent Systems (MAS) and Service Oriented Computing (SOC)
share common topics, problems and settings. One of the common
problemsisthe need to formally verify the conformance of individ-
uals (Agents or Web Services) to common rules and specifications
(resp. Protocols/Choreographies), in order to provide a coherent
behaviour and to reach the goals of the user.

In previous publications, we developed a framework, SCIFF,
for the automatic verification of compliance of agents to protocols.
The framework includes a language based on abductive logic pro-
gramming and on constraint logic programming for formally defin-
ing the socia rules; suitable proof-procedures to check on-the-fly
and a-priori the compliance of agents to protocols have been de-
fined.

Building on our experience in the MAS area, in this paper we
make a first step towards the formal verification of web services
conformance to choreographies. We adapt the SCIFF framework
for the new settings, and propose a heir of SCIFF, the framework
A'LoWS (Abductive Logic Web-service Specification). A'LoWS
comes with alanguage for defining formally a choreography and a
web service specification. As its ancestor, A!LOWS has a declar-
ative and an operational semantics. We show examples of how
A'LoWS deals correctly with interaction patterns previously iden-
tified. Moreover, thanks to its constraint-based semantics, A'LoWS
deals seamlessly with other cases involving constraints and dead-
lines.

Categories and Subject Descriptors F4.1 [MATHEMATICAL
LOGIC AND FORMAL LANGUAGES]: Mathematical Logic -
Computational Logic; F3.1 [LOGICS AND MEANINGS OF
PROGRAMS]: Specifying and Verifying and Reasoning about Pro-
grams; D.2.12 [SOFTWARE ENGINEERING]: Interoperability;
1.2.3 [ARTIFICIAL INTELLIGENCE]: Deduction and Theorem
Proving - Logic Programming
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1. Introduction

The mating between high availability of network resources and the
growing of software applications is breeding in recent years new
technologies and software tools. Network ubiquity, joined together
with the software engineering requirement to combine existing
tools and divide the complexity of applications, is spawning new
programming paradigms.

One of the most successful is Service Oriented Computing, one
of the children of Object Oriented Computing. Web service tech-
nology is an important instance of Service Oriented Computing
aiming at facilitating the integration of new applications, avoiding
difficulties dueto different platforms, languages, etc. In this context
theway to build complex services from simpler onesis called com-
position and it is a very interesting and promising research area.
Service composition promises to considerably reduce development
time and costs by taking components off-the-shelf and joining them
in aworking application. Although very appealing, it leaves open
questions, such as correctness of the composition, or ensuring in-
teroperability of the web services. Choreographies propose an an-
swer to such questions. The behaviour of the various web services
is defined through alanguage (e.g., WS-CDL [23]), explaining the
information flows amongst the components. However, the formal
proofs of conformance of aweb service to a choreography are not
yet fully given.

Another technology descending from networks and artificial in-
telligence is the Multi Agent Systems (MAS). In the MAS area
there exists awide literature about checking the conformance of an
agent to social rules (or protocols), both at run-time and at design-
time. Baldoni et al. [8], amongst others, pointed out the similarities
of requirements in the two areas of web service composition and
multi agent systems. Both are devoted to define a collaboration be-
tween a collection of peers that share common goals. Both Chore-
ographies and societies should capture interactions and dependen-
cies between interactions (time constraints, deadlines, control-flow
dependencies, etc.). Both describe the external behaviour of mem-
bersavoiding theinternal details of theimplementation of the peers.

Stemming from previous experience in multi-agent systems, we
follow the path of Baldoni et a. and propose to apply agent tech-
nigues to web service composition. Within the SOCS european
project [27], we proposed a formal language to define multi agent
protocols [5, 6]. We gave an abductive semanticsto the devised lan-
guage, and developed an abductive proof procedure, caled SCIFF



[7], to check on-line the compliance of agents to protocols. More
recently, we applied avariant of SCIFF, called g-SCIFF [2], to the
problem of proving properties of a protocol itself (such as security
properties). In this work, we apply these technologies to web ser-
vice composition, and propose a framework, called ALoWS (Ab-
ductive Logic Web-service Specification), that exploits the variants
of SCIFF for checking the interoperability of web services.

This work extends a previous proposal that was limited to de-
terministic choreographies, i.e., the web service does not have
choices, but should always reply with predefined messages [11].

2. TheA'LowSframework

We propose a framework, called A’'LoWS (Abductive Logic Web-
service Specification), to verify the conformance of web servicesto
choreographies. A’LoWS is based on computational logic, and, in
particular, it has an abductive semantics.

Abduction is the inference rule that lets an intelligent system
raise hypotheses, and reason about them, in order to find explana-
tions for some evidence. Itstypical application isthe diagnosis, or,
in general all the applications in which reasoning from effects to
causes is necessary. It has often been used for planning (for exam-
ple, with the abductive event calculus [15]): agoal stateis consid-
ered as the final effect, and the sequence of actions (hypotheses)
that would cause such a state make up a plan for obtaining the goal.

In this paper, we adopt abductive reasoning to make hypothe-
ses on the sequence of events that might occur in an interaction
between web services. We are able to generate such interaction
through abductive proof-procedures, and to test conformance of
web services to choreographies.

Formally, an Abductive Logic Program [22] is a triple P =
(KB, &,ZC) where KB is alogic program, £ is a distinguished
set of predicates, called abducibles, that have no definitionin K B,
and ZC is a set of logical formulas, caled Integrity Constraints,
that involve both abducibles and defined predicates, and that must
always hold true. The am isto find aset A C &£ such that it
explainsagod G

KBUAEG
and such that al the integrity constraints are satisfied

KBUA E1IC.

A'LoWS builds upon the tools and technologies developed in
the SOCS project in the Multi Agent Systems area. In A'LoWS,
the behaviour of the web services is represented by means of
events. Since we focus on the interactions between web ser-
vices, events always represent exchanged messages. We adopt
the same syntax used in [8]: a message is described by the term
mg(Sender, Receiver, Content), where m,, is the type of mes-
sage, and the arguments retain their intuitive meaning. We some-
times simplify the notation, and omit some of the parameters when
the meaning is clear from the context.

In A'LoWS we have two types of events. Happened events are
represented as H(M essage, T'ime), where Message hasthe syn-
tax previoudy defined, and T'ime is an integer, representing the
time point in which the event happened. As we will see in the fol-
lowing, the H predicate can be abduced, when making hypotheses
on the possible interactions. In other phases, happened events are
considered as given apriori, thus considered as a defined predicate.

The second type of events are expectations. From both web
services and choreography’s viewpoint, given a past history of
happened events, more events are expected to happen, in a con-
formant evolution. We represent expectations with the predicate
Ex(Message, Time) expressing the fact that the corresponding
event isexpected to happen, in order to fulfil the coherent evolution,
from the viewpoint of X (where X might be either the choreogra-

40

phy or aweb service). An expectation is called fulfilled if there ex-
istsamatching H event. For example, the expectation E(p(X),T')
can be fulfilled by the event H(p(a), 1).

2.1 Specification of a Choreography

A choreography describes, from a global viewpoint, what are the
patterns of communication, or interactions, allowed in asystem that
adopts such choreography [9]. The choreography specification de-
fines the messages that are allowed: it is not possible to exchange
other messages except the ones explicitly specified. The choreogra-
phy also enlists the participants, the roles the participants can play,
and other knowledge about the web service interaction.

We specify a choreography by means of an abductive logic
program [22]. A choreography specification P.n., is defined by
thetriple:

Pchor = <KBchor7 gchomz-cchor>
where:

o K Benhor iSthe Knowledge Base,
chor 1Sthe set of abducible predicates, and
® 7TC.hor isthe set of Choreography Integrity Constraints.

The Knowledge Base (K Behor) Specifies declaratively pieces
of knowledge of the choreography, such as roles descriptions, list
of participants, etc. K B.nhor iSexpressed in the form of clauses (a
logic program); the clauses may contain in their body expectations
about the behaviour of participants, defined literals, and constraints,
whiletheir heads are atoms. The syntax isreported in Grammar (1),
where Atom and T'erm have the usual meaning in Logic Program-
ming [25] and Constraint is interpreted as in Constraint Logic
Programming [20].

SOKB ::= [Clause]*
Clause == Atom « Cond
Cond ::= ExtLiteral | A ExtLiteral |* 1
ExtLiteral :== Literal|Expectation|Constraint @
Ezxpectation ::=  Ecpor(Term [, T))
Literal :== Atom | =Atom | true

The abducible predicates are those that can be hypothesized
(abduced) in our framework, namely happened events (denoted by
the functor H) and expectations (denoted by the functor E.p..-).

Choreography Integrity Constraints ZC.p., are forward rules,
of the form Body — Head, whose Body can contain literals and
(happened and expected) events, and whose Head can contain
(digiunctions of) conjunctions of expectations. In Grammar (2) we
report the formal definition.

Icchor - [[C]*
IC == Body — Head
Body := (FEwvent|Expect) [\BodyLit]*
BodyLit == Ewvent|Expect|Literal|Constraint
Head == Disjunct| V Disjunct]*|false 2
Disjunct := Expect| A (Expect|Constraint)|*
Expect = Ecpor(Term [, T))
Event == H(Term][,T))
Literal := Atom|-Atom

The syntax of ZC 1., isasimplified version of thaﬁ defined for
the SOCS Integrity Constraints[4]. In particular in A'LoWS we do
not need negative expectations and explicit negation.

In Fig. 1 amulti-party interaction is shown, expressed by the set
of Integrity Constraintsin Specification 2.1: the depicted scenariois
about a User that wants to buy aflight ticket from a Flight Service,
and pay by sending a payment order to a Bank. In this particular
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Figure 1. Graphical representation of a simple choreography

case, there was no need for a knowledge base of the choreography,
SO K Behor iSempty.

CLP congtraints [20, 21] can be used to impose relations or
restrictions on any of the variables that occur in an expectation,
like imposing conditions on the role of the participants, or on the
time instants the events are expected to happen. For example, time
conditions might define orderings between the messages, or enforce
deadlines.

A choreography can be goal directed, i.e. a specific goa G.nor
can be specified: for example, a choreography used in an electronic
auction system could have the goa of selling all the goods in the
store. The syntax of the goa is the same as the condition of a
clause (Cond in Grammar 1). If no particular goal is required to
be achieved, G.1.. iSbound to true.

2.2 Representing Web services

In an analogous way as we define the specification of a choreogra-
phy, we describe the interface behaviour of aweb service by means
of an Abductive Logic Program. In particular, werestrict our analy-
sisto the communi cative aspects of the interface behaviour of aweb
service. A Web Service Interface Behaviour Specification Py, isan
Abductive Logic Program [22], represented with the triple

Puws = (KBus, Ews, ZCws)
where:
® K By, isthe Knowledge Base of the Web Service,
o &, iIsthe set of abducible predicates, and
e 7C s isthe set of Integrity Constraints.

The Knowledge Base (K B.,s) specifiesthe knowledge of aWeb
Service. In K B,,s, clauses may contain in their body literals de-
finedin K B, expectations about the behaviour of theweb service
ws, Or messages that ws expects to receive from other participants.
It has the same syntax as the choreography’s knowledge base, ex-
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Specification 2.1 The specification of the choreography shown in
Fig. 1.

H(request(User, F'S, Flight), T))
—Echor(Offer (F'S, User, Flight, Price), T,)
VEchor (NotAvailable( F'S, User, Flight), Tha)

©)

H(offer (F'S, User, Flight, Price), T,)
—Echor(ackOffer (User, F'S, Flight, Price), T,)
VE_ hor (NACkOSfer (User, F'S, Flight, Price), Tq)

(4)

H(ackOffer (User, F'S, Flight, Price), T,)
—Echor(payment(User, Bank, Price, F'S),Ty)
VEchor(cancel (User, F'S, Flight), Ty)

©)

H(ackOffer (User, F'S, Flight, Price),T,)

A H(notifyPayment(Bank, F'S, Price), Tp)
—Ecnor(flightTicket(F'S, User, Flight), Ty)
VEchor(flightCancelled(F'S, User, Flight), Ty)

H(cancel (User, F'S, Flight), T,)

-
—Ecnor(flightCancelled(F'S, User, Flight), Ty) @)

H(payment(U ser, Bank, Price, Creditor),Tp)

8
—Echor (notifyPayment( Bank, Creditor, Price), T,) ®

cept for the expectations, that are indicated with the functor E,,s
instead of E.por.

Ews iSthe set of abducible predicates. Similarly to the choreog-
raphy specification, this set consists of both expectations (denoted
by E.,s) and happened events (H). In the choreography specifica
tion the expectations are used for representing the global viewpoint
of how things should go, hence al the expectations have the same
meaning. In the web service specification instead we are express-
ing how the web service “perceives’ the interaction: the viewpoint
is local, and the expectations assume a slightly different meaning
depending on who is expected to do what. More in detail:

e Expectations about messages where ws is the sender are in-
tended as the possible messages that ws can indeed utter. Intu-
itively, expectations of theform E.,s (ms (ws, Any, Content))
represent the “active” behaviour of ws, i.e. the actions that it
could perform. Hence they represent the “outgoing” commu-
nicative behaviour of ws. The conformance test should ensure
that every possible message that ws could utter isindeed envis-
aged by the choreography.

Expectations about messages where other participants are the
senders and ws is the receiver can be intended instead as the
messages that ws is able to understand. They are of the form
Eus(ma(Any, ws, Content)), with Any # ws.

Integrity Constraints ZC.,s are forward rules, of kind body —
head: from the syntactic viewpoint, they areidentical to the ZC .hor
(except for the fact that expectations are from the web service's
viewpoint: E,,s instead of E.p.-). While in the choreography
specification we use them to specify the desired behaviour of the
participants, ZC ., are used instead to describe the communication
aspects of the interface behaviour of aweb service ws.
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In Fig. 2(a) the communicative part of the interface behaviour
of aweb service is represented. The corresponding translation in
terms of ZC.s iS given in Spec. 2.2; in this case the knowledge
base K B,,s isempty.

Specification 2.2 The interface behaviour specification of the web
service shown in Fig. 2(a).

H(request(User, fs, Flight),T;)
—Ey (offer(fs, User, Flight, Price), T,) 9
VE,(notAvailable(fs, User, Flight), Tha)

H(offer (fs, User, Flight, Price),T,)
—E s (ackOffer (User, fs, Flight, Price),Tq)
VE ;s (nAckOffer (User, fs, Flight, Price),T,)

(10)

H(ackOffer(User, fs, Flight, Price), Ty)
AH (notifyPayment( Bank, fs, Price), Tp)
—Ej,(flightCancelled(fs, User, Flight),T¢)
ANy >To+6ANTe > Ty
VE s, (flightTicket(fs, User, Flight),T;)
NTy > Ty

(11)

H(ackOffer (User, fs, Flight, Price), Tq)
—E s (notifyPayment( Bank, fs, Price),Tp)
VE(cancel(User, fs, Flight),T.)

(12)

H(cance (User, fs, Flight),T,)

13
—Ej,(flightCancelled( fs, User, Flight), T}) (13)

As for the choreographies, also web service specifications can
be goal directed, by specifying a goa G..s, with the same syntax
(Cond in Grammar 1), in which the expectations are E,,. instead
Of Echor-

3. Conformance: declarative semantics

Intuitively, conformance is the characteristics of a web service to
comply to a choreography, provided that the other peers will be-
have according to the choreography. From the declarative seman-
tics viewpoint, the test of conformance requires to assume further
hypotheses about events ws expects to utter, and events that the
choreography expects other peers to utter. Both can be mapped
into constraints, provided that we consider the predicate H as ab-
ducible. We use the web service' s interface behaviour P, s to fore-
see the messages the web service will send in every possible situa-
tion, provided that the other peers behave as specified by the chore-
ography. Formally, all the messages the web service ws expects to
send will be executed, i.e.:

Eyus(mg(ws, R,C), T) — H(mg(ws, R,C),T) (19

Symmetrically for the messages exchanged by other peers as pre-
scribed by the choreography specification Peror:

Echor(mz(5, R, C),T),S # ws — H(mz(S, R, C),T) (15)

The possible interactions amongst the web service ws and the other
peerswill bethe sets HAP™* satisfying equations 14 and 15.

DEFINITION 1. Given the abductive program (K By, Eu, ZCu),
where:



(] KBU £ KBChOT U KBws
L4 SU = Scho'r U gws
o ICU = Icchor U Icws

a possible interaction amongst a web service ws in a choreography
chor for agoal G £ Gus UGenor isapair (HAP*, EXP) such
that:

KBy UHAP"UEXP £ Gu (16)
KBy UHAP*UEXP | 1ICy 17
KBy UHAP*UEXP £ (14) U (15) (18)

(where by Eqg. 18 we mean that equations 14 and 15 must hold).
Theset HAP™ isalso called possible history.

When the goal Gy is true, the empty set is typicaly one of
the possible histories. The empty history is often of little (or no)
interest for proving conformance. When the interesting histories
are only those containing at least one event, the expectation of
such event can be inserted as the goa Gy . Typicaly, we use as
goa the expectation (both from the web service's viewpoint, E,,s
and from the choreography’s viewpoint, E.p.) of the first event
of an interaction. This poses no serious restriction on the types of
protocolsthat can betested, asif thereisnot aunique starting event,
adummy event can be inserted as initiation of the protocol.

EXAMPLE 1. Suppose a choreography prescribes the following
protocol:

H(ask(ws, R, X)) — Ecpor(answer(R,ws, X)) (29)
H(answer(R,ws, X)) — Echor(ack(ws, R, X))

while the web service's integrity constraints contain only the first
rule

H(ask(ws,R,X)) — Eys(answer(R,ws,X)).

Let Gu = Eus(ask(ws, peer, X)), Echor(ask(ws, peer, X)).
Giventhegoal Gy, theweb service ws hastheintention to send an
ask message to the peer, so all the possible histories for Gy will
contain the event H(ask(ws, peer, X)). The peer’s behaviour
is simulated through the rules in the choreography specification.
Snce the choreography has an expectation (generated by rule 19)
Echor (answer(peer,ws, X)), thiswill become a happened event
in all the possible histories: H(answer(peer,ws, X)). Now, the
second rule provides a choreography's expectation about the third
message: the web service ws is supposed to send an ack message.
But, as we can see from the web service's specification, ws does
not have an expectation to send such message, so the simulation
will not suppose it will comply to the choreography’s expectation.
o, the (only) possible history for thegoal Gu is

HAP" = {H(ask(ws, peer, X)),

H(answer (peer,ws, X))}. (20)

In a possible history, the messages uttered by the peers comply

by definition to the choreography. However, the messages uttered

by the web service under test might be non conformant. The web

service ws is conformant if al the possible histories are confor-

mant. Also, ws should be able to understand all the messagesin a

possible history, otherwise there might be requests of other peers

in the given choreography which ws isunable to serve. We require

that all the possible histories satisfy both the choreography and the
web service expectations.

DEFINITION 2. Apossible history HAP* is Feeble Conformant if
there exists a set EXP such that*

KBy UHAP*UEXP | Gy (21)
KBy UHAP*UEXP £ ICu (22
HAP*UEXP E E,(X)—-HX) ()
HAP*UEXP [ Eg; o (X) — H(X) (24)

A web service is feeble conformant if all the possible histories are
feeble conformant. A pair (HAP*, EXP) isa Feeble Conformant
Interaction if HAP™ is a feeble conformant history and EXP is
a set of expectations satisfying equations (21-24) which is minimal
with respect to set inclusion.

ExAMPLE 2. Consider again the situation in Example 1. Given the
possible history of Eq. 20, the expectation of the choreography for
the third message (ask) remains not fulfilled, so the web service ws
is clearly non conformant.

Feeble conformance ensures that the web service ws will utter
all the messages requested by the choreography, but it still does not
reguire ws to avoid the messages forbidden by the choreography.
We extend feeble conformance to a stronger version in the follow-
ing.

A possible history is strong conformant if (it is feeble con-
formant and) al the happened events were expected both by the
choreography and the web service. Weinclude in this concept only
the communications that involve the web service under observa-
tion (the other events, e.g., messages exchanged by other peersin
amulti-party interaction, are always considered conformant). Also,
by definition the messages sent by the web service comply to its
own specifications, and symmetrically the messages sent by the
other peers comply to the choreography.

DEFINITION 3. A feeble conformant interaction (HAP*, EXP)
isalso a Strong Conformant Interaction if the following conditions
hold:
H(mx (ws, R, C)) —  Echor (mx (w57 R7 C)) (25)
H(mT(S7 ’LUS,C)) A EU’S (m$(57 ’LUS,C)). (26)
A Strongly Conformant History isa history for which there existsa

strongly conformant interaction. A web serviceis Strongly Confor-
mant if all the possible histories are strongly conformant.

ExAMPLE 3. Let us change in the previous example the specifi-
cations of the choreography and of the web service, i.e., the web
service specification is

H(ask(ws, R, X)) —
H(answer(R,ws, X)) —
and the choreography is
H(ask(ws, R, X))
Inthis case, theweb service ws hastheintention to send the ack, so

itwill indeed send it in all the possible histories. The choreography
does not prescribe thisthird message. The possible history becomes

HAP"; = {H(ask(ws, peer, X)),
H(answer(peer,ws, X)),
H(ack(ws, peer, X))}.

E.s(answer(R,ws, X))
Eys(ack(ws, R, X))

- Echor(answer(R7 ’U]S,X)).

1 Note the difference between Equations (23-24) and Equations (14-15):
Equation (23) is used as a test, and requires all the expectations of the web
service to be fulfilled, while Equation (14) is used to generate the behaviour
of the web service and imposes only the fulfilment of the expectations the
web service has about itself. Analogously for Equations (24) and (15).



All the expectations of the choreography are fulfilled by one
message of ws, so it is feeble conformant. However, ws will also
send an unregquested message ack, that might confound the other
peer, undermining the interoperability. There exists no expectation
from the choreography for the ack message, therefore ws is non
strong conformant.

3.1 Operational semantics

The operational semantics is based on two abductive proof-proce-
dures, SCIFF and g-SCIFF, developed in the SOCS project. The
SCIFF proof procedure considers the H events as a predicate de-
fined by a set of incoming atoms, and is devoted to generate expec-
tations corresponding to a given history and to check that expecta-
tionsindeed match with happened events. SCIFF was devel oped to
check the compliance of agents to protocols [7].

3.1.1 TheSCIFF proof procedure

The SCIFF proof procedure is based on a rewriting system trans-
forming one node to another (or to others) as specified by rewriting
steps called transitions. A node can be either the special node false,
or defined by the following tuple

T = (R,CS, PSIC,PEND, HAP,FULF, VIOL)
where

e Ristheresolvent (initialy set to the goa G),

e CS istheconstraint store (alaCLP[20])

e PSIC isaset of implications, derived from the ZCs

e PEND isthe set of (pending) expectations

e HAP isthe history of happened events

e FULF isaset of fulfilled expectations

e VIOL isaset of violated expectations.
Initial Node and Success A derivation D is a sequence of nodes
To — Th — --- — T,. Given agod G, aninitial history HAP*

(which can be empty) and a set of integrity constraints ZCs, the
first nodeis:

To = ({G},0,ZCs, 0, HAP', 0, 0) 27

i.e., the resolvent is initialy the query (Ro = {G}) and the set
PS C contains the integrity constraints (PSICy = ZICs).

The other nodes T3, j > 0, are obtained by applying the transi-
tions defined in the next section, until no transition can be applied
anymore (quiescence).

Transitions The transitions are those of the | FF proof procedure,
enlarged with those of CLP [20], and with specific transitions
accommodating the concepts of fulfilment of expectations, and
dynamically growing history. A complete description of all the
transitions is given in [7], and is not given here due to space
limitations.

IFF-like transitions  We borrow the transitions of the |FF, given
shortly as:
Unfolding" p(s) = (s=ti AB1) V---V (s = t; A By)

Unfolding® [p(s)AB — H] = [s = tiABiAB — HJ,...,[s =
tj ABiANB — H]

Propagation [a(s) AB — H|ANa(t) A\R = [s =tA B —
HlNa(t) AR

Caseanalysis cAB — H| = cA[B — H|V —c
Equality rewriting integrated in the CLP solver

Logical equivalence true — L = L, L A false = false,
LAtrue= L, ...

where a is either an abducible literal in PEND,, or aH event in
thehistory HA P, p isapredicate defined by clausesp(t1) < B,
.., p(tj) < Bj, and cisaconstraint.
IFF transitions have been extended for dealing with CLP con-
straints (unification, in particular, is dealt with by the constraint
solver).

Dynamically growing history The SCIFF proof-procedure takes
asinput astream of events, that are considered in an external queue.
The happening of events is dealt with by a transition Happening,
that takes an event H(Ewvent) from the external queue and puts
it in the history HAP. Transition Happening is applicable only if
an Event such that H(Event) ¢ HAP isin the external queue.
Formally, from a node N, transition Happening produces a single
successor HAP 1 = HAP, U {H(Event)}.

At the end of the stream, we apply a transition closure that
declares closed the set of happened events. After the application
of closure, the set of happened events cannot grow further, so a
closed world assumption is possible.

Fulfilment The fulfilment transition is devoted to prove that an
expectation E(X,T,) has been fulfilled by an event H(Y, T,).
Two nodes are generated: in the first, X and Y are unified, and
the expectation is fulfilled (i.e., it is moved to the set FULF); in
the second the new constraint X # Y is added to the constraint
store C'S.

Formally, Fulfilment is applicableto anode N asfollows:

PEND,, = PEND' U {E(E)},
HAP, = HAP' U {H(E:)}

and generates two nodes, N* and N?; in node N* we assume that
the expectation and the happened event unify,

¢ PEND;,, = PEND'

¢ FULF,,, = FULF, U {E(F1)}

* CSiy1 =CSk U{E, = B2}
and in N2 we hypothesise the opposite:

e PEND;,, = PEND,

e FULF;,, = FULF,

e 0S? | =CS,U{E: # B2}

Note that N2 is not necessarily afailure node, as E(E;) might
be confirmed by other events.

Violation. Violation of E expectations can be proved only if
no event will ever match with the expected one. In other words,
we apply this transition only if the history is closed, i.e., after
application of the closure transition. Given a node:

1. PEND;, = {E(X,T)} UPEND’
2. HAP,, isclosed
3. VEL,TY : H(El,T1) € HAP,, CS, U {(El,T1) =
(X, T)} [ false
transition Violation E is applicable and creates a node
PEND,,; = PEND’,
VIOL;1 = VIOL,U{E(X,T)}.

Operationally, one can avoid checking condition 3 (i.e, (X, T)
does not unify with every event in the history) by choosing a pre-
ferred order of application of the transitions. By applying Violation
E only if no other transition is applicable, the check can be safely
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Figure3. A'LoWS architecture

avoided, asthetest of fulfilment is already performed by Fulfilment
E.

The SCIFF proof procedure terminates [17] for acyclic pro-
grams.

3.1.2 Theg-SCIFF proof-procedure

The g-SCIFF proof procedure, instead, considers H as an ab-
ducible predicate and aims at finding both the set of expectations
and the history that fulfils some property requested as goal. g-
SCIFF has been used to prove properties of protocols, such as secu-
rity protocols [3], and others. It contains the same rulesin SCIFF;
in the version adopted in this paper, we al so added as integrity con-
straints the rules (14) and (15). In g-SCIFF, we generate events, so
we do not apply the closure transition, that enforces a closed world
assumption on the set of happened events. We call open aderivation
in which the closure transition is not applied.

3.1.3 A'LoWSoperational semantics

In order to prove conformance, we apply the two proof procedures
to the two phases implicitly defined in the previous section. We
decompose the proof of feeble conformance into agenerative phase
and atest phase. In the generative phase, we generate, by means of
g-SCIFF, dl the possible histories. Of course, those histories need
not be generated as ground histories (the set of ground histories can
be infinite), but intensionally: the H events can contain variables,
possibly with constraints ala Constraint Logic Programming [20].

In the test phase, we check with SCIFF the compliance of the
generated histories both with respect to the web service and the
choreography specifications. If al the histories are conformant, the
web service is feeble conformant to the choreography, as depicted
in Figure 3. Otherwise, if there exists at |east one history that is not
conformant, the web service is not (feeble) conformant.

Finally, we can prove strong conformance by checking that all
the happened events were indeed expected both by the choreogra-
phy and by the web service. This can in principle be done by using
aversion of SCIFF that does not have abducibles, but it can also be
performed during the second phase (SCIFF) by adopting the same
technique used in the fulfilment transition: if a H event matches
both with an E.,s and a E..1.,- expectation, it is |abelled expected;
after the application of the closure transition, al events that were
not expected are considered unexpected, showing that the web ser-
vice was not strongly conformant.

3.2 Examples

Baldoni et al. [8] show various examples of conformance and non-
conformance of a web service to a choreography, and propose a
framework based on Finite State Automata, to prove conformance.
We show how their examples are addressed in A'LOWS, based on
Computational Logics.
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Ews/chor (ml (U}S, X))

|
H(m(ws, X))

|
Echor (m2 (X7 U)S))

|
H(ma(X,ws))

Euws(ma(X,ws)) Eus(ms(X,ws))

Success: H(|ml), H(m2) Success. H(m1), H(m2)

Figure4. g-SCIFF derivation for Example 3.2.1

3.21 Web service with more capabilities

The first example taken by [8] is the following. The choreography
specification defines only one allowed interaction: ws sends a mes-
sage m1 and the other peer will reply with m.:

H(mi1(ws, X)) — Echor(m2(X, ws))

The web service specification is wider: after the first message
the web service accepts as reply either mo or ms:

H(mi(ws, X)) — Euws(ma(X,ws)) V Eyws(ms(X,ws))

In this case, Baldoni et al. state that the web service is conformant.
In fact, in a legal conversation the message ms will never be
received by ws, so the interoperability is ensured.

The g-SCIFF proof procedure is started with the goal contain-
ing the expectation, both from the web service's and from the
choreography’s viewpoint, of the first event:

Gu = Eys(mi(ws, X)) A Echor(mi(ws, X)).

g-SCIFF in this case derives that there exists one possible his-
tory: {m1,mo}. A simplified representation of the derivation?
is reported in Fig. 4. There are two aternative sets of expecta-
tions from the web service viewpoint, {E.,s (m1), Ews(m2)} and
{Ews(m1), Ews(ms)}, but in the first phase the correspondence
between expectations and happened events is not required (open
derivation). In the second phase, the (only) generated history is
checked; since there exists one set of expectations that is fulfilled
by the generated history, the web service is considered feeble con-
formant. Since in the generated history there are no unexpected
events, the web serviceis aso strong conformant.

3.2.2 Missing capability

The second example by Baldoni et a. is dua to the first: the web
service accepts as reply only mo

H (i (ws, X)) — B (ma(X, ws))
while the choreography defines as valid two interactions
H(mi(ws, X)) — Echor(ma2(X,ws)) V Echor(ma(X, ws))

Inthiscase, g-SCIFF provides two possible histories: {H(m.1),
H(mz)} and {H(m.), H(m4)}. In the second phase, SCIFF de-
tects non conformance of the history {H(m1), H(m4)}, because
the web service's expectation E.,s (m2 (S, ws, C')) remains unful-
filled in al possible derivation paths. This means that the web ser-
viceis blocked waiting for message m2, and will not process other
messages, so it isnon (feeble) conformant.

2The derivation does not report all the events and expectations, but for each
node it gives only those that are added. We use E s/ chor t0 indicate that
the event is expected both by the choreography and by the web service.



Ews/chor (’I’|ﬂ1 (U}S, X))
H(m(ws, X))

|
Eyws(ma(X,ws))

Echor(mQ(X7 U)S)) Echor(m4(X7 U)S))

|
H(ma (X, ws)) H(ma(X, ws))

Success: H(|ml), H(m2) Success: H(|ml), H(ma)

Ews/chor (ml (X7 ’UJS))

|
H(m1 (X, ws))

|
Eus(ma(ws, X))

|
H(m2(ws, X))

Echor(ma(ws, X)) Echor(ms(ws, X))

Success: H(|ml), H(m2) Success. H(m1), H(m2)

Figure5. g-SCIFF derivation for Example 3.2.2

Ews/chor(ﬁnl (X7 U)S))

H(m (X, ws)
Eys(ma(ws, X)) Eus (mg|(ws7 X))
Hus(ma(ws, X)) H.,s(ms(ws, X))

| |
Success: {H(m1),H(mz)}  Success: {H(mi), H(ms)}

Figure6. g-SCIFF derivation for Example 3.2.3

3.23 Wrongreply

In the third example the web service assumes to have the freedom
to reply either ms or ms to aquestion m;

H(m1 ()(7 U}S)) — Ews(mQ(’UJ&X)) \Y Ews(mS(vaX))

while the choreography does not grant such afreedom: only mo is
legal
H(m1(X,ws)) — Ecphor(ma(ws, X))

This case is judged non conformant by Baldoni et d., as
there might be paths in which the web service utters the for-
bidden message ms. g-SCIFF computes two possible histories
{H(m1),H(mz2)} and {H(m1), H(ms)}). The first is compli-
ant, according to SCIFF, while in the second the choreography’s
expectation E.p.r(m2) remains pendent.

3.2.4 Predefined answer

The dual of example 3.2.3 is when the choreography lets the web
service choose to reply m2 or mgs to aquestion my,

H(m1(X,ws)) — Echor(ma(ws, X)) V Echor(ms(ws, X))
while the web service sticks to the reply mo
H(mi(X,ws)) — Eys(ma(ws, X)).

Again, A'LoWS provides a correct proof: g-SCIFF gives one
possible history, which is reported (feeble and strong) conformant
by SCIFF in the second phase.

Thus, in al the examples by Baldoni et al., A'LoWS provides
the same answer proposed in [8].

3.25 Forbidden message

In al the previous cases, feeble and strong conformance coincide.
However, there might be instances in which the choreography as-
sumes that the interaction has finished, while the web service con-
tinues sending messages. For example, the choreography expects
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Figure7. g-SCIFF derivation for Example 3.2.4

only one message:
Genor = Echor(m1(X, ws))
whilews will send back a message m.:
H(m1 (X, ws)) — Euws(ma(ws, X)).

In this case, the only possible history is HAP* = {H(m.),
H(m2)}. This history does not leave any pending expectations,
both from the choreography and from the web service's viewpoints,
so ws isjudged feeble conformant. However, the message mo was
not expected by the choreography, and ws isnot strong conformant.

We now propose other examples that highlight the enhanced
expressive power provided by computational logics, in particular
the use of constraints, that are embedded in the SCIFF and g-
SCIFF proof procedures.

3.26 Mutual exclusion

Many protocols include mutual exclusion between choices: for in-
stance a choreography might prescribe that if agiven condition ona
message m; holds, a message m2 should be exchanged, otherwise
another message ms should be sent. In A!LoWS, conditions can
be expressed by means of constraints (either the ones predefined in
the underlying solver, i.e., CLP(FD), or user-defined) or by means
of defined predicates. As asimple example, consider the following:
the choreography prescribes to reply either ms or mg, depending
on the content of the previous message m:

H(ml(X, ws, C)) i Echor(mQ(w57X7 CQ))7 c>0
V Echor(mS(wSaXa 03))7 C S 0
while the web service always replies m:

H(ml(X, ’LUS,C)) - Ews(mQ(wSaX7 CQ))

0-SCIFF generates two possible histories, with variables and
constraints upon the variables (Fig 8). In both the messages m+ and
mg aregenerated, but whilein thefirst the proof procedure assumes
that C takes avalue greater than 0, in the second C' is non positive.
In the second phase, S CIFF takes asinput both the happened events
and the constraint store, and accepts as conformant the first history,
while discarding as hon-conformant the second.

Notice that constraints scope is not restricted only to variables
inthe content, but might involve all the variablesin the message, in-
cluding time. The choreography might contain conditions on dead-
lines (if you receive a message within 5 minutes answer ok, other-
wise reply too late), or on participants (if the sender is authorised,
etc.).



Ews/chor(ml (X7 ws, C))
|
H(mi(X,ws,C))
|
Eus(ma(ws, X, C2))

|
H(msz(ws, X, C2))

Echor (mg (ws, ,X7 CQ)) Echor (mg (ws, ,X7 03))

|
Success: H(m 1 (X, ws, C)),
<0
H(ma(ws, X, Ca)

|
Success: H(m 1 (X, ws, C)),
>0
H(1ma(ws, X, Cs))

Figure 8. g-SCIFF derivation for Example 3.2.6

3.2.7 Deadlines

Suppose that the choreography specifies a deadline for the receipt
of agiven message ms:

H(m1(X7w5701)7T1) - Echor(mQ(w57X7 CQ)7T2)

A T2 < Tl + 6cho7‘

The web service ws, however, replies within a deadline that might
be different:

H(ml(X, ’LUS,Cl),Tl) - Ews(mQ(ws7Xa CQ)7T2)

A T2 < Tl + 5ws~
In this case, the only possible history is

HAP* ={ H(mi(X,ws,C1),T1),
H(mg(ws X CQ) ) T2 < Tl + 611’9 }

Applying SCIFF to the generated history, we get the expectation
Echor(ma(ws, X, C2),T2) A Ta < Ti + dchor; this expectation
matcheswith the second item of the HAP* history if afurther con-
dition holds: T> < Ti + dcnor. Coherently with the philosophy of
Constraint Logic Programming, SCIFF provides this constraint in
output, asaconditional answer: the web service is conformant pro-
vided that the answer arrives before the deadline in the choreogra-
phy specification. Depending on the propagation performed by the
adopted constraint solver, the information provided could be even
more significant. For example, if the two values 6., and .10 are
ground, a CLP(FD) solver would provide the conditional answer
only if necessary, i.e., if dchor < duws, (the deadlineimposed by the
choreography is more tight than the one the web service will meet).

4. A test conformance example

In this section we exemplify the proposed approach by using a
simple choreography specification, shownin Fig. 1. Theinteraction
is initiated by a User that asks the Flight Service F'S to book
a flight. If there are seats available on the plane, the F'S will
reply with flightOffer, specifying the Price for booking the seat.
Otherwise, the F'S replies with notAvailable.

The offer can be accepted (with ackOffer) or refused (with
nAckOffer) by the User. If the offer is accepted, the flight com-
pany will book the seat. The User, after booking, has still the
freedom to C'ancel the booking. Otherwise, it will issue a pay-
ment order (payment) to the Bank, that will send the notification
(noti fyPayment) to the creditor, the F'S.

When the F'S has received both the booking order (ackOffer)
and the payment (notifyPayment), it will normaly issue the
flightTicket to the User; however, the F'S retains the right to
refuse the ticket and send a flightCancelled message in case of
problems (e.g., overbooking or other error conditions).
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Fig. 2 shows the behavioura interface of a Flight Server web
service; the specification in terms of IC's is in Spec. 2.2. The
F'S establishes that the late payment is an error condition, and
will cancel the booking if the payment notification does not arrive
within § time units after the booking.

In the next section, we show how the conformance of fs is
proven in A'LoWsS.

4.1 Conformance of the Flight Service

The test of conformance of the Flight Service fs is performed by
generating, through g-SCIFF, the set of the possible histories. The
g-SCIFF derivation provides five possible histories:

HAP", = {H(request(U, fs, F),T;),
H(offer(fs,C, F, P),T,),
H(ackOffer (C, fs, F, P),T,),
payment(C, B, P, fs), Tp),
notifyPayment(B, fs, P)), T,

flightCancelled(fs, C, F'), T.

request(U, fs, F),T;),
offer(fs,C, F, P),T,),
ackOffer (C, fs, F, P), Ty),
payment(C, B, P, fs),Tp),
notifyPayment(B, fs, P)), Th) ANTn < To + 6

flightTicket(fs,C, F),Ty)},

request(U, fs, F),T),
offer(fs,C, F, P),T,),
ackOffer(C, fs, F, P),Ta),
cance (C, fs, F), T¢),

flightCancelled(fs, C, F'))},
request(U, fs, F),T),
offer(fs,C, F, P),T,),
nAckOffer (C, fs, F, P),Ta)},

= {H(request(U, s, F),T;),

H(notAvailable(fs, C, F, P),Ty)}.

W) ATn > T+ 6
)},
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Two of the histories include time constraints. All the possible
historiesaretrivialy conformant: they satisfy both the expectations
of the choreography, and those of the web service fs. Thus, fsis
feeble conformant. Moreover, all the generated events are expected,
and this showsthat f's is also strong conformant.

4.2 Conformance of the User web service

Suppose now that the user web service hasthe behavioura interface
in Spec. 4.1.

Note that the User implements a policy for deciding whether
to accept (ackOffer) or refuse (nAckOffer) the offer of the F'S: if
the Price islessthan amax quota, then the offer is accepted (and
declined otherwise). Also, this User web service does not have
expectations on the Bank’sreply: in fact, in this choreography, the
Bank does not need to notify the U ser about the payment. Finally,
U ser always expects to receive aticket after paying.



Specification 4.1 The behavioural interface of aweb servicethat is
not conformant for therole of User

H(request(user, F'S, Flight),T;)
—Eyser (Offer (F'S, user, Flight, Price), T,)
VEuser (NotAvailable( F'S, user, Flight), Tha)

(28)

H(offer (F'S, user, Flight, Price), T,)
—Eyser (ackOffer (user, F'S, Flight, Price), Tq)
A Price < max
VEuser (NACKOSfer (user, F'S, Flight, Price), Ta)

A Price > max

(29)

H (ackOffer (user, F'S, Flight, Price), Tq)
—Euser (payment(user, Bank, Price, F'S),Ty)
VEser(cancd (user, F'S, Flight), Ty)

(30)

H(ackOffer (user, F'S, Flight, Price), T,)
A H(payment(user, Bank, Price, F'S),T})
—Euyser (flightTicket(F'S, user, Flight),Ty)

3D

H(cancel (user, F'S, Flight),T,)

32
—Euyser(flightCancelled( F'S, user, Flight), Ty) (32

H(payment(U ser, Bank, Price, Creditor),Tp)

33
—Eyser (notifyPayment( Bank, Creditor, Price), Ty,) 33

Invoked with the goal E.por(request) A Eyser(request), g-

SCIFF generates the possible histories, that in this case are:
HAP*, = {H(request(U, fs, F),T;),

H(offer(fs,C, F, P),T,),

H(ackOffer (C, fs, F, P),Ta) A P < maz,
(payment(C, B, P, fs),Tp),
(notifyPayment(B, fs, P)),T»),
(flightCancelled(fs, C, F),T¢)},
HAP*; = {H(request(U, fs, F),T;),
(offer(fs,C, F, P),T,),
(ackOffer (C, fs, F, P),To) N P < max,
(payment(C, B, P, fs), Tp),
(notifyPayment(B, fs, P)),T»),
(flightTicket(fs, C, F),Ty)},
(
(
(
(
(
(
(
(
(
(

HAP"3 = {H(request(U, fs, F),T;),

offer (fs, C, F, P), T,),

ackOffer (C, fs, F, P),To) A P < maz,

cancel(C, fs, F),T.),

flightCancelled(fs, C, F'), Tfc)},

request(U, fs, F),T;),

offer(fs,C,F, P),T,) A P > max,

nAckOffer (C, fs, !, P), Ta)},

HAP" 5 = {H(request(U, fs, F),T;),
H(notAvailable(fs, C, F, P),Ty)}.

HAP*, = {

aggerigarieriigarasgiger e iigas gy es o gy aciiga s g aciigas g an
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However, in the second phase, SCIFF applied to
the history HAP*; signas that the wser’s expectation
Eyser(flightTicket( F'S, user, Flight),T;) remains unfulfilled,
proving that user is not (feeble) conformant. In fact, this user
web service undermines the interoperability with other web
services conformant with the same choreography. As an example,
we can easily see that in case the Bank does not provide the
notifyPayment within the deadline imposed by fs (Spec. 2.2), the
two web services are unable to complete the choreography.

Concerning efficiency, an experimental evaluation of SCIFF
was published in [1]. The examples presented in this section were
solved by A'LoWS in reasonable time: feeble conformance of the
fs was proven in 80.085 seconds, and its strong conformance in
80.666 seconds. The user was proven not feeble conformant in
3.305 s, and not strong conformant in 6.399 s. All experiments
were performed on a Pentium M715, 1 GHz, 512 MB RAM. The
examples in Section 3.2 were solved in negligible time (less than
0.1 seconds).

5. RELATED WORK

A number of languages for specifying service choreographies and
testing “a priori” and/or “run-time” conformance have been pro-
posed in the literature. Two examples of these languages are repre-
sented by state machines [10] and Petri nets[12].

Our work ishighly inspired by Baldoni et al. [8]. We adopt, like
them, aMulti-Agent Systems point of view, in defining apriori con-
formance in order to guarantee interoperability. Asin [8], we give
an interpretation of the a-priori conformance as a property that re-
latestwo formal specifications: the global one determining the con-
versations allowed by the choreography and the local onerelated to
the single web service. But, while in [8] a global interaction pro-
tocol is represented as a finite state automation, we claim that the
formalisms and technologies developed in the area of Computa-
tional Logic in providing a declarative representation of the social
knowledge could be applied aso in the context of choreographies
with respect to the conversation aspects and conformance checking
of Web Services. This paper can be considered as afirst step in this
direction. For example, a difference between our work and [8] can
be found in the number of parties as they can manage only 2-party
choreographies while we do not impose any limit. We also manage
concurrency, which they do not consider at the moment.

Endrisset al. [13, 14] apply aformalism based on computational
logicto the a-priori conformance inthe MASfield. Their formalism
issimilar to the one we propose, but they restrict their analysisto a
particular type of protocols (named shallow protocols). Doing this,
they address only 2-party interactions, without the possibility of
expressing conditions over the content of the exchanged messages,
and without considering concurrency. While the two works agree
on the notion of strong/exhaustive conformance, we have dual
notions of feeble/weak conformance: in [13, 14] weak conformant
isan agent that does not perform forbidden actions, but we have no
knowledge on its capability to perform requested actions. Dualy,
in this work, we call feeble conformant an agent that does execute
all the required actions, but there is no knowledge on its ability to
avoid forbidden actions.

The verification of concurrent systems has been widely studied
in many different research areas. Typical properties that are subject
of verification are safety (such as deadlock avoidance) and liveness
(such as starvation avoidance) properties. Our work is not particu-
larly focussed on these properties, but rather on the verification of
interoperability. In a sense, interoperability can be considered both
a safety and a liveness property: each web service should never
send an undesirable message and should always end up in sending
the right message. Amongst the many works on verification of con-
current systems, we cite Tempo [19, 18], a declarative concurrent



language based on first order logics. Tempo uses an ordering re-
lation which propagates information amongst events through tran-
sitivity and irreflexivity rules, and uses a special value eternity for
indicating eventsthat will never actually happen (due, e.g., to dead-
lock). A'LoWS is based on a generic CLP solver, that can include
the same rules in Tempo; in particular the current implementation
is based on CLP(FD), which propagates through arc-consistency,
that entails the transitivity and irreflexivity rules of the precedence
constraint. Moreover, CLP(FD) also contains equality constraints,
that are not present in [19].

Fagin et al. [16] study the interaction of knowledge-based sys-
tems, together with the environment. The formal definition of the
aggregated system contains an admissibility condition that should
be satisfied; in this sense the work can be thought as proving safety
conditions. The admissibility condition is given in temporal log-
ics, while our work uses a constraint solver. These different log-
ics provide different expressivity: in A’LoWSwe can naturally ex-
press deadlines, that cannot be represented in temporal logics; on
the other hand, there might be some temporal logics formulas that
cannot be easily represented with constraints.

The use of abduction for verification was a so explored in other
work. Noteworthily, Russo et al. [26] use an abductive proof proce-
dure for analysing event-based requirements specifications. Their
method uses abduction for analysing the correctness of specifica
tions, while our system is more focussed on the check of compli-
ance/conformance of a set of web services.

In [24], the authors tackle the problem of verifying (general
and specific) properties of a Service obtained from the composition
of many web services. Each web service specification (written in
BPEL4WS) istrandated in alabelled state transition system; then,
by applying a composition operator, they get the state transition
system representing the composed service. Finally, model checking
techniques are applied to this latter model, to the end of verifying
the properties. Note that, by appropriately defining and extending
the validity of the composed state transition system, they tackle
different communication models (synchronous, ordered asynchro-
nous and unordered asynchronous communications) that appear to
be quite common in real cases.

Both our work and [24] focus on verifying interoperability, but
while we concentrate on the interoperability issue of a single web
service w.r.t. a global choreography, in [24] the authors address
the interoperability of a group of web services, referring only to
the interface behavior of each web service. However, we share the
same intuition that “ the situation where some messages can be
emitted without being ever consumed should not occur in valid
composition” . The authors address also the problem of proving
properties about the possible interactions between a group of inter-
operating web services, by means of model checking techniques.
We are currently working on this issue, and some preliminary
results have been published in [2].

6. Conclusionsand Future Work

This paper represents a first step in checking the conformance
of web services to choreographies in computational logics. We
have proposed a framework, called A'LoWS, for defining web
services and choreographies, and checking conformance of web
services to choreographies. We have shown various examples of
the expressivity of computational logics, including reasoning on
constraints, deadlines, and other structures that are not currently
easily addressed by classical tools.

We are aware that many issues should be addressed in thefuture.
For example, A'LoWS generates the possible histories, though in
intensional version, so it cannot currently handle histories of un-
bounded length, such as those possible in choreographies contain-

49

ing cycles. Insuch acase, the resulting program could be non acyclic,
so the proof of termination might not hold [17]. Those choreogra-
phies might be tested using an iterative deepening search strategy.
Although still unable to prove conformance for infinite length his-
tories, A'LoWS could be used to test the conformance of al the
histories up to N messages, for any given N.

Weare currently devel oping agraphical language to define chore-
ographies, and an interpreter that will generate automatically the
integrity constraints defining a choreography. The final aim of our
work will be to take the concrete web service specifications used
in redity (e.g., BPELAWS) and translate them into the language
interpreted by A'LoWS; we are currently studying such issues.
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