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Digital Twins are virtual representations 
of physical assets, systems, and processes
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Use of Digital Twins

Digital Twins are becoming increasingly popular in different domains,
to optimize operations, minimize downtime, and enhance product quality.

To realize their full potential, Digital Twins:
• must become part of the broader enterprise ecosystem
• must correctly model
• static aspects, i.e., objects, with their components and their relationships
• dynamic aspects, i.e., how these objects evolve over time

• must leverage data from multiple heterogeneous sources
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Constructing Digital Twins – Model-driven approach

The idealized reality of modelers and analysts
... as studied and planned by using different types of models.
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Constructing Digital Twins – Data-driven approach
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The actually experienced reality
... as wittnessed by information system extracted data and logs.
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Constructing Digital Twins –
The impact of Semantic Technologies
• Semantic Technologies provide a solid foundation for the model-driven 

approach
• They provide also significant support to the data-driven approach, by 

facilitating data access and preparation
• On the other hand, data-driven and ML techniques are needed to 

facilitate the setup of solutions based on Semantic-Technologies
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Static aspects –
Objects and their 
relationships
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Why Semantic Technologies for Digital Twins
From this ...
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Why Semantic Technologies for Digital Twins

... to that!
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Semantic Technologies rely on Ontologies

• Provide convenient abstraction mechanisms
• Allow for high-level modeling of the domain of interest
• Are logic-based, hence come with a formal semantics
• Automated reasoning tools provide inference capabilities
• Rely on standard languages (W3C) – RDF, OWL2, R2RML, SPARQL
• Extensive tool support – parsing, visualization, editing, ...
• Provide a bridge to the wider enterprise eco-system
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(Virtual) Knowledge Graphs as Digital Twins

VKG framework is also 
known as
Ontology-based
Data Access / Integration 
(OBDA/I)
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Languages for (V)KGs – Standardized by W3C

• (V)KG: expressed as a (virtual) RDF graph
• Ontology: expressed in OWL 2 QL, a lightweight profile of OWL 2
• Data sources: are relational DBs, possibly exposed through a data 

federation layer (e.g., Dremio, Denodo, Teeid, Apache Spark)
• Mappings: expressed in R2RML
• SQL query over the data sources is mapped to class / property of the ontology
• make use of IRI-templates to construct ontology objects from database values –

overcomes impedance-mismatch between ontology and data source levels

• Language for querying the KG: SPARQL, the standard RDF query language
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Example:
Siemens 
Energy 
Services

• Monitor gas and steam turbines
• Collect data from 50 remote diagnostic centers around the world
• Centers linked to a common central DB
• Turbines are highly complex, with 5000–50000 sensors each
• Engineers compute KPIs and extract data from maintenance 

reports using ETL tools
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Example: Digital Twins for gas turbines

• Structural components and functional units of gas turbines modeled 
through an ontology
• Digital Twin abstracts from individual sensors and specificity of each 

turbine
• Diagnostics programs are formulated on Digital Twin, and can be ported 

across devices
• Significantly simplifies monitoring and maintenance
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Challenges for designing
KG-based Digital Twins
1. Ontology and mappings might 

become very large and complex

2. Their design is labor-intensive and 
error prone, and requires 
substantial manual effort

3. Dealing with specific data types, 
e.g., geospatial data, raster data, 
...

1. Rely on: design methodologies, 
tailored tools with user-friendly 
interfaces, abstraction

2. Automate ontology and 
mapping extraction from data 
sources

3. Develop tailored solutions that 
account for special data 
semantics
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Ontology and mapping design

Ontology-design is well-studied with established methodologies, e.g., 
Ontoclean
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Mapping design is more critical:
• Form of mappings heavily affects 

performance
• One can use tailored mapping editors,

e.g., Ontopic Studio
• Automate (ontology- and) mapping 

extraction from available data sources 



Mapping extraction based on mapping patterns

• Builds on well-established methodologies and patterns studied in data 
management and conceptual modeling
• We have defined a catalog of KG mapping patterns that consider:
• the domain knowledge that is encoded in ontology axioms
• the relational DB schema with its constraints (keys, foreign keys, ...)
• the conceptual schema at the basis of the relational DB schema
• actual data stored in the sources (when available)

• Patterns identified in schema and data allow for extracting mappings (and 
ontology axioms)
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Two types of mapping patterns

Schema-driven patterns
• Are shaped by the structure of the DB schema and its explicit constraints

Data-driven patterns
• Consider constraints emerging from specific configurations of the data
• Each schema-driven pattern has a data-driven counterpart: constraints 

over the schema are not explicitly specified, but hold in the data.
• Also specific data-driven patterns (without schema-driven counterpart)
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Example of schema-driven patterns
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Example of data-driven pattern
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eid name gender

Employee

partitionD(Employee,gender)

ER Diagram
TEmp(eid,name,gender)
partitionD(Employee,gender)

{ VEmpM(eid,name,gender) = 
𝜎gender=‘M’(Employee),

VEmpF(eid,name,gender) =
𝜎gender=‘F’(Employee)     }

DB Schema

m1:  𝜎gender=‘M’(Employee)
⤳ EmpM(e(eid))

m2:  𝜎gender=‘F’(Employee)
⤳ EmpF(e(eid))

Mapping

EmpM ⊑ Emp
EmpF   ⊑ Emp

Ontology

Clustering Entity to Class (CE2C)



Discovering data-driven patterns

• We rely on data-profiling techniques to discover exact and approximate 
data dependencies
• We use machine learning for
• recognizing specific types of data
• data clustering
• recognizing correspondences between source and global schema elements

(similar to what done in schema and ontology matching)

• We are currently exploring the use of Large Language Models for mapping 
extraction
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Dynamic aspects –
Events and processes
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Processes leave digital 
footprints
Within organizations and industries: event data related to
executions of processes are continuously generated and stored for
• needs of the organization/industry, e.g., for sensor data
• internal management
• calculation of process metrics / KPIs
• legal reasons (compliance, external audits)

In addition: internally and externally, more data are stored, e.g., mobile devices 
log data, vehicle data, social networks, ...

All such data contains valuable information for the organization/industry.
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Process Mining: Process management based on facts
[see process mining manifesto]

1.3 Process Mining 9

Fig. 1.4 Positioning of the three main types of process mining: discovery, conformance, and en-
hancement

However, most information systems store such information in unstructured form,
e.g., event data is scattered over many tables or needs to be tapped off from sub-
systems exchanging messages. In such cases, event data exist but some efforts are
needed to extract them. Data extraction is an integral part of any process mining
effort.

Let us assume that it is possible to sequentially record events such that each
event refers to an activity (i.e., a well-defined step in the process) and is related to
a particular case (i.e., a process instance). Consider, for example, the handling of
requests for compensation modeled in Fig. 1.1. The cases are individual requests
and per case a trace of events can be recorded. An example of a possible trace
is 〈register request, examine casually, check ticket, decide, reinitiate request, check
ticket, examine thoroughly, decide, pay compensation〉. Here activity names are used
to identify events. However, there are two decide events that occurred at different
times (the fourth and eighth event of the trace), produced different results, and may
have been conducted by different people. Obviously, it is important to distinguish
these two decisions. Therefore, most event logs store additional information about
events. In fact, whenever possible, process mining techniques use extra information
such as the resource (i.e., person or device) executing or initiating the activity, the
timestamp of the event, or data elements recorded with the event (e.g., the size of an
order).

Event logs can be used to conduct three types of process mining as shown in
Fig. 1.4.
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Standard languages for representing event logs

Process mining tools rely on logs being represented in 
standard languages, notably the IEEE XES standard
[www.xes-standard.org]
• Based on XML
• Minimal mandatory structure for a log:
• log consists of traces, each representing a case history
• trace consists of a list of atomic events

• Extensions to “decorate” log, trace, event with 
informative attributes (e.g., timestamps, task 
names, transactional lifecycle, resources, ...).

Semantic Technologies for Digital Twins

Core XES
ontology
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Logs of different quality – Where do they come 
from?

Semantic Technologies for Digital Twins

7

There are several criteria to judge 
the quality of event data. Events should 
be trustworthy, i.e., it should be safe to 
assume that the recorded events 
actually happened and that the 
attributes of events are correct. Event 
logs should be complete, i.e., given a 
particular scope, no events may be 
missing. Any recorded event should 
have well-defined semantics. Moreover, 
the event data should be safe in the 
sense that privacy and security 
concerns are addressed when 
recording the events. For example, 
actors should be aware of the kind of 
events being recorded and the way 
they are used.

Table 1 defines five event log 
maturity levels ranging from excellent 
quality (                ) to poor quality 
(   ). For example, the event logs of 

Philips Healthcare reside at level
          , i.e., events are recorded 
automatically and the recorded 
behavior matches reality, but no 
systematic approach is used to assign 
semantics to events and to ensure 
coverage at a particular level. Process 
mining techniques can be applied to 
logs at levels                                , 
and           . In principle, it is also 
possible to apply process mining using 
event logs at level        or    . However, 
the analysis of such logs is typically 
problematic and the results are not 
trustworthy. In fact, it does not make 
much sense to apply process mining to 
logs at level    .

In order to benefit from process 
mining, organizations should aim at 
event logs at the highest possible 
quality level.

GP2: Log Extraction Should 
Be Driven by Questions
As shown in Fig. 5, process mining 
activities need to be driven by 
questions. Without concrete questions it 
is very difficult to extract meaningful 
event data. Consider, for example, the 
thousands of tables in the database of 
an ERP system like SAP. Without 
concrete questions it is impossible to 
select the tables relevant for data 
extraction.

A process model such as the one 
shown in Fig. 1 describes the life-cycle 
of cases (i.e., process instances) of a 
particular type. Hence, before applying 
any process mining technique one 
needs to choose the type of cases to be 
analyzed. This choice should be driven 
by the questions that need to be 

Level Characterization Examples

★ ★ ★ ★ ★ Highest level: the event log is of excellent quality (i.e., trustworthy 
and complete) and events are well-defined. Events are recorded in 
an automatic, systematic, reliable, and safe manner. Privacy and 
security considerations are addressed adequately. Moreover, the 
events recorded (and all of their attributes) have clear semantics. 
This implies the existence of one or more ontologies. Events and 
their attributes point to this ontology.

Semantically annotated logs of 
BPM systems.

★ ★ ★ ★ Events are recorded automatically and in a systematic and reliable 
manner, i.e., logs are trustworthy and complete. Unlike the systems 
operating at level           , notions such as process instance (case) 
and activity are supported in an explicit manner.

Events logs of traditional BPM/
workflow systems.

★ ★ ★ Events are recorded automatically, but no systematic approach is 
followed to record events. However, unlike logs at level       , there 
is some level of guarantee that the events recorded match reality 
(i.e., the event log is trustworthy but not necessarily complete). 
Consider, for example, the events recorded by an ERP system. 
Although events need to be extracted from a variety of tables, the 
information can be assumed to be correct (e.g., it is safe to assume 
that a payment recorded by the ERP actually exists and vice versa).

Tables in ERP systems, event 
logs of CRM systems, 
transaction logs of messaging 
systems, event logs of high-tech 
systems, etc.

★ ★ Events are recorded automatically, i.e., as a by-product of some 
information system. Coverage varies, i.e., no systematic approach 
is followed to decide which events are recorded. Moreover, it is 
possible to bypass the information system. Hence, events may be 
missing or not recorded properly.

Event logs of document and 
product management systems, 
error logs of embedded 
systems, worksheets of service 
engineers, etc.

★ Lowest level: event logs are of poor quality. Recorded events may 
not correspond to reality and events may be missing. Event logs for 
which events are recorded by hand typically have such 
characteristics.

Trails left in paper documents 
routed through the organization 
("yellow notes"), paper-based 
medical records, etc.

★★★

★★

Table 1: Maturity levels for event logs.

★★★

★★★★★, ★★★★
★★★

★★ ★

★★★★★
★

★

5

4

3

2
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Situation 1: Explicit event logs – Levels 4–5
Organisations with process-aware information systems

• Support humans in process execution (task assignments, todo lists, ...)
• Explicitly log events, with info about:
• timestamp
• event type (start, end, reassign, …)
• reference task
• reference case
• task instance id
• responsible resource
• additional attributes

Semantic Technologies for Digital Twins

Event Data

Case ID ID Timestamp Activity User . . .

1

35654423 30-12-2010:11.02 create paper Pete . . .
35654424 31-12-2010:10.06 submit paper Pete . . .
35654425 05-01-2011:15.12 assign review Mike . . .
35654426 06-01-2011:11.18 submit review Sara . . .
35654428 07-01-2011:14.24 accept paper Mike . . .
35654429 06-01-2011:11.18 upload CR Pete . . .

2

35654483 30-12-2010:11.32 create paper George . . .
35654485 30-12-2010:12.12 submit paper John . . .
35654487 30-12-2010:14.16 assign review Mike . . .
35654489 16-01-2011:10.30 submit review Ellen . . .
35654490 18-01-2011:12.05 reject paper Mike . . .

Table 1: An event log fragment tracking the evolution of two papers within CONFSYS.
Every paper is a case, which in turn corresponds to a trace of events logging the execu-
tion of (human-interaction and system) activities instantiated on that paper.

view of the software system, the former activities are called human-interaction activi-

ties, and the latter are called system activities. These two types of activity contrast with
purely human activities, which are executed by humans in the concrete world without
software support, and can be indirectly logged only if accompanied by corresponding
human-interaction activities. An example of this can be seen in Figure 2, where review

paper is a purely human activity carried out by a reviewer without the intervention of
the software system, and is in fact coupled with submit review, a human-interaction
activity executed by a reviewer to communicate to CONFSYS the outcome of review

paper. As we can see from the table there are two different cases (i.e., papers), with
various events, each involving different responsible actors. Both cases regard papers
that have been subject only to a single review, but in the first case the paper is accepted,
while in the second one it is rejected.

How do process mining techniques exploit models and/or event logs to extract use-
ful insights, and what do they offer concretely? The three main types of process mining
techniques are marked by the three, thick red arrows in the bottom part of Figure 1. We
briefly discuss them next.

Discovery starts from an event log and automatically produces a process model that ex-

plains the different behaviours observed in the log, without assuming any prior knowl-
edge on the process. The vast majority of process discovery algorithms focus on the
discovery of the process control-flow, towards generating a model that indicates what
are the allowed sequences of activities according to the log. One of the first algorithms in
this line is the ↵ algorithm [10], which produces a Petri net that compactly explains the
sequences of activities present in a given event log. Contemporary control-flow discov-
ery algorithms are much more sophisticated and richer in terms of the produced results,
and differ from each other along several dimensions, such as the concrete language
they use for the discovered model, the ability of enriching control-flow with additional
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Fig. 2: The process for managing papers in a simplified conference submission system;
gray tasks are external to the conference information system and cannot be logged.

Example 1. As a running example, we consider a simplified conference submission
system, which we call CONFSYS. The main purpose of CONFSYS is to coordinate au-
thors, reviewers, and conference chairs in the submission of papers to conferences, the
consequent review process, and the final decision about paper acceptance or rejection.
Figure 2 shows the process control flow considering papers as case objects. Under this
perspective, the management of a single paper evolves through the following execution
steps. First, the paper is created by one of its authors, and submitted to a conference
available in the system. Once the paper is submitted, the review phase for that paper
starts. This phase of the process consists of a so-called multi-instance section, i.e., a
section of the process where the same set of activities is instantiated multiple times on
the same paper, and then executed in parallel. In the case of CONFSYS, this section is
instantiated for each reviewer selected by the conference chair for the paper, and con-
sists of the following three activities: (i) a reviewer is assigned to the paper; (ii) the
reviewer produces the review; (iii) the reviewer submits the review to CONFSYS. The
multi-instance section is considered completed only when all its parallel instantiations
are completed. Hence the process continues as soon as all appointed reviewers have
submitted their review. Based on the submitted reviews, the chair then decides if the
paper has to be accepted or rejected. In the former case, one of the authors is expected
to upload the final (camera ready) version of the paper, addressing the comments issued
by reviewers.

It is important to notice, again, that the process model shown in Figure 2 is only
one of the several representations of the process, reflecting the perspective of papers
as process cases. A completely different model would emerge from the same process,
when focusing on the evolution of reviews instead of that of papers.

A fragment of a sample event log tracking the evolution of papers within CONFSYS
is shown in Table 1. The logged activities corresponds to those activities in Figure 2
that actually comprise interaction with the software system of CONFSYS, together with
those activities that are autonomously executed by the system itself. From the point of
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Situation 2: Implicit event logs – Level 3
Organisations with generic information systems

• CRM, ERP systems to handle customers and tasks
• Legacy information systems
• Industrial systems
• Domain-specific systems

Data are stored with different formats and 
according to different domain-specific schemas
• No explicit events
• Data scattered in several data sources
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From event logs to standard logs (in XES)

• Levels 4–5: straightforward syntactic manipulation

• Level 3: much more difficult, due to
• multiple data sources
• interpretation of data
• lack of explicit information about cases and events
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Traditional extraction from legacy data

• Manual construction of views and ETL procedures to fetch the data.
• Done by IT experts, not by knowledge workers (domain experts).
• Crucial issues:
• correctness: who knows?    Process mining is dangerous if applied on wrong data!
• maintenance, evolution, change of perspective are hard …

But process mining should be highly interactive.

Semantic Technologies for Digital Twins

Traditional Methodology
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Log Extraction and Process Mining

Finally, EBITmax converted the log view into a CSV file, and analysed it using the

Disco process mining toolkit7.

7https://fluxicon.com/disco/
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The OnProm approach and toolchain

OnProm relies on Semantic Technologies to:
1. Understand the data.
2. Access the data using the vocabulary of the domain ontology.
3. Express the perspective for process mining using the domain vocabulary.
4. Automatically extract standard event logs.
The OnProm approach is fully implemented in an integrated toolchain.

Semantic Technologies for Digital Twins

34 D. Calvanese et al.
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Fig. 12: The onprom methodology and its four phases

the same time generating (identity) mappings to link the two specifications. The result
of bootstrapping can then be manually refined.

Once the first phase is completed, process analysts and the other involved stake-
holders do not need anymore to consider the structure of the legacy information system,
but directly focus on the conceptual data schema. Remember, in fact, that the OBDA
paradigm allows one to formulate queries over the conceptual data schema, getting back
answers expressed over such a schema but computed over the underlying legacy data.

The goal of the second phase is then to decide which perspective on the data has
to be considered for the analysis, singling out, among all possible alternatives, which
entities and relationships define the desired notion of case object, and which other con-
ditions have to be defined so as to properly confine the analysis. Recall that a case object
represents the main object that is evolved by an instance of the process of interest. E.g.,
by considering our CONFSYS running example, one may decide to focus on the flow
of papers submitted to a given conference, or instead tailor the analysis to the flow of
operations performed by persons who registered to the conference management system
between 2012 and 2015.

4.2 Event Ontology

Since the final goal of data extraction is the generation of a XES event log, the necessary
basis for the application of the onprom methodology is to conceptually clarify which
key concepts and relations are part of the XES standard. To this end, a (conceptual)

event schema is introduced. We denote such an event schema by E . We will see later
how such a schema is used to support the semi-automated extraction of an event log
from legacy data.

Figure 13 shows the core elements of the event schema:
– trace, accounting for the evolution of a case through events;
– event, capturing an atomic step of execution for a case;
– (simple) attributes, attaching relevant data to traces and events.

Each attribute comes with a key-value pair, and with the characterization of the type
taken by the value.

[https://onprom.inf.unibz.it]
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Step 1:
Understand
the data
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Rely on a domain model / ontology

Conceptual schema / 
ontology formulated as
UML class diagram and 
encoded in OWL 2 QL.
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Step 2: Access the data using the
domain vocabulary
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We rely on (V)KGs for data access

• We connect the 
domain ontology to the 
underlying data source 
via KG mappings.
• To design the 

mappings, we rely on 
an external mapping 
editor, e.g.,
Ontopic Studio.
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Step 3: Find the event data
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Annotating the conceptual data schema

Fix perspective: declare the case object:
• Find and annotate the class(es) whose 

instances are considered as case objects
• Express additional filters

Find the events (looking for timestamps):
• Find and annotate the classes whose 

instances refer to events
• Declare how they are connected to 

corresponding case objects
—> navigation in the UML class diagram

• Declare how they are (in)directly related to 
event attributes (timestamp, task name, 
optionally event type and resource)
—> navigation in the UML class diagram
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Step 4: Automatically extract standard event logs
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Formalizing and rewriting annotations

Annotations are nothing else than SPARQL queries
over the conceptual data schema

They can be automatically rewritten into SQL queries
over the legacy data making use of a VKG query rewriting engine

We automatically get a standard VKG mapping
from the XES ontology to the legacy data.
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https://ontop-vkg.org/

• State-of-the-art (V)KG system
• Addresses the key challenges in query answering of scalability and 

performance
• Compliant with all relevant Semantic Web standards:

RDF, RDFS, OWL 2 QL, R2RML, SPARQL, and GeoSPARQL

• Supports all major relational DBMSs and federation tools:
Oracle, DB2, MS SQL Server, Postgres, MySQL, Teiid, Dremio, Denodo, etc.

• Open-source and released under Apache 2 licence
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Querying the “virtual log”

SPARQL queries over the XES event schema are answered over legacy data using 
the  (V)KG query answering engine.
Example: Get empty and nonempty traces; for nonempty traces, also fetch all 
their events.

Answers are serialised into a fully compliant XES log!

Semantic Technologies for Digital Twins

SELECT DISTINCT ?trace ?event
WHERE {
?trace a :Trace .
OPTIONAL {
?trace :trace-contains-event ?event .
?event :event-has-attribute ?timestamp .
?timestamp :attKey “time:timestamp”^^xsd:string .

?event :event-has-attribute ?name .
?name :attKey “concept:name”^^sxd:string .

}
}
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From XES to OCEL – Object-centric Event Logs

Recently, the new more flexible OCEL standard for 
event logs has been proposed.
• An event can be associated to multiple objects 

(and not only to a single case, as in XES).
• An object is related to

multiple events.
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Adapting OnProm to OCEL

• We have extended the OnProm toolchain so as to support OCEL.
• The mechanism for the OCEL extraction is analogous to the one for XES, 

and relies on compiling the domain ontology and mappings together with 
the OCEL annotations into a new (V)KG specification.
• OCEL is actually a better fit than XES for the KG approach, which already 

exposes the data as a (virtual) knowledge graph.
• The adaptation to OCEL required a complete reimplementation of the core 

transformation components.
• The toolchain is now fully modular, and can be easily adapted to variations 

or extensions of the OCEL standard.
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OCEL graph serialization

• OnProm extracts from the underlying data sources an internal 
representation of the OCEL graph in terms of Java objects.
• The OCEL graph can then be serialized in XML according to the OCEL 

standard.
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Challenges wrt the dynamic component of 
Digital Twins
• So far I just talked about the problem of event-log extraction
• How to correctly represent and reason about system dynamics?
• Well-studied problem in Knowledge Representation

reasoning about actions, temporal logics, planning, data-aware processes, ..
• The spectrum of different options to choose from is much larger
• Combination of static and dynamic aspects is notoriously difficult wrt reasoning –

undecidability

• Proper query languages are still missing – temporal patterns, temporal 
granularity, streaming data, windowing, ...
• How to deal efficiently with data dynamics? – streaming data, raster data, ...
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Conclusions

• Developing Digital Twins in complex domains requires capturing the static 
aspects of physical devices and their dynamics 
• Semantic Technologies provide convenient abstraction mechanisms for 

setting up Digital Twins
• (V)KGs can be used as (virtual) Digital Twins supported by underlying data sources
• (V)KGs for data access can be used to prepare dynamically generated data for 

Process Mining, which in turn allows one to refine / improve Digital Twins

• A key challenge in using (V)KGs lies in setting up their components
• We are currently exploring novel approches based on machine learning 

and on exploiting Large Language Models for this task
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Thank you!
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