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Modular arithmetic 
� For cryptography it is necessary to deal with 

numbers that are significantly large but whose 
range is limited 

� Modular arithmetic deals with restricted ranges of 
integers 

Modular exponentiation  
 

� In the cryptosystem we are working toward, it is 
necessary to compute xy mod N for values of 
x, y, and N that are several hundred bits long 

� The result is some number modulo N and is 
therefore itself a few hundred bits long 

� The raw value of xy could be much longer! 



25/10/13 

3 

 
 

If x and y are 20-bits long, how long is xy? 

 

xy ≥(219)^(219) = 219*524288=29961472 

 
about 10 million bits long!  

Modular exponentiation (cont.)  
 � We want that the numbers we are dealing with 

never grow too large 
�  We perform all intermediate computations modulo N 

� First idea 
�  Calculate xy mod N by repeatedly multiplying by x mod N 

�  The resulting sequence of intermediate products is 

x mod N → x2 mod N → x3 mod N → ··· → xy mod N  

�  Each multiplication involves numbers < N and does not 
take to long 

�  But what if y is 500-bits long? 

�  We need to perform y - 1≅	
 2500 multiplications! 
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Modular exponentiation (cont.)  
 Second idea 

� Starting with x and squaring repeatedly modulo N, 
we get 

x mod N → x2 mod N → x4 mod N → ··· → x2*log(y) mod N  

� Each multiplication takes O(log2 N) time to 
compute, and there are only log y multiplications 

� To determine xy mod N, we simply multiply together 
a subset of powers, those corresponding to 1’s in 
the binary representation of y 
�  For instance: 

�  x25=x11001 = x10000*x1000*x1=x16*x8*x1 

Modular exponentiation (cont.)  
 � Another (equivalent) formulation  

� How long does it take? 
�  The algorithm halts after at most n recursive calls 
�  During each call it multiplies (mod N) n-bit numbers 
�  For a total running time of O(n3) 

Modular exponentiation (cont’d)

modexp(x , y ,N)
// Two n-bit integers x and N, and an integer exponent y

1. if y = 0 then return 1
2. z = modexp(x , by/2c ,N)
3. if y is even then return z2 mod N
4. else return x · z2 mod N

Another formulation:

xy =

8
<

:

⇣
xby/2c

⌘
2

if y is even

x ·
⇣
xby/2c

⌘
2

if y is odd.

The algorithm will halt after at most n recursive calls, and during each call it
multiplies n-bit numbers (doing computation modulo N saves us here), for a
total running time of O(n3).
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� Given two integers a and b, how to find their 
greatest common divisor gcd(a, b)?  

� Euclid’s rule: 
 if x, y ∈ N, x ≥ y, x≠0, then gcd(x, y) = gcd(x mod y, y) 

� Proof: 
�  It is enough to prove the simpler rule gcd(x,y)=gcd(x-y,y)  

�  Any integer that divides both x and y must also divide x-y, 
so gcd(x, y) ≤ gcd(x-y, y) 

�  Any integer that divides both x-y 
and y must also divide both x and y, 
so gcd(x, y) ≥ gcd(x-y, y) 

�  Thus gcd(x,y)=gcd(x-y,y) 

 

Euclide’s algorithm  
 

How long does it take? 
�  After any two consecutive rounds of the algorithm, 

a and b are at least halved in value (see proof on DPV) 
�  So the length of a and b decreases by at least one bit in two 

rounds 
�  If a and b are n-bit integers, then the base case is reached 

within 2*n recursive calls 
�  Since each call involves a quadratic-time division, the total 

time is O(n3) 

Euclide’s algorithm (cont.) 

a ≠ 0 
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� Suppose someone claims that d=gcd(a,b) 
�  how can we check this? 

� It is not enough to verify that d divides a and b 
�  this only shows d to be a common factor, not 

necessarily the largest one 

� Lemma  
�  If d divides both a and b, and d = ax + by for some 

integers x and y, then necessarily d = gcd(a, b)  

Extended Euclide’s algorithm 

 
 

If d divides both a and b, and d = ax + by for some 
integers x and y, then necessarily d = gcd(a, b) 

 

How can we prove it? 

� d is a common divisor of a and b then d ≤ gcd(a, b) 
� gcd(a, b) is a common divisor of a and b so it also 

divides ax + by = d, which implies d ≥ gcd(a, b) 
� Thus, d=gcd(a, b) 
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Is the algorithm correct? 
� Lemma: For any positive integers a and b, the 

extended Euclid algorithm returns integers x, y, 
and d such that gcd(a,b) = d = ax + by 

� Proof: See DPV 

Extended Euclide’s algorithm (cont.) 

a ≠ 0 

Example 

Extended Euclide’s algorithm (cont.) 

 (4,-1-2*4,1) = (4,-9,1) 

e-E(25,11) 

 e-E(11,3) 

 e-E(3,2) 

 e-E(2,1) 

 e-E(1,0) 

 (-1,1-3*(-1),1)=(-1,4,1) 

 (1,0-1*1,1)=(1,-1,1) 

 (0,1-2*0,1)=(0,1,1) 

 (1,0,1) 

x = 4, y = -9, d = 1 
 
25*4 – 11*9 = 100 – 99 = 1 

a ≠ 0 
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� We say x is the multiplicative inverse of a 
modulo N if 

a*x ≡ 1 mod N 
 

� There can be at most one such x modulo N, 
denoted by a-1 

� Remark 
�  The inverse does not always exist! 

Modular inverse 

 
 

If a and N are both even, then a is not invertible 
modulo N 

How can we prove it? 

 
 a and N are both even à 

 a mod N = a – k*N (k ∈ Z) is even à 

 a*x mod N is even for all x à 

 a*x ≢ 1 mod N à	



 a is not invertible mod N 
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�  Modular division theorem 
�  For any a mod N, a has a multiplicative inverse modulo N 

if and only if a is relatively prime to N 
�  i.e., gcd(a, N)=1 

�  When the inverse exists, it can be found in time O(n3) by running 
the extended Euclid algorithm 

�  Example 
�  Let’s compute the inverse of 11 mod 25 
�  We run the extended Euclid algorithm (see before) and find that 

25*4 – 11*9 = 1 = gcd(11,25) 
�  25*4 – 11*9 = 1      -11* 9 ≡ 1 mod 25    

-9 ≡ 16 mod 25 = 11-1 mod 25 

�  When working modulo N, we can divide only by 
numbers relatively prime to N 
�  To carry out the division, we multiply by the inverse 
�  Running time of division is O(n3) 

Modular division 

�  Telling whether a reasonably large number is a prime is tedious 
�  there are too many candidate factors to try 

�  However, there are tricks: 
�  omit even-valued candidates after you have eliminated the number 2  

�  omit all candidates except those that are themselves primes 

�  you can proclaim N a prime as soon as you have rejected all factors up to √N 
�  If N = x*y then necessarily x ≤ √N or y ≤ √N 

�  Is there an efficient primality test down this road? Unfortunately not! 
�  We have been trying to tell if a number is a prime by factoring it 

�  And factoring is a hard problem!  

�  Modern cryptography is about the following important idea: 
factoring is hard and primality is easy 

�  We cannot factor large numbers, but we can easily test huge numbers 
for primality! 
�  If a number is composite, such a test will detect this without finding a factor 

Primality testing 
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�  Easy primality testing is based on Fermat’s little 
theorem 
�  If p is prime, then for every 1 ≤ a < p, ap-1 ≡ 1 mod p 

� Example: a=3, p=7 
�  Let’s prove that 36 ≡ 1 mod 7 
�  Let S = {1, 2, ..., 6} be the set of nonzero 

integers modulo 7  
�  The effect of multiplying the numbers in S 

by a (mod p) is simply to permute them 
�  {1, 2, ..., 6} = {3*1 mod 7, 3*2 mod 7, ..., 3*6 mod 7} 

�  Let’s multiply the numbers on each side 
�  6! = 36 * 6! (mod 7) 

�  Let’s divide by 6!    à    36 ≡ 1 mod 7  

� See DPV for the full proof 

Fermat’s little theorem 

A first algorithm to test primality 
� A “factorless” test for 

determining if a number 
N is prime 

� Problem: the theorem is not an if-and-only-if 
condition 
�  e.g., 341 = 11*31, and 2340 ≡ 1 mod 341  

� However, for a composite N, most values of a 
fail the test 

� Rather than fixing a in 
advance, we choose it 
randomly from 
{1, …, N − 1} 
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Figure 1.7 An algorithm for testing primality.
function primality(N)
Input: Positive integer N
Output: yes/no

Pick a positive integer a < N at random
if aN−1 ≡ 1 (mod N):

return yes
else:

return no

Is aN−1 ≡ 1 mod N?Pick some a

“prime”

“composite”
Fermat’s test

Pass

Fail

The problem is that Fermat’s theorem is not an if-and-only-if condition; it doesn’t say what
happens when N is not prime, so in these cases the preceding diagram is questionable. In
fact, it is possible for a composite number N to pass Fermat’s test (that is, aN−1 ≡ 1 mod
N ) for certain choices of a. For instance, 341 = 11 · 31 is not prime, and yet 2340 ≡ 1 mod
341. Nonetheless, we might hope that for composite N , most values of a will fail the test.
This is indeed true, in a sense we will shortly make precise, and motivates the algorithm of
Figure 1.7: rather than fixing an arbitrary value of a in advance, we should choose it randomly
from {1, . . . ,N − 1}.
In analyzing the behavior of this algorithm, we first need to get a minor bad case out of the

way. It turns out that certain extremely rare composite numbers N , called Carmichael num-
bers, pass Fermat’s test for all a relatively prime to N . On such numbers our algorithm will
fail; but they are pathologically rare, and we will later see how to deal with them (page 38),
so let’s ignore these numbers for the time being.
In a Carmichael-free universe, our algorithm works well. Any prime number N will

of course pass Fermat’s test and produce the right answer. On the other hand, any non-
Carmichael composite number N must fail Fermat’s test for some value of a; and as we will
now show, this implies immediately that N fails Fermat’s test for at least half the possible
values of a!

Lemma If aN−1 #≡ 1 mod N for some a relatively prime to N , then it must hold for at least
half the choices of a < N .

Proof. Fix some value of a for which aN−1 #≡ 1 mod N . The key is to notice that every element
b < N that passes Fermat’s test with respect to N (that is, bN−1 ≡ 1 mod N ) has a twin, a · b,
that fails the test:

(a · b)N−1 ≡ aN−1 · bN−1 ≡ aN−1 #≡ 1 mod N.
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Analysis of the algorithm 

�  Carmichael numbers are composite 
but pass the test for all a<N. E.g.: 
�  561 is the smallest Carmichael  number 
�  It is not a prime: 561 = 3 * 11 * 17 
�  it fools the Fermat test: 

 a560 ≡ 1 (mod 561) for all values of a relatively prime to 561 

�  Carmichael numbers are infinite but extremely rare 
�  They can be managed, using a more refined primality test (see DPV) 

�  In a Carmichael-free universe, the algorithm works well 
�  If N is prime, then aN−1 ≡ 1 mod N for all a<N 
�  If N is not prime, then aN−1 ≡ 1 mod N 

for at most half the values of a<N (see DPV for proof) 

�  Probabilistic behavior 
�  Pr(primality returns yes when N is prime) = 1  
�  Pr(primality returns yes when N is not prime) ≤ 1/2 
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A second (improved) algorithm 
�  We can reduce the error by repeating the procedure many 

times 

�  Probabilistic behavior 
�  Pr(primality returns yes when N is prime) = 1 

�  Pr(primality2 returns yes when N is not prime) ≤ 1/2k 

�  The error drops exponentially fast, and can be driven arbitrarily low by 
choosing k large enough 

�  Testing k = 100 values of a makes the probability of failure at most 2−100, 
which is miniscule 
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Figure 1.8 An algorithm for testing primality, with low error probability.
function primality2(N)
Input: Positive integer N
Output: yes/no

Pick positive integers a1, a2, . . . , ak < N at random
if aN−1

i ≡ 1 (mod N) for all i = 1, 2, . . . , k:
return yes

else:
return no

We can reduce this one-sided error by repeating the procedure many times, by randomly pick-
ing several values of a and testing them all (Figure 1.8).

Pr(Algorithm 1.8 returns yes when N is not prime) ≤ 1

2k

This probability of error drops exponentially fast, and can be driven arbitrarily low by choos-
ing k large enough. Testing k = 100 values of a makes the probability of failure at most 2−100,
which is miniscule: far less, for instance, than the probability that a random cosmic ray will
sabotage the computer during the computation!

1.3.1 Generating random primes
We are now close to having all the tools we need for cryptographic applications. The final
piece of the puzzle is a fast algorithm for choosing random primes that are a few hundred bits
long. What makes this task quite easy is that primes are abundant—a random n-bit number
has roughly a one-in-n chance of being prime (actually about 1/(ln 2n) ≈ 1.44/n). For instance,
about 1 in 20 social security numbers is prime!

Lagrange’s prime number theorem Let π(x) be the number of primes ≤ x. Then π(x) ≈
x/(ln x), or more precisely,

lim
x→∞

π(x)

(x/ ln x)
= 1.

Such abundance makes it simple to generate a random n-bit prime:

• Pick a random n-bit number N .

• Run a primality test on N .

• If it passes the test, output N ; else repeat the process.



25/10/13 

12 

Generating random numbers 
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• Pick a random n-bit number N .
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• If it passes the test, output N ; else repeat the process.Generating random numbers (cont.) 

� Procedure to generate a random n-bit prime 
1.  Pick a random n-bit number N 

2.  Run a primality test on N 

3.  If N passes the test, output N; else repeat the process 

� How fast is this algorithm? 
�  If the randomly chosen N is truly prime, which happens 

with probability at least 1/n, then it will certainly pass the 
test 

�  On each iteration, the algorithm has at least a 1/n chance 
of halting  

�  On average it will halt within O(n) rounds  
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Generating random numbers (cont.) 
�  Which primality test? 

�  the numbers we are testing for primality are chosen at random 

�  it is sufficient to perform the Fermat test with base a = 2 
(or to be really safe, a = 2,3,5) 
�  for random numbers the Fermat test has a much smaller failure probability than the 

worst-case 1/2 bound 

�  What is the probability that the output is really prime? 
�  Suppose we perform the test with base a = 2 for all numbers N ≤ 25*109  

�  In this range, there are about 109 primes, and about 20,000 composites that pass 
the test 

 
�  The chance of erroneously outputting a composite is approximately 

20,000/109=2*10−5 

�  This chance of error decreases rapidly if we repeat the Fermat test many times with 
various values for a 
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Fermat test
(base a = 2)

Composites

Pass

Fail

≈ 109 primes
≈ 20,000 composites

Before primality test:
all numbers ≤ 25× 109 After primality test

Primes

Randomized algorithms: a virtual chapter
Surprisingly—almost paradoxically—some of the fastest andmost clever algorithms we have
rely on chance: at specified steps they proceed according to the outcomes of random coin
tosses. These randomized algorithms are often very simple and elegant, and their output is
correct with high probability. This success probability does not depend on the randomness
of the input; it only depends on the random choices made by the algorithm itself.
Instead of devoting a special chapter to this topic, in this book we intersperse randomized

algorithms at the chapters and sections where they arise most naturally. Furthermore,
no specialized knowledge of probability is necessary to follow what is happening. You just
need to be familiar with the concept of probability, expected value, the expected number
of times we must flip a coin before getting heads, and the property known as “linearity of
expectation.”
Here are pointers to the major randomized algorithms in this book: One of the earliest

and most dramatic examples of a randomized algorithm is the randomized primality test of
Figure 1.8. Hashing is a general randomized data structure that supports inserts, deletes,
and lookups and is described later in this chapter, in Section 1.5. Randomized algorithms
for sorting and median finding are described in Chapter 2. A randomized algorithm for the
min cut problem is described in the box on page 150. Randomization plays an important role
in heuristics as well; these are described in Section 9.3. And finally the quantum algorithm
for factoring (Section 10.7) works very much like a randomized algorithm, its output being
correct with high probability—except that it draws its randomness not from coin tosses, but
from the superposition principle in quantum mechanics.

Virtual exercises: 1.29, 1.34, 2.24, 9.8, 10.8.

1.4 Cryptography
Our next topic, the Rivest-Shamir-Adelman (RSA) cryptosystem, uses all the ideas we have
introduced in this chapter! It derives very strong guarantees of security by ingeniously ex-
ploiting the wide gulf between the polynomial-time computability of certain number-theoretic
tasks (modular exponentiation, greatest common divisor, primality testing) and the intractabil-
ity of others (factoring).

Cryptography scenario (again) 

�  Alice and Bob wish to communicate in private 
�  Eve eager for finding out what Alice and Bob are saying 
�  Alice wants to send a specific message x, written in binary, 

to Bob  
�  Alice encodes x as e(x), sends it over  
�  Bob applies his decryption function d(·) to decode it: d(e(x)) = x  

�  Eve intercept e(x): for instance, she might be a sniffer  
�  The encryption function e(·) is so that without knowing d(·), 

Eve cannot do anything with the information she has picked up 
�  knowing e(x) tells Eve little or nothing about what x might be  

40 Algorithms

The typical setting for cryptography can be described via a cast of three characters: Alice
and Bob, who wish to communicate in private, and Eve, an eavesdropper who will go to great
lengths to find out what they are saying. For concreteness, let’s say Alice wants to send a
specific message x, written in binary (why not), to her friend Bob. She encodes it as e(x),
sends it over, and then Bob applies his decryption function d(·) to decode it: d(e(x)) = x. Here
e(·) and d(·) are appropriate transformations of the messages.

Eve

BobAlice
Encoder Decoderx x = d(e(x))

e(x)

Alice and Bob are worried that the eavesdropper, Eve, will intercept e(x): for instance, she
might be a sniffer on the network. But ideally the encryption function e(·) is so chosen that
without knowing d(·), Eve cannot do anything with the information she has picked up. In
other words, knowing e(x) tells her little or nothing about what x might be.
For centuries, cryptography was based on what we now call private-key protocols. In such

a scheme, Alice and Bob meet beforehand and together choose a secret codebook, with which
they encrypt all future correspondence between them. Eve’s only hope, then, is to collect some
encoded messages and use them to at least partially figure out the codebook.
Public-key schemes such as RSA are significantly more subtle and tricky: they allow Alice

to send Bob a message without ever having met him before. This almost sounds impossible,
because in this scenario there is a symmetry between Bob and Eve: why should Bob have
any advantage over Eve in terms of being able to understand Alice’s message? The central
idea behind the RSA cryptosystem is that using the dramatic contrast between factoring and
primality, Bob is able to implement a digital lock, to which only he has the key. Now by
making this digital lock public, he gives Alice a way to send him a secure message, which only
he can open. Moreover, this is exactly the scenario that comes up in Internet commerce, for
example, when you wish to send your credit card number to some company over the Internet.
In the RSA protocol, Bob need only perform the simplest of calculations, such as multi-

plication, to implement his digital lock. Similarly Alice and Bob need only perform simple
calculations to lock and unlock the message respectively—operations that any pocket com-
puting device could handle. By contrast, to unlock the message without the key, Eve must
perform operations like factoring large numbers, which requires more computational power
than would be afforded by the world’s most powerful computers combined. This compelling
guarantee of security explains why the RSA cryptosystem is such a revolutionary develop-
ment in cryptography.
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Private-key cryptography   
For centuries cryptography was based on what we 
now call private-key protocols 

� Alice and Bob meet beforehand 
and together choose a secret 
codebook, with which they 
encrypt all future correspondence 
between them 

� Eve’s only hope is to collect some encoded 
messages and use them to at least partially 
figure out the codebook 

Decrypting 
watch from the 
late seventieth J 

Private-key schemes: one-time pad 

� Alice and Bob secretly choose a binary string r 
of the same length (n bits) as the message x that 
Alice will later send 

� Alice’s encryption function is a bitwise XOR 
er(x) = x ⊕ r 

� This function er is a bijection from n-bit strings 
to n-bit strings, as it is its own inverse 
er (er (x)) = (x ⊕ r ) ⊕ r = x ⊕ (r ⊕ r ) = x ⊕ 0 = x 

� Bob chooses the decryption function 
dr(y) = y ⊕ r  
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Private-key schemes: one-time pad (cont.) 

� How should Alice and Bob choose r for this scheme 
to be secure? 

� They should pick r at random, flipping a (fair) coin 
for each bit, so that the resulting string is equally 
likely to be any element of {0,1}n 

� This ensures that if Eve intercepts 
the encoded message y = er (x), 
she gets no information about x 
�  all r’s are equally possible, thus all 

possibilities for x are equally 
likely!  

S. Dasgupta, C.H. Papadimitriou, and U.V. Vazirani 41

An application of number theory?
The renowned mathematician G. H. Hardy once declared of his work: “I have never done
anything useful.” Hardy was an expert in the theory of numbers, which has long been re-
garded as one of the purest areas of mathematics, untarnished by material motivation and
consequence. Yet the work of thousands of number theorists over the centuries, Hardy’s in-
cluded, is now crucial to the operation of Web browsers and cell phones and to the security
of financial transactions worldwide.

1.4.1 Private-key schemes: one-time pad and AES
If Alice wants to transmit an important private message to Bob, it would be wise of her to
scramble it with an encryption function,

e : 〈messages〉 → 〈encoded messages〉.
Of course, this function must be invertible—for decoding to be possible—and is therefore a
bijection. Its inverse is the decryption function d(·).
In the one-time pad, Alice and Bob meet beforehand and secretly choose a binary string

r of the same length—say, n bits—as the important message x that Alice will later send.
Alice’s encryption function is then a bitwise exclusive-or, er(x) = x ⊕ r: each position in the
encoded message is the exclusive-or of the corresponding positions in x and r. For instance, if
r = 01110010, then the message 11110000 is scrambled thus:

er(11110000) = 11110000 ⊕ 01110010 = 10000010.

This function er is a bijection from n-bit strings to n-bit strings, as evidenced by the fact that
it is its own inverse!

er(er(x)) = (x⊕ r)⊕ r = x⊕ (r ⊕ r) = x⊕ 0 = x,

where 0 is the string of all zeros. Thus Bob can decode Alice’s transmission by applying the
same encryption function a second time: dr(y) = y ⊕ r.
How should Alice and Bob choose r for this scheme to be secure? Simple: they should pick

r at random, flipping a coin for each bit, so that the resulting string is equally likely to be any
element of {0, 1}n. This will ensure that if Eve intercepts the encoded message y = er(x), she
gets no information about x. Suppose, for example, that Eve finds out y = 10; what can she
deduce? She doesn’t know r, and the possible values it can take all correspond to different
original messages x:

00

01

10

11

x

10

e11

e01

e00

y

e10

Private-key schemes: one-time pad (cont.) 

�  Downside: the pad has to be discarded after use, as a 
second message encoded with the same pad would not be 
secure 

�  If Eve knew x ⊕ r and z ⊕ r for two messages x and z, then 
she could take the exclusive-or to get x ⊕ z, which might 
be important information 

�  E.g.: 

1.  it reveals whether the two messages begin or end the same 

2.  if one message contains a long sequence of zeros (it is common 

if the message is an image), then the corresponding part of the 

other message will be exposed 
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Suppose that Alice uses the same private key r to encrypt two messages x and z, and 
that Eve intercepts the two encryptions x ⊕ r and z ⊕ r.  Then suppose that Eve 
performs the exclusive or of the two encryptions 
 

Why does she get x ⊕ z? 

(x ⊕ r) ⊕ (z ⊕ r) =  x ⊕ r ⊕ r ⊕  z = x ⊕ 0 ⊕ z = x ⊕ z 
 

Why x ⊕ z can reveal if x and z begin or end the same? 
r = 01101  x = 11000  z = 11011 

x ⊕ r = 11000 ⊕ 01101 = 10101  z ⊕ r = 11011⊕ 01101 = 10110 

(x ⊕ r) ⊕ (z ⊕ r) = x ⊕ z = 10101⊕ 10110 = 00011 
 

Why if x contains a long sequence of zeros, then the corresponding part of z is 
exposed? 

r = 01101  x = 10001  z = 01011 

x ⊕ r = 10001 ⊕ 01101 = 11100  z ⊕ r = 01011 ⊕ 01101 = 00110 
(x ⊕ r) ⊕ (z ⊕ r) = x ⊕ z = 11100 ⊕ 00110= 11010 

Public-key cryptography 
Public-key schemes allow Alice to send Bob a message without 
ever having met him before 

�  Why should Bob have any advantage over Eve? 
�  Bob is able to implement a digital lock, to which only he has the key 

�  By making this digital lock public, Bob gives Alice a way to send him a 
message that only he can open 

�  This happens, for example, when you send your credit card number 
to some company over the Internet 

�  In the RSA protocol 
�  Bob performs simple calculations to implement his digital lock 

�  Alice and Bob perform simple calculations to lock and unlock the 
message 

�  To unlock the message without the key, Eve must perform operations 
like factoring large numbers, which are intractable for numbers that 
are just few hundred bits long 
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RSA cryptosystem 
� Rivest-Shamir-Adelman (RSA) cryptosystem 

derives very strong guarantees of security by 
exploiting 
�  The polynomial-time computability of certain number-

theoretic tasks (modular exponentiation, greatest 
common divisor, primality testing) 

�  The intractability of others (factoring) 

� Deriving strong e(·) and d(·) is efficient 
(can be done in polynomial time) 

� Decrypting e(x) without d(·) is hard 
(need exponential time) 

RSA cryptosystem (cont.) 
Let’s summarize RSA once again 
� Anybody can send a message to anybody else 

using publicly available information 
�  Each person has a public key known to the whole 

world and a secret key known only to him- or herself  
� When Alice wants to send message x to Bob, she 

encrypt it using his public key 
� Bob decrypts it using his secret key, to retrieve x  
� Eve is welcome to see as many encrypted messages 

for Bob as she likes but she will not be able to 
decode them, under certain simple assumptions  
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RSA cryptosystem (cont.) 

� The RSA scheme is based heavily upon number 
theory 

� Think of messages from Alice to Bob as 
numbers modulo N 
�  messages larger than N can be broken into smaller pieces 

� The encryption function will then be a bijection 
on {0, 1, . . . , N − 1}, and the decryption 
function will be its inverse 

� What values of N are appropriate, and what 
bijection should be used?  

RSA cryptosystem (cont.) 
�  Property: Pick any two primes p and q and let N = p * q 

For any e relatively prime to (p − 1)*(q − 1):  

1.  The mapping x → xe mod N is a bijection on {0, 1 , …, N−1}  

2.  The inverse mapping is easily realized: let d = e-1 mod (p−1)*(q−1). 

Then for all x ∈ {0, 1, ..., N−1} 

(xe)d ≡ x (mod N) 

�  The mapping x → xe mod N is reasonable, no information is lost 

�  If Bob publishes (N,e) as his public key 

�  Everyone else can use it to send him encrypted messages  

�  Bob should retain d as his secret key 

�  He can decode messages by raising them to the dth power modulo N 
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RSA cryptosystem (cont.) 
Example 

�  Let N = 55 = 5 * 11  (p=5, q=11 are prime) 

� Choose e=3, which is relatively prime to (p−1)*(q−1) 

gcd(e, (p−1)*(q−1)) = gcd(3, 40) = 1 

�  The decryption exponent is then d=3−1 mod 40 = 27 

�  For any message x mod 55 
�  the encryption of x is y = x3 mod 55 

�  the decryption of y is x = y27 mod 55 

�  For example, if x=13 
�  y = 133 = 52 mod 55 

�  x = 13 = 5227 mod 55 

RSA cryptosystem (cont.) 
Proof of the property 
� If the mapping x → xe mod N is invertible, it must 

be a bijection: statement 2 implies statement 1  
� To prove statement 2 

�  e is invertible modulo (p−1)*(q−1) because it is relatively 
prime to this number 

�  (xe)d ≡ x mod N can be proved using Fermat’s little theorem 
(see DPV) 
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RSA cryptosystem (cont.) 

RSA protocol 

� Bob chooses his public and secret keys  
�  He picks two large (n-bit) random primes p and q 

�  His public key is (N, e) where N=p*q and e is a 2n-bit 
number relatively prime to (p−1)*(q−1) 
�  A common choice is e=3 because it permits fast encoding 

�  His secret key is d, the inverse of e mod (p−1)*(q−1), 
computed using the extended Euclid algorithm  

� Alice wishes to send message x to Bob 
�  She looks up his public key (N, e) and sends him 

y=xe mod N 

�  He decodes the message by computing yd mod N  

 

O(n) 

O(n3) 

O(n3) 

O(n3) 

O(n2) 

RSA cryptosystem (cont.) 
Security assumption for RSA 

�  Given N, e, and y = xe mod N, it is computationally intractable to 

determine x  

�  How might Eve try to guess x? 

�  She could experiment with all possible values of x, each time checking whether xe ≡ 

y mod N, but this would take exponential time 

�  Or she could try to factor N to retrieve p and q, and then figure out d by calculating 

e-1 mod (p−1)*(q−1), but factoring would also take exponential time 

The RSA calculator and express encryption/decryption 
�  https://www.cs.drexel.edu/~introcs/Fa12/notes/10.1_Cryptography/RSAWorksheetv4d.html 

�  https://www.cs.drexel.edu/~introcs/Fa12/notes/10.1_Cryptography/RSA_Express_EncryptDecrypt.html 
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Real-world applications of cryptography 

� Anonymity networks 
�  E.g., TOR (The Onion Router) 

�  http://en.wikipedia.org/wiki/Tor_(anonymity_network) 

� Financial cryptography 
�  E.g., Bitcoin 

�  http://en.wikipedia.org/wiki/Bitcoin 

� E-voting 
�  http://en.wikipedia.org/wiki/Electronic_voting 

� Authentication protocols 
�  E.g., Kerberos 

�  http://en.wikipedia.org/wiki/Kerberos_(protocol) 

�  The RSA cryptosystem, derives very strong guarantees of 
security by exploiting 

�  The polynomial-time computability of certain number-theoretic 
tasks (modular exponentiation, greatest common divisor, 
primality testing) 

�  The intractability of others (factoring) 

�  We have developed and analyzed algorithms for a variety 
of computational tasks involving numbers 

�  These algorithms have been used to build the RSA 
cryptosystem step by step 


