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Motivation 
!  Increasing number of documents 

!  Need to secure the document content 

!  Display part of document to different stakeholders 
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{role= (John, Doctor)} 
{protected= (displayRecord)} 
{protected= (addDiagnosis)} 
{right = (Doctor, displayRecord)} 
{right = (Doctor, addDiagnosis)} 

{role= (Eve, Receptionist)} 
{protected=(addPatientData)} 
{right =(Receptionist, addPatientData)} 

{role= (Ann, Nurse)}  
{protected=(addComplainsObservations)} 
{right =(Nurse, addComplainsObservations)} 
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Questions 

!  Can we dynamically define forms and permissions of 
the document?  

!  Can we keep the document context complete when 
applying permissions on documents?  
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Demo 1 
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Proposed solution 
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Proposed solution 
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XML 

XML Schema 

DynaForm 

ECLA XmlMerge 

Apache Axis2 

MySQL 

! Server machine 
"  Transform XML, XML Schema 

based on role permissions 
" Store forms and documents 
" Merge document versions 
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XML 

XML Schema 

DynaForm 

ECLA XmlMerge 

Apache Axis2 

MySQL 

! Client 
" Authenticate user 
" Display form 
" Capture values 
" Send to server 
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Managing access policy 

! Policy is managed by defining access 
permissions in the code and then adding the 
constraints through the database 

! Direct complexity of coding to the complexity 
of modelling 
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Managing access policy 

 13  

Model Driven Security 

Lodderstedt et al., 2002; Basin et al., 2006 

2nd Workshop on Security in Business Processes (SBP’13) 
26 August, 2013, Beijing, China 

SecureUML model 
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SecureUML model 
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Demo 2 
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Related work 

!  Damiani et al. (2002)  
"  Access control on document type definition 

!  Zhang et al (2004) 
"  Schema based XML security 

!  Seitz et al. (2005)  
"  Extensible access control language 

!  Brucker and Petritsch (2009) 
"  Break-glass technique 
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Answers 

! Can we dynamically define forms and 
permissions of the document?  
"  SecureUML 
"  Velocity templates 
"  MagicDraw 

! Can we keep the document context complete 
when applying permissions on documents?  
"  Modifying and merging documents to keep information 

integrity  
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Final remarks 

! Limitation 
! Validation 
! Future work 
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